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FOIA Case Number: TSA10-0676. 



Edward Hasbrouck 
The Identity Project 
1736 Franklin Street, 
Oakland, C A 94612 



9 th Floor 



Dear Mr. Hasbrouck: 

This letter is in response to your Freedom of Information Act (FOIA) request dated April 2, 2010, in 
which you requested access and copies to any and all documents and records created by the 
Transportation Security Administration (TSA) or other agencies or departments in the course of 
processing your previous FOIA requests which are listed as follows: TSA08-0723, TSA1 0-0052, 
TSA10-0134, TSA10-0179 and TSA10-0248. 

Your request has been processed under the FOIA, 5 U.S.C. § 552. 

A reasonable search within TSA was conducted and documents (399 pages) responsive to your 
request were located. These documents have been reviewed and 33 pages are being withheld in full 
pursuant to Exemption (b)(5) and one page is being withheld in full pursuant to Exemption (b)(6). 
Additionally, portions of some of the remaining pages are being withheld pursuant to Exemptions 
(b)(5) and (b)(6). A more complete explanation of these exemptions is provided below. 

Exemption (b)(5) 

Exemption (b)(5) protects from disclosure those inter- or intra-agency documents that are normally 
privileged in the civil discovery context. The three most frequently invoked privileges are the 
deliberative process privilege, the attorney work-product privilege, and the attorney-client privilege. 
Of those, we have determined that information in the documents you have requested is appropriately 
withheld under the attorney work-product privilege and the deliberative process privilege. The 
attorney work-product privilege protects the adversarial trial process by insulating the attorney's 
preparation from scrutiny. Under the deliberative process privilege, disclosure of those records 
would injure the quality of future agency decisions by discouraging the open and frank policy 
discussions between subordinates and superiors. 

Exemption (b)(6) 

Exemption (b)(6) permits the government to withhold all identifying information that applies to a 
particular individual when the disclosure of such information "would constitute a clearly unwarranted 
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invasion of personal privacy." This requires the balancing of the public's right to disclosure against 
the individual's right to privacy. After performing this analysis, it was determined that the privacy 
interest in the identities of the individuals in the records you have requested outweigh any minimal 
public interest in disclosure of the information. Please note that any personal interest you may have in 
that information does not factor into the aforementioned balancing test. 

Fees 

The fees incurred to process your request do not exceed the minimum threshold necessary for charge 
and, therefore, there are no fees associated with processing this request. 

Administrative Appeal 

In the event that you may wish to appeal this determination, an administrative appeal may be made in 
writing to Kimberly Walton, Assistant Administrator, Office of Civil Rights & Liberties, 
Ombudsman and Traveler Engagement, Transportation Security Administration, 601 South 12 th 
Street, East Building, E7-121S, Arlington, VA 20598-6033. Your appeal must be submitted within 
60 days from the date of this determination. It should contain your FOIA request number and state, to 
the extent possible, the reasons why you believe the initial determination should be reversed. In 
addition, the envelope in which the appeal is mailed in should be prominently marked "FOIA 
Appeal." Please note that the Assistant Administrator's determination of the appeal will be 
administratively final. 

If you have any questions pertaining to your request, please feel free to contact the FOIA Office at 1- 
866-364-2872 or locally at 571-227-2300. 



Sincerely, 





Yvonne L. Coates 
Branch Manager 
Freedom of Information Act Branch 
Office of Civil Rights & Liberties, 
Ombudsman and Traveler Engagement 
Transportation Security Administration 

Enclosure 
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U.S. Department of Homeland Security 

Freedom of Information Act Office 
Arlington, VA 20598-6020 
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FOIA Case Number: TS A08-0723 

Mr. James P. Harrison 
Director, Identity Project 
1736 Franklin Street, 9 th Floor 
Oakland, CA 94612 

Dear Mr. Harrison: 

This letter is in response to your Freedom of Information Act (FOIA) request dated June 21, 
2008, in which you requested, "a copy of, and any documents relating to, TSA's new 
requirement for passengers to produce identification to TSA agents when passengers go 
through security checkpoints at airports in the United States." We have processed your 
request under the FOIA, 5 U.S.C. § 552. 

A search within the Transportation Security Administration (TSA) was conducted and Appendix 2 
of TSA's Screening Management SOP (five pages) appears to be responsive to your request. 

Portions of this document(s) are considered Sensitive Security Information (SSI) and are exempt 
from disclosure under Exemption 3 of the FOIA. Exemption 3 permits the withholding of records 
specifically exempted from disclosure by another Federal statute. Section 1 14(s) of title 49, 
United States Code, exempts from disclosure of Sensitive Security Information that "would be 
detrimental to the security of transportation" if disclosed. The TSA regulations implementing 
Section 1 14(s) are found in 49 CFR Part 1520. 

Pursuant to 49 C.F.R. Section 1520.5(b)(9)(i), any procedures, including selection criteria and 
any comments, instructions, and implementing guidance pertaining thereto, for screening of 
persons, accessible property, checked baggage, U.S. mail, stores, and cargo, that is conducted 
by the Federal government or any other authorized person. 

The fees incurred to process your request do not exceed the minimum threshold necessary for 
charge and, therefore, there is no fee associated with the processing of this request. 

In the event that you may wish to appeal this determination, an administrative appeal may be made 
in writing to Kimberly Walton, Special Counselor, Office of the Special Counselor, Transportation 
Security Administration, 601 South 12 th Street, East Building, E7-121S, Arlington, VA 22202- 
4220. Your appeal must be submitted within 60 days from the date of this determination. 
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It should contain your FOIA request number and state, to the extent possible, the reasons why you 

believe the initial determination should be reversed. In addition, the envelope in which the appeal 

is mailed in should be prominently marked "FOIA Appeal." Please note that the Special 

Counselor's determination of the appeal will be administratively filial. 

A search within the TS A was conducted and no records responsive to your request were 

located. 

The fees incurred to process your request do not exceed the minimum threshold necessary for 
charge and, therefore, there are no fees associated with processing this request. 

In the event that you may wish to appeal this determination, an administrative appeal may be made 
in writing to Kimberly Walton, Special Counselor, Office of the Special Counselor, Transportation 
Security Administration, 601 South 12 th Street, East Building, E7-121S, Arlington, VA 20598- 
6033. Your appeal must be submitted within 60 days from the date of this determination. It 
should contain your FOIA request number and state, to the extent possible, the reasons why you 
believe the initial determination should be reversed. In addition, the envelope in which the appeal 
is mailed in should be prominently marked "FOIA Appeal." Please note that the Special 
Counselor's determination of the appeal will be administratively final. If you have any questions 
pertaining to your request, please feel free to contact the FOIA Office at 1-866-364-2872 or 
locally at 571-227-2300. 

Sincerely, 




Kevin J. Janet 
FOIA Officer- 
Freedom of Information Act Office 
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U.S. Department of Homeland Security 
Arlington, VA 22202 



Transportation 

Security 

Administration 



Date: November 20, 2008 

Subject: FOIA: TSA08-0723 

From: Director, SSI Office 

Office of the Special Counselor 

To: Kevin Janet, FOrA Officer, FOIA/PA Division 

Transportation Security Administration 

Per your request, the attached file has been reviewed for Sensitive Security Information (SSI). 
The information identified as SSI reveals security screening information. Therefore, the 
information in the file should be withheld under FOIA Exemption 3-49 CFR 1520.5(b)(9)(i). 
Please note that additional FOIA exemptions might apply to other portions of the documents. 

Our shorthand for redaction citations, as you know, is to note the paragraph within 49 CFR 
1 520.5(b). Thus, for example: (6)(i) means Exemption 3-49 CFR 1520.5(b)(6)(i). The term 
"RLS" is shorthand for release, meaning to "ignore any previous SSI redactions because this 
information is not SSI and Exemption 3 does not apply"; the term "WIF" is shorthand for 
"withhold this entire page [or document] in full"; "RIF" means "this entire page [or document] is 
not SSI and Exemption 3 does not apply." 

If, during, your review or that of the Office of Chief Counsel (OCC), any questions arise 
regarding the recommendations made by this office, please feel free to contact us on extension 7- 
3513. 



Sincerel 




/Attachments: TSA0.8.O723 



www.tsa.gov 



(b) (6) 



From : 

Sent: 

To: 

Cc: 

Subject: 

Attachments: 



Melissa Ngo [ngo@privacylives.com] 
Saturday, June 21 , 2008 7:50 PM 

Foia 

^Melissa Ngo 
Request Concerning TSA ID Requirement 

TSAfoiareqS. 21 .08Jinal.pdf; ATT929827.txt 



TSA FOIA DIVISION •• 571-227-2300 
FOIA CASE MO: TSA 08-#fc23 > 
RECEIVED: _3, jlSljfl.8 ... 
SUSPENSE DATE: c T/a5~f0 
SPECIAL INSTRUCTIONS: 



TSAfoiareq6.21.08 ATT929827.txt (66 
_flnal.pdf (9... B) 

Dear FOIA Officer: 

Attached is a FOIA Request to the Transportation Security Administration concerning the 
agency's identification requirement. 
Please process accordingly. 

Sincerely, 

James P. Harrison and Melissa Ngo 



James P. Harrison 

Director, Identity Project 

1736 Franklin Street, 9th Floor 

Oakland, CA 94612 
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June 21,2008 

. VIA E-MAIL: FOIA.TSA@dhs.gov 

Transportation Security Administration 

TS A-20, East Tower 

FOIA Division 

601 South 12th Street 

Arlington, VA 22202-4220 

RE: Freedom of Information Act Request for TSA's New Identification to 
Fly Requirement and Request for Expedited Processing 

Dear FOIA Officer: 

This letter constitutes an expedited request under the Freedom of 
Information Act ("FOIA"), 5 U.S.C. § 552, and is submitted to the 
Transportation Security Administration ("TSA") on behalf of the Identity 
Project. The Identity Project ("IDP"), provides advice, assistance, publicity, 
and legal defense to those who find their rights infringed or their legitimate 
activities curtailed by demands for identification, and builds public 
awareness about the effects of ID requirements on fundamental rights. IDP 
is a program of the First Amendment Project, a nonprofit organization 
providing legal and educational resources dedicated to protecting and 
promoting First Amendment rights. 
Documents Requested 

IDP requests a copy of, and any documents relating to, the TSA's new 
requirement for passengers to produce identification to TSA agents when 



passengers go through security checkpoints at airports in the United States. 

Failure to willfully comply with this new identification requirement 

purportedly results in United States citizens being prohibited from entering 

the secure area at airports and, therefore, making them unable to travel 

domestically by commercial air carrier. 

On June 5, 2008, the Transportation Security Administration 

published online a press release entitled "TSA Announces Enhancements to 

Airport ID Requirements to Increase Safety" which reads in part: 

Beginning Saturday, June 21, 2008 passengers that willfully refuse to 
provide identification at security checkpoint will be denied access to 
the secure area of airports. This change will apply exclusively to 
individuals that simply refuse to provide any identification or assist 
transportation security officers in ascertaining their identity. 

This new procedure will not affect passengers that may have 
misplaced, lost or otherwise do not have ID but are cooperative with 
officers. Cooperative passengers without ID may be subjected to 
additional screening protocols, including enhanced physical screening, 
enhanced carry-on and/or checked baggage screening, interviews with 
behavior detection or law enforcement officers and other measures. 

http://www.tsa.gov/press/happenings/enhance id requirements.shtm 

This constitutes a departure from TSA's previous identification 
requirement, which allowed those passengers declining to provide 
identification the option to undergo a heightened level of physical search in 
order to enter the secure area of airports. See Gilmore v. Gonzales > 435 F.3d 
1 125 (9th Cir. 2006). 
http://papcrsplease.org/gilmore/dl/GilmoreDecision.pdf 

IDP requests a copy of TSA's new identification requirement and all 
documents relating to it. As failure to comply with this new requirement 
would result in an individual's inability to freely exercise their fundamental 



right to travel, a right necessary to freely exercise the First Amendment 
rights of assembly and association, it is presumed that documents (other than 
the mere online press release by TSA announcing the change) are available 
for inspection by those subject to this new regulation. 
Request for Expedited Processing 

We request expedited processing of this FOIA request. This request 
meets the criteria for expedited processing under 28 CFR § 16.5(d)(l)(iv), as 
the subject and documents requested are "[a] matter of widespread and 
exceptional media interest in which there exist possible questions about the 
government's integrity which affect public confidence." 28 CFR § 
16.5(d)(l)(iv). There has been substantial public interest in this new 
identification requirement, as evidenced by the following media coverage of 
the change in TSA's regulation: 

Ryan Singel, TSA Nixes Flying Without ID, Wired News, June 9, 2008 
htt p://blog.wired.com/27bstroke6/2008/06/tsa-nixesflvin.html 

Chris Soghoian, Your papers please: TSA bans ID -less flight, CNet, 
June 9, 2008 http://news.cnet.com/8301-13739 3-9962760-46.html 

Ryan Paul, TSA to let polite terrorists fly without ID, Ars Technica, 
June 10, 2008 http://arstechnica.com/news.ars/post/20080 6 1 0-tsa- 
defiant-passengers-wont-get-to-fly-without-id.html 

Flying without an ID is coming to a controversial end, CNN, June 19, 
2008 http://www.cnn.com/2008/POLITICS/06/19/flying.id/ 

Thank you for your consideration of this request. As the FOIA 
provides, we will anticipate your determination on our request for expedited 
processing within ten (10) working days. The Identity Project is willing to 
pay up to $250.00 in reasonable fees and copying costs. If the amount is 



estimated to be more than that, please contact me by phone before incurring 
the cost. 

Thank you for your prompt attention to this matter. 

Sincerely, 



James P. Harrison 
Director, Identity Project 



James P. Harrison 

Director, Identity Project 

First Amendment Project 

1736 Franklin Street, 9th Floor 

Oakland, CA 94612 
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September 25, 2008 



VIA E-MAIL: FOIA.TSA@dhs.gov 

VIA FASCIMILE: (571) 227-1406 

VIA MAIL: 

FOIA Officer Kevin Janet 

Transportation Security Administration 

TSA-20, East Tower ' ' 

FOIA Division 

601 South 12th Street 

Arlington, VA 22202-4220 

RE: Freedom of Information Act Request TSA 08-0723 

Dear FOIA Officer Kevin Janet: 

I am receipt of your letter to me dated September 15, 2008 in which you state that 
my request dated June 21, 2008, had just been received by TSA's FOIA Office. I find 
this difficult to believe as the request was submitted, in accordance with TSA's 
instructions found at http://www.tsa.gov/reseaix?h/foia/foia_requests.shtm . via email to 
FOIA.TSA@dhs.gov over three months ago, and the fact that we spoke by phone in July 
when I called your office to inquire as to the status of the request. During our 
conversation we discussed the nature of the request (TSA's new identification 
requirement to travel domestically by air) and you then indicated that the request had 
been received and forwarded to TSA's Office of Operations for their assistance in its 
processing. You also indicated that a letter confirming receipt of the request would be 
forthcoming shortly. Now, over two months after we spoke and over three months after 
electronically submitting the request, I finally receive a confirmation letter indicating that 
the request had just now been received. Flow do you explain this? 

I also received a letter from you today, dated September 16, 2008, indicating that 
my request for expedited processing had been denied. As my request was filed 
electronically with your office over three months ago, I think that this letter is a gross 
understatement - perhaps indicating a flagrant disregard for the open government laws 
TSA's FOIA office is legally required to complying with. Not only has my request for 
expedited processing now been denied, but the request as a whole has apparently been 
ignored for almost three full months. This is unacceptable. 

Further, the denial of expedited processing letter, signed by you maud dated 
September 16 ,h , indicates that the request identification number is TSA08-0667 instead of 



TC^^^723 used in the letter of September 1 5*. I spoke with TSA FOIA Assistant 

|by phone today. She indicated that she had no knowledge of the request 
before September 15 ,(l , that the September 16 th letter's reference of TSA08-0667 was in 
error, that another letter pointing out and correcting the error had already been mailed to 
me, and that the request TSA 08-0723 had indeed been forwarded to TSA's Office of 
Operations for their assistance in its processing. What is going on? Have two different 
request identification numbers been assigned to my request? 

I have repeatedly called your office to again speak with you about my request, 
and have left numerous messages that have not been returned. I ask that you personally 
draw your attention to this request, and to inform me immediately as to its status. 



Sincerely, 




James P. Harrison 
Director, Identity Project 
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From: 
Sent: 
To: 
Subject: 

Importance: 

Follow Up Flag: 
Flag Status: 

Attachments: 
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September 17, 2008 12:01 PM 

RE: NEW FOIA TASKING (REQUEST #TSA08-0723) 

High 

Follow up 
Red 

APPENDiX2.doc 



As requested. Attached is a password protected document (password will be provided telephonically) in response to this 
FOIA. Please note that the document is part of the Screening Management Standard Operating Procedures and is 
considered SSI and, therefore, is not releasable. 

Thanks, 

iwSri 



APPENDIX 2.doc 
(54 KB) 
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Transportation Security Inspector 

601 S. 12th Street, East Tower, E5-357N 

Arlington, VA 22202 

Phone: 571-227flBH 
Fax: 571-227-1919 



From:| 

Se nt: Monday, September 15, 2008 3:44 PM 

to: mm 

Subject: NEW FOIA TASKING (REQUEST #TSA08-0723) 

Good afternoon, 

Please see attachment below: 

« File: 08 0723.pdf » 

Identify any Information in the responsive records you found during your search that you believe should be 
withheld, and explain why you believe its release would be harmful. Please forward all responses along with 
Tasking sheet. "Mandatory - please return the completed Tasking sheet to me even if there are no responsive records 
found (you may make a note no response found and sign). We need it for our files. 

Thank you in advance, 
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FOIA Assistant 

Office of Special Counselor (OSC) 

Freedom of Info rmation Act (FOIA) 

Direct: 571.227.H2E1 
Main: 571.227.2300 



U.S. Department of Homeland Security 

Freedom of Information Act Office 
Arlington, VA 22202 
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Transportation 

Security 

Administration 

September 25, 2008 

TSA08-0723 

Mr. James Harrison 
Identity Project (IDP) 
1736 Franklin Street, 9 th Floor 
Oakland, C A 94612 

Dear Mr. Harrison, 

This letter is in response to your Freedom of Information Act (FOIA) request dated June 21, 2008, in 
which you requested expedited processing. We mailed you this letter with the incorrect identification 
number (TSA08-0667). Your correct request identification number is TSA08-0723. Please cite this 
number in any further Inquiry about this request. Specifically, you requested the following: 

• Copy of any documents relating to, TSA's new requirement for passengers to produce 

identification to TSA agents when passengers go through security checkpoints at airports in the 
US. In addition, copy of TSA's new identification requirement and all documents relating to 
TSA's published online press release "TSA Announces Enhancements to Airport ID 
Requirements to Increase Safety." 

In regards to your request for expedited treatment, the TSA is processing FOIA cases on a first-in, first- 
out basis, demonstrating due diligence in compliance with the Act. 

Under the Department of Homeland Secuiity's FOIA regulations, expedited processing of a FOIA 
request is warranted if it is determined that the request involves "circumstances in which the lack of 
expedited treatment could reasonably be expected to pose an imminent threat to the life or physical 
safety of an individual," or "an urgency to inform the public about an actual or alleged federal 
government activity, if made by a person primarily engaged in disseminating information" 6 CFR § 
5.5(d)(1). Requesters that seek expedited processing must submit a statement explaining in detail the 
basis for the request, and must certify that the request is true and correct. 6 CFR 5.5(d)(3). See also 5 
U.S.C. § 552(a)(6)(E). 

After reviewing your request, the TSA is denying your request for expedited processing. Your request 
failed to present any facts demonstrating a compelling need for expedited treatment under the standards 
discussed above. 

Administrative appeal from this determination may be made in writing to Kimberly Walton, Special 
Counselor, Office of the Special Counselor, Transportation Security Administration, 601 South 12* 
Street, East Building, E7-121S, Arlington, VA 22202-4220. Your appeal must be submitted within 60 
days from the date of this determination. It should contain your FOIA request number and state, to the 
extent possible, the reasons why you believe the initial determination should be reversed. In addition, 
the envelope in which the appeal is mailed in should be prominently marked "FOIA Appeal." The 
Special Counselor's determination will be administratively final. 



2 
ff you have any questions pertaining to your request, please feel free to contact the FOIA Office at l- 
866-364-2872 or locally at 571-227-2300. 



Sincerely, 



Kevin J. Janet 
FOIA Officer 
Freedom of Information Act Office 
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DateRec'd: 9/15/2008 



FREEDOM OF INFORMATION ACT (FOIA) Privacy Act Division 

FOIA NUMBER 

TSA08-0723 Suspense: 9/25/2008 



FROM: James Harrison 

Identify Project (IDP) 
ACTION OFFICE(s): TSA - 29 
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The attached request is to be responded to ONLY by the FOIA Office. Please return information requested to 
TSA-20 R'm: 1 1th floor, 205S, East Tower. If you require any assistance, please contact FOIA office , 
571-227-2300. NOTE: The law requires that the request be answered within 20 working days of receipt. 
Cognizant offices are expected to respond by the suspense date. 



jgj Conduct a search for records, including e-mail records, responsive to the attached request and forward 
a legible copy (not the original) of all responsive records found to this office for further processing. If no 
records exist, a written negative report is required. 

IE! Identify any information in the responsive records you found during your search that you believe should 



be withheld, and explain why you believe its release would be harmful. 

D Estimate the direct search costs that you believe would be incurred in determining whether records 
responsive to the attached request are in your files. Do not initiate a search unless further advised by 
this office. 



COMMENTS: 



Requestor asking for copy of nny docs relating to ISA's new requirement for passengers to produce identification to TSA 
agents when passengers go through security checkpoints at airports. Also, copy of 1'SA's new identification req and all docs 
relating to TSA's published online press release "ISA Announces Enhancements to Airport ID Req to Increase Safety." SEE 
ACTUAL REQUEST 



Indicate where you searched and what type of file the responsive documents were found in.i.e., on desk, 
emails, filed by name, filed by SSN, in a general file.You may have responsive documents coming from multiple 
categories, please indicate for each document. 



Please fill out tasking sheet and return to 
If you have any questions please contact 



(b) (6) 
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I FOIA Office. 

1(571)227 



SEARCH 
TIME (Hrs) 



ACTION OFFICE 

PROCESSING 
PAY BAND TIME (Hrs) 



ATTORNEY 
PAY BAND TIME (Hrs) 



PAY BAND 



DATE SEARCH BEGAN 



This is to certify that all program files pertaining to the FOIA request have been searched and copies of all 
documents located have been furnished to the FOIA Office. 



SIGNATURE OF INDIVIDUAL CERTIFYING ABOVE DATE SIGNED PAY BAND ROUTING SYMBOL 



IKS. Dqwrt incut ol' Uuiuclaiul Security 

Freedom of Information Act Office 
Arlington. VA 22202 




September 15, 2008 
{ Aftm&h Transportation 

TSA08-0723 

Mr. James Harrison 
identity Project (ID?) 
1736 Franklin Street, 9th Floor 
Oakland, CA 94612 



Dear Mr. Harrison: 

This is to inform you that on September 1 5, 2008, the Transportation Security Administration 
(TSA) Freedom of Information Act (FOIA) Office received your FOIA request dated June 21, 
2008. Your request has been given identification number TSA08-0723. Please cite this number 
in any further Inquiry about this request. 

I must advise you that depending upon the category of requester you fall in, fees may be charged 
for searching for records sought at the respective clerical, professional, and/or managerial rates of 
$4.00/$7.00/$ 10.25 per quarter hour, and for duplication costs of $.10 per page. 
In accordance with 6 C.F.R. §5. 3(c), if you make a FOIA request, it shall be a firm commitment 
by you to pay all applicable fees charged under § 5.1 1 up to $25.00. The combined charges for 
search and duplication must exceed $14.00 before we will charge you any fees. Many requests 
do not require fees; however, if fees exceed $25.00, we will notify you beforehand. 

TSA uses a multi-track system to process requests on a first-in, first-out basis. Simple requests 
are able to be answered more quickly and will be placed on the fast track of our multi-track 
processing. More complex requests generally require significant processing time. Although 
TSA's goal is to respond within 20 business days of receipt of your request, the FOIA does permit 
a 10-day extension of this time period. If your request involves a voluminous amount of records, 
requires that we collect records from separate offices, or requires that we consult with another 
agency, TSA will invoke the 10-day extension for your request. 

If you would like to narrow the scope of your request, we may be able to respond more quickly. 
Please contact us if you wish to narrow your request or arrange for an alternative time period to 
complete the processing. We can be reached at the following toll free number (866) 364-2872. 

Sincerely, 

¥&&- . 

Kevin J. Janet 

FOIA Officer 

Freedom of Information Act Office 

TSA Headquarters, TSA-20 
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U.S. Department of Homeland Security 

Freedom of Information Act Office 
Arlington, VA 20598-6020 
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w Administration 



ACTION 



MEMORANDUM FOR: Special Conner Kimberly Walton 

FROM: Kevin J. Janet, FOIA Officer 

Freedom of Information Act Office 



SUBJECT: 
Purpose 



FOIA Request TSA08-0723 - James Harrison 



Mr. James Harrison appealed the Transportation Security Administration's (TSA) lack of response 
to his Freedom of Information Act (FOIA) request. 

Background 

On June 21, 2008, Mr. Harrison submitted a FOIA request in which he requested records 
pertaining to TSA's "new identification requirement" for passengers at airport security 
checkpoints. 

On November 13, 2008, the FOIA Office received an appeal letter from Mr. Harrison. 

On January 12, 2009, the FOIA Office provided a response to Mr. Harrison's request. 

Discussion 

We have determined to deny Mr. Harrison's appeal in as much as the matters addressed in his 
letter are not administratively appealable under the FOIA. In addition, the FOIA Office responded 
to Mr. Harrison's request on January 12, 2009. 

Recommendation 
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Tabs: 

Signature: Response letter for signature. 

Concurrence: Response letter with concurrence blocks. 

Background: Tab 1 6/21/08 FOI A request. 

Tab 2 1/12/08 response to requester. 

Incoming: 

FOIA Appeal letter from requester 
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U.S. Department of Homeland Security 

Office of the Spcciiif Counselor 
601 South 12"' Street 
Arlington, VA 20598-6033 
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JpSpk. Transportation 
»tfp Security 



Administration 



Mr. James P. Harrison 

1736 Franklin Street, 9 lh Floor 

Oakland, CA 94612 

Dear Mr. Harrison: 



FOIA Appeal Case Number: TSA08-0723 



This letter is in response to your letter dated November 6, 2008 in which you appealed the 
Transportation Security Administration's (TSA) lack of response to your Freedom of Information 
Act (FOIA) request for records pertaining to TSA's "new identification requirement" for 
passengers at airport security checkpoints. As described herein, I am denying your appeal in as 
much as the matters addressed in your letter are not administratively appealable under the FOIA. 

Under the FOIA, you have the right to administratively appeal any adverse determination the TSA 
makes on your FOIA request. For example, you may appeal the denial of records in full or in part, 
denials of requests for fee waivers and denials of requests for expedited processing. My review of 
your letter shows that you argue that TSA "constructively denied" your request by its lack of 
response within the statutory time limits. Constructive denial is not administratively appealable 
since the term is deemed to incorporate the exhaustion of all administrative remedies, including 
the administrative appeal process, thereby allowing an aggrieved requester to seek immediate 
judicial review. 

Upon review of the administrative action taken for this request, I determined that by letter dated 
January 12, 2009, the FOIA Office provided you with a partially redacted copy of Appendix 2 to 
the Screening Management Standard Operating Procedure, "Travel Document and ID Checks." 
At that time, you were afforded administrative appeal rights to address any deficiencies in the 
response but no such appeal was received by TSA. 

This is the final decision on your appeal. I am the Transportation Security Administration official 
responsible for this decision. Should you choose to do so, you may seek judicial review of this 
decision pursuant to the provisions of 5 U.S.C. § 552(a)(4)(B) in the United States District Court 
in the district in which you reside, or in which the agency records are situated, or in the District of 
Columbia. 



Sincerely, 




Kimberly Walton 
Special Counselor 



James P. Harrison 

Director, Identity Project 

First Amendment Project 

1736 Franklin Street, 9th Floor 

Oakland, CA 94612 
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November 6, 2008 



VIA E-MAIL: FOIA.TSA@dhs.gov 

and by registered mail - return receipt requested 

Transportation Security Administration 

TSA-20, East Tower 

FOIA Division 

601 South 12th Street 

Arlington, VA 22202-4220 



Freedom of Information Act Anneal 



Dear FOIA Officer: 



This letter constitutes an Appeal under the Freedom of Information Act (FOIA). 
On June 21, 2008, a FOIA request was made via email for information concerning 
information regarding TSA's new identification to fly domestically requirement. The 
request was identified by TSA's FOIA Office as request number TSA 08-0723. 

Within a month after making the request, I spoke with FOIA Officer Kevin Janet 
to confirm its receipt and specificity regarding the documents requested. At that time I 
also spoke with other personnel at TSA's FOIA Office and was informed that the request 
had been forwarded to TSA's Office of Special Operations (OSO) as the documents 
requested were in their possession. Despite many calls to TSA's FOIA Office, the 
request languished without any response for the next two months. 

On September 15, 2008, 1 received a letter from TSA's FOIA Office stating that 
my request dated June 21 , 2008 had been received and that my request for expedited 
processing had been denied. After receiving TSA's letter of September 15, 2008, 1 again 
spoke with TSA's FOIA Office by phone to inquire about the status of the request. I was 
told that TSA's OSO Office had sent to TSA's FOIA Office a five-page document that 



-$• 



constitutes all of Appendix 2 of TSA's Standard Operating Procedure (SOP) for airport 
screening. I was told that Appendix 2 is entitled "New Requirement for ID checks and 
Travel Documents - Revision #3" - that it was dated May 28, 2008 and implemented 
June 30, 2008. 1 was also told that the Appendix 2 had been sent by TSA's FOIA office 
to TSA's Sensitive Security Information (SSI) Office for their review. I was told that this 
process takes 5-10 days and that after the SSI Office returned it to the FOIA Office, it 
would then be sent to TSA's counsel for their review, which takes 5-10 days. J 

J Lead FOIA/PA Specialist TSA, gave this information to me over the phone on 
September 24, 2008. 

Having not heard nothing further from TSA's FOIA Office, while in Washington 
D.C. on other matters, I personally went to TSA's FOIA Office at 601 South 12th Street, 
Arlington, VA, on Friday October 24* 2008 and met with Kevin Janet regarding the 
request. He took down my cell phone number and told me that he would "look into the 
matter." To date, I have received no further information from TSA's FOIA Office 
regarding the request. 

Despite the fact that the information requested is in the possession and control of 
TSA, it appears that TSA's FOIA Office has no intention to provide a meaningful 
response. As such, TSA's FOIA Office, by not providing the documents requested now 
for more than four months, has constructively denied the request. This appeal is made in 
order to comply with FOIA requirements that the requester exhaust administrative 
remedies prior to initiating judicial review of the matter. TSA's FOIA Office has 20 
working days, from the date of its receipt, to respond to this appeal prior to the initiation 
of judicial review. 



Sincerely, 

/s/ 



James P. Harrison 
Director, Identity Project 



VIA E-MAIL: FOIA.TSA@dhs.gov 
and by registered mail - return receipt requested 

Transportation Security Administration 

TSA-20, East Tower 

FOIA Division 

601 South 12th Street 

Arlington, VA 22202-4220 



James P. Harrison 

Director, Identity Project 

First Amendment Project 

1736 Franklin Street, 9th Floor 

Oakland, CA 94612 
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November 6, 20U8 



Freedom of Information Act Anneal 



Dear FOIA Officer: 



This letter constitutes an Appeal under the Freedom of Information Act (FOIA). 
On June 21, 2008, a FOIA request was made via email for information regarding ISA's 
new identification to fly domestically requirement. The request was identified by ISA's 
FOIA Office as request number TSA 08-0723. 

Within a month after making the request, I spoke with FOIA Officer Kevin Janet 
to confirm its receipt and specificity regarding the documents requested. At that time I 
also spoke with other personnel at TSA's FOIA Office and was informed that the request 
had been forwarded to TSA's Office of Special Operations (OSO) as the documents 
requested were in their possession. Despite many calls to TSA's FOIA Office, the 
request languished without any response for the next two months. 

On September 15, 2008, 1 received a letter from TSA's FOIA Office stating that 
my request dated June 21 , 2008 had been received and that my request for expedited 
processing had been denied. After receiving TSA's letter of September 15, 2008, 1 again 
spoke with TSA's FOIA Office by phone to inquire about the status of the request. I was 
told that TSA's OSO Office had sent to TSA's FOIA Office a five-page document that 



constitutes all of Appendix 2 of TSA's Standard Operating Procedure (SOP) for airport 
screening. I was told that Appendix 2 is entitled "New Requirement for ID checks and 
Travel Documents - Revision #3" - that it was dated May 28, 2008 and implemented 
June 30, 2008. 1 was also told that the Appendix 2 had been sent by TSA's FOIA office 
to TSA's Sensitive Security Information (SSI) Office for their review. I was told that this 
process takes 5-10 days and that after the SSI Office returned it to the FOIA Office, it 
would then be sent to TSA's counsel for their review, which takes 5-10 days. | 

| Lead FOIA/PA Specialist TSA, gave this information to me over the phone on 
September 24, 2008. 

Having not heard nothing further from TSA's FOIA Office, while in Washington 
D.C. on other matters, I personally went to TSA's FOIA Office at 601 South 12th Street, 
Arlington, VA, on Friday October 24 , 2008 and met with Kevin Janet regarding the 
request. He took down my cell phone number and told me that he would "look into the 
matter." To date, I have received no further information from TSA's FOIA Office 
regarding the request. 

Despite the fact that the information requested is in the possession and control of 
TSA, it appears that TSA's FOIA Office has no intention to provide a meaningful 
response. As such, TSA's FOIA Office, by not providing the documents requested now 
for more than four months, has constructively denied the request. This appeal is made in 
order to comply with FOIA requirements that the requester exhaust administrative 
remedies prior to initiating judicial review of the matter. TSA's FOIA Office has 20 
working days, from the date of its receipt, to respond to this appeal prior to the initiation 
of judicial review. 



Sincerely, 




James P. Harrison 
Director, Identity Project 
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From: 

Sent: 

To: 

Cc: 

Subject: 

Attachments: 



James Harrisor 

Thursday, November 06, 2008 12:48 PM 

Foia 

Melissa Ngo 

FOIA Appeal 

FOIA Appeal 1 1.06.08.pdf; ATT2033079.txt 



FOIA Appeal ATT2033079.txt 
ll.06.08.pdf (87 K.. (66 B) 

TSA FOIA Office, 

Attached is the appeal for request TSA 08-0723. 

James Harrison 



James P. Harrison 

Director, Identity Project 

First Amendment Project 

1736 Franklin Street, 9th Floor 

Oakland, CA 94612 



September 25, 2008 




VIA E-MAIL: FOIA.TSA@dhs.gov 

VIA FASCIMILE: (571) 227-1406 

VIA MAIL: 

FOIA Officer Kevin Janet 

Transportation Security Administration 

TSA-20, East Tower 

FOIA Division 

601 South 12th Street 

Arlington, VA 22202-4220 

RE: Freedom of Information Act Request/TS A 08-0723 
Dear FOIA Officer Kevin Janet: 

I am receipt of your letter to me datecTSepfeniber 15, 2008 in which you state that 
my request dated June 21 , 2008, had just been received by TSA's FOIA Office. I find 
this difficult to believe as the request was submitted, in accordance with TSA's 
instructions found at http:/Avww.tsa.gov/research/foia/foi a re quests.shtm , via email to 
FOIA.TSA@dhs.gov over three months ago, and the fact that we spoke by phone in July 
when I called your office to inquire as to the status of the request. During our 
conversation we discussed the nature of the request (TSA's new identification 
requirement to travel domestically by air) and you then indicated that the request had 
been received and forwarded to TSA's Office of Operations for their assistance in its 
processing. You also indicated that a letter confirming receipt of the request would be 
forthcoming shortly. Now, over two months after we spoke and over three months after 
electronically submitting the request, I finally receive a confirmation letter indicating that 
the request had just now been received. How do you explain this? 

I also received a letter from you today, dated September 16, 2008, indicating that 
my request for expedited processing had been denied. As my request was filed 
electronically with your office over three months ago, I think that this letter is a gross 
understatement - perhaps indicating a flagrant disregard for the open government laws 
TSA's FOIA office is legally required to complying with. Not only has my request for 
expedited processing now been denied, but the request as a whole has apparently been 
ignored for almost three full months. This is unacceptable. 

Further, the denial of expedited processing letter, signed by you mand dated 
September 16 ,h , indicates that the request identification number is TSA08-0667 instead of 



TSA 08-0723 used in the letter of September 1 5 lh . I spoke with TSA FOIA Assistant 

|by phone today. She indicated that she had no knowledge of the request 
before September 15 th , that the September 16 letter's reference of TSA08-0667 was in 
error, that another letter pointing out and correcting the error had already been mailed to 
me, and that the request TSA 08-0723 had indeed been forwarded to TSA's Office of 
Operations for their assistance in its processing. What is going on? Have two different 
request identification numbers been assigned to my request? 

I have repeatedly called your office to again speak with you about my request, 
and have left numerous messages that have not been returned. I ask that you personally 
draw your attention to this request, and to inform me immediately as to its status. 

Sincerely, 



James P. Harrison 
Director, Identity Project 
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From: 
Sent: 
To: 
Subject: 



James Harrison| 

Thursday, September 25, 2008 7:16 PM 

Foia 

For FOiA Officer Kevin Janet RE: Freedom of Information Act Request TSA 08-0723 



Attachments: tsa-id-foia-09.25.08.pdf; ATT1014992.htm 



VIA E-MAIL: FOIA.TSA@dhs. gov 

VIAFASCIMILE: (571)227-1406 

VIA MAIL: 

FOIA Officer Kevin Janet 

Transportation Security Administration 

TS A-20, East Tower 

FOIA Division 

601 South 12th Street 

Arlington, VA 22202-4220 

T?F.- Freedom of Information Act Request TSA 08-072 3 
Dear FOIA Officer Kevin Janet: 



James P. Harrison 

Director, Identity Project 

First Amendment Project 

1736 Franklin Street, 9th Floor 

Oakland, CA 94612 
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September 25, 2008 



9/29/2008 



Page 2 of 2 

I am receipt of your letter to me dated September 15, 2008 ia which you state that my request dated June 21, 
2008, had just been received by TSA's FOIA Office. I find this difficult to believe as the request was submitted, in 
accordance with TSA's instructions found at httr^wwwis^pv/resmcb via email to 

FOIA.TSA@dhs.gov over three months ago, and the fact that we spoke by phone in July when I called your office to 
inquire as to the status of the request. During our conversation we discussed the nature of the request (TSA's new 
identification requirement to travel domestically by air) and you then indicated that the request had been received and 
forwarded to TSA's Office of Operations for their assistance in its processing. You also indicated that a letter 
confirming receipt of the request would be forthcoming shortly. Now, over two months after we spoke and over three 
months after electronically submitting the request, I finally receive a confirmation letter indicating that the request had 
just now been received. How do you explain this? 



I also received a letter from you today, dated September 16, 2008, indicating that my request for expedited 
processing had been denied. As my request was filed electronically with your office over three months ago, I think that 
this letter is a gross understatement - perhaps indicating a flagrant disregard for the open government laws TSA's 
FOIA office is legally required to complying with. Not only has my request for expedited processing now been 
denied, but the request as a whole has apparently been ignored for almost three full months. This is unacceptable. 



Further, the denial of expedited processing letter, signed by you mand dated September 16 th , indicates that the 
request identification num ber is TSA08 -0667 instead of TSA 08-0723 used in the letter of September 1 5 th . I spoke 
with TSA FOIA Assistant! |by phone today. She indicated that she had no knowledge of the request before 

September 15 th that the September 16 th letter's reference of TSA08-0667 was in error, that another letter pointing out 
and correcting the error had already been mailed to me, and that the request TSA 08-0723 had indeed been forwarded 
to TSA's Office of Operations for their assistance in its processing. What is going on? Have two different request 
identification numbers been assigned to my request? 



I have repeatedly called your office to again speak with you about my request, and have left numerous 
messages that have not been returned. I ask that you personally draw your attention to this request, and to inform me 
immediately as to its status. 



Sincerely, 



James P. Harrison 
Director, Identity Project 



9/29/2008 



James P. Harrison 

Director, Identity Project 

First Amendment Project 

1736 Franklin Street, 9th Floor 

Oakland, CA 94612 
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uctober 24, zuu« 



Delivered in person by James P. Harrison to: 

Transportation Security Administration 

TSA-20, East Tower 

FOf A Division 

601 South 12th Street 

Arlington, VA 22202-4220 



Freedom of Information Act Request 



Dear FOIA Officer: 



This letter constitutes a request under the Freedom of Information Act ("FOIA"), 
5 U.S.C. § 552, by the Identity Project and is submitted to the Transportation Security 
Administration ("TSA") in person to the address above on October 24, 2008 by James P. 
Harrison on behalf of the Identity Project. 

Requested is a complete printed or electronic copy of the email sent by Mellissa 
Ngo to the TSA's FOIA office on June 21, 2008. The email was sent to 
FOIA.TS A@dhs.gov and itself contained a FOIA request submitted electronically by the 
Identity Project. The request was subsequently identified by TSA's FOIA Office as 
request number TSA 08-0723. 

By "complete printed or electronic copy" the requester means the inclusion of the 
extended or "long" header associated with the email. An acceptable response to this 
request would include a record of when the subject email was received by TSA's FOIA 
Office. "Long" headers are usually accessed by adjusting the "view" function of most 
email programs while viewing the email. As an example, the following is the actual 
extended or "long" header of the same email received by myself, James Harrison, as I 
was copied on the subject email: 



From: 
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. . Thank you for your consideration of this request. As the FOIA provides, I will 
anticipate your determination of this request within the statutory time limitations 
provided by the Act itself. As TSA's FOIA Office need not submit or forward this 
request outside of its own office for gathering the document, there is absolutely no excuse 
for any delay in its processing. The Identity Project is willing to pay up to $250.00 for 
reasonable fees and copying costs. If the costs are estimated to be above $250.00, or if 
you have any questions regarding this request, please contact me directly by phone or 
email using the above contact information. 




Sincerely, 



James P. Harrison 
Director, Identity Project 



I received this 3 page FOIA request submitted by James P. Harrison in person at TSA's 
FOIA Office at 601 South 12th Street, Arlington, VA 22202-4220 on October 24, 2008: 



SIGNED 



PRINTED NAME 



U.S. Department of Homeland Security 
Arlington, VA 22202 




Date: November 20, 2009 

Subject: FOIA: TSA1 0-0052 

From: Director, SSI Office 

Office of the Special Counselor 

To: Kevin Janet, FOIA Officer, FOIA/PA Division 

Transportation Security Administration 

Per your request, the attached file has been reviewed for Sensitive Security Information (SSI). 
The information identified as SSI reveals security screening information. Therefore, the 
information in the file should be withheld under FOIA Exemption 3-49 CFR 1520.5(9)0). 
Please note that additional FOIA exemptions might apply to other portions of the documents. 

Our shorthand for redaction citations, as you know, is to note the paragraph within 49 CFR 
1 520.5(b). Thus, for example: (6)(i) means Exemption 3 - 49 CFR 1 520.5(b)(6)(i). The term 
"RLS" is shorthand for release, meaning to "ignore any previous SSI redactions because this 
information is not SSI and Exemption 3 does not apply"; the term "WIF" is shorthand for 
"withhold this entire page [or document] in full"; "RIF" means "this entire page [or document] is 
not SSI and Exemption 3 does not apply." 

If, during your review or that of the Office of Chief Counsel (OCC), any questions arise 
regarding the recommendations made by this office, please feel free to contact us on extension 7- 
3513. 




Attachments: TSA 10-0052 



www.tsa.gov 




Administration 



FOIA Request Certification 



INSTRUCTIONS: FOIA Points-of-Contact (POCs) will complete Section il and forward responsive records 
by mail to the TSA Headquarters FOIA Office. TSA-20, or by e-mail to the tasking individual, unless 
otherwise noted and explained below, if the search identifies TSA has a large volume of responsive 
records, FOJA POCs must contact the FOIA Office as soon as possible following receipt of Ihis issued form 
to provide a cost estimate prior to continuing to process the request. Questions should be directed to the 
FOIA Office at (571) 227-2300, 866-FOIA-TSA (866-364-2872). 



SECTION I?: CASE Sg.SpENSE:& IDENTIFICATIONS 



"fO/4 P6C/esp6hs4 re quired on qftidfofe 's 1.1/Q9/09' 



FOIA OFFfCE USE ONL-YV' 



F. OIA POCs direct Q-_m$ll$ replies (o : 'Elya.Loy o.z @dhs.90v ■ 

FOIA Case No.: TSAi 0-0052 Jbaje: 1 1/0 3/09" 



Action Office(s): TSA-29 Gail Richards 



Request Received From: Edward Hasbrouck.of The Identity Project 



Requester. Seeks:, (see. a ftec/jetf request' forlurther desQrin(idn) , . 



Name: 
Title: 



Phone No.: 



PartB.v'ftodomTriWd^ a,}z: j 



D 



1. Release all responsive records, (identify records and from where retrieved) 



G 



a 



n 



{l. Wi; 



hhnlrl color-l racnnnciwo mi>nn)p Aivnliinl 



(D) (b) 



3. Withhold all responsive records, (explain) 



A. No responsive records. Search failed to identify and/or locate responsive records, (explain) 



6. Recommend FOIA Office contact the following DHS Component, TSA Office and/ or individuals, identified, 
in order to search for responsive records, (identify) 



PAR TC, Co st Estimate _-. - ; _ j Li^X'^'^'j 

SQarchTi™(hfS.)/Pay8and Processing Time (Ivs.)/ Pay Band 

ins:: i:z!3_;: '„ ' 



/ 



/ 



/ 



/ 



Attorney Time (hrs.) /Pay Band_ 
~___ ~_T_~ ' _' 



PAB^fp3pQn3^6ctiircflpqrV ; !.; ■- _- '- '"{.;■' . ... /''■/ - -"' ■•.:■ -. ",■- . "-■ ■ .-l : . ; : .v ; . - .- ' . "" _v- _ 

I certify that a search foasonaHMijiijkj^Uuii^^^^^^^^^^if^^^^^Lelectronic, has been conducted 
responsive records have been r ^ | otherwise noled wjlh explanations 

reconimendalions provided hereii 



FOIA POC Si gnature:. 

TSA Form 3605, 2/09 [File: 3 




*=_/// 
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and a8 
and/or 
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U.S. Department of Homeland Security 

Office of thcSpccml Counselor 
601 South 12 ,h Street 
Arlington, VA 20598-6033 



Transportation 
Li Security 
^^^P^ Administration 



DI:C -9 2010 FOIA Appeal Case Number: TSA10-0052 



Mr. Edward Hasbrouck 
The Identity Project 
1736 Franklin Street, 9 ,h Floor 
Oakland, CA 94612 

Dear Mr. Hasbrouck: 

This letter is in response to your letter dated August 3, 2010, in which you appealed the 
Transportation Security Administration's (TS A) denial of your Freedom of Information Act 
(FOIA) request. Specifically, you have challenged the assertion of FOIA Exemptions b(2) and 
b(3) of the FOIA. For the reasons provided below, I am denying your appeal and affirming the 
application of Exemptions b(2) and b(3) to the withheld information. 

in denying your request in full, TSA stated that the Screening Management SOP is being withheld 
in its entirety pursuant to Exemptions b(2) and b(3) of the FOIA. Furthermore, in describing the 
application of Exemption b(2) to the specific records, the FOIA Office stated that "certain portions 
of the requested records are properly withheld from disclosure as 'high 2' information." You 
argue that exemption b(2) does not apply since the impact of the SOP affects members of the 
public, and that TSA should segregate and release any reasonably segregabie information. There 
is no question that the Screening Management SOP is an internal document the release of which 
risks circumvention of agency rules applicable to screening. The applicable test under the FOIA 
does not look to the impact (he document may have on the public, but rather whether the 
document is an internal document, and if so, whether its release would risk circumvention of 
agency rules or regulations. 

The FOIA Office also asserted Exemption b(3) to withhold information as Sensitive Security 
Information (SSI) pursuant to 49 USC 1 14(r) and its implementing regulations. TSA made a 
determination that the entire SOP is SSI notwithstanding portion-marking of earlier versions. You 
argue that the document was placed on a government website with redactions that could be 
manipulated to reveal the redacted content, improper redaction of the SOP that resulted m an 
unauthorized disclosure does not change the analysis under the FOIA. 

This is the final decision on your appeal. I am the Transportation Security Administration official 
responsible for this decision. Should you choose to do so, you may seek judicial review of this 
decision pursuant to the provisions of 5 U.S.C. § 552(a)(4)(B) in the United States District Court 



in the district in which you reside, or in which.the agency records are situated, or in the District of 
Columbia. 

Sincerely, 




Kifnberiy Walton 
Special Counselor 



www.tsa.gov 
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From: 
Sent: 
To: 
Subject: 



Plofker, Howard <TSA OCO 

Monday, August 30, 2010 5:15 PM 

Pietra, Peter ; Johnson, Robert S <TSA OCC> 

RE: revised appeal letter 10-0052 
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OK by me. 



Howard Plofker 

Acting FOIA Officer 

Office of Chief Counsel 
Transportation Security Administration 
howard.plofkerffSdhs.gov 
571-227^ 




|Mobile) 
571-227-1382 (fax) 

Tim <oiwmim«<iorj JWjM conUin ccmiDlHJJttftoW Kitv^cn j'.«o>iic,- Wi clicnf. eonjmimiotions tint vcfitt of the 4gcncy .Jelihrntive f-ioccss. ci .i«oitie/-v;ai V piaiud. qll of which vc pirvtlcgeij 3n4 not 
snh;erf to Jiscloswe outside t he -lijency ci to (lie public Please cousulf v.ith ifie Office of Chief Counsel kfoie lircdosrnj Any infotmjhosi conijine.1 in this eiwiil FILE: 600. 1 



From: Pietra, Peter 
Sent: Monday, August 30, 2010 5:03 PM 
To: Johnson, Robert S <TSA OCC>;" 
Subject: revised appeal letter 10-0 



k Plofker, Howard <TSA OCO 
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Peter Pietra 

Director, Privacy Policy & Compliance 

Transportation Security Administration 
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From: 
Sent: 
To: 
Subject: 



Pietra, Peter 
Monday, August 30, 2010 5:03 PM 
Johnson, Robert S <TSA OCO;r 
revised appeal letter 10-0052 



iPlofker, Howard <TSA OCC>. 




Peter Pietra 

Director, Privacy Policy & Compliance 

Transportation Security Administration 
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Edward Hasbrouck 
The Identity Project 
1736 Franklin Street, 9th Floor 
Oakland, CA 946 12 

edward@hasbrouck.org 
telephone 510-208-7744 

August 3, 2010 

Kimberly Walton, Special Counselor 
Office of the Special Counselor 
Transportation Scurity Administration 
601 South 12th St., EastBldg., E7-121S 
Arlington, VA 20598-6033 

FOTAAppeal 

Your reference number: TSA10-0052 

Dear Counselor Walton: 

This is an appeal under the Freedom of Information Act, 5 U.S.C. §552. 

On October 1 5, 2009 1 made a FOIA request to your agency for the TSA's current 
"Screening Management Standard Operating procedures" (SOP). By letter dated July 26, 2010, 
your agency denied my request in its entirety. Copies of my request and the denial are enclosed. 

I appeal the denial of my request. The information which I have requested is clearly 
reieasable under FOIA and, in my opinion, may not validly be protected by any of the Act's 
exemptions. 

The letter denying my request refers to the exemption under FOIA section b(2) of 
material "related solely to the internal personnel rules and practices" of an agency. But the 
Screening management SOP does not relate solely to such rules and practices, but also to TSA 
relations with TSA contractors, the traveling public, and other third parties. Moreover, while 
the letter claims that "certain portions of the requested records should be withheld from 
disclosure" pursuant to this section, the denial letter fails to indicate which portions were 
withheld on this basis, whether the non-exempt portions were segregable or why they were not 
segregable, or why the segregable non-exempt portions were not released. 

The letter denying my request also refers to FOIA section b(3) as justifying the 
withholding from disclosure of certain information which allegedly "would be detrimental to 
the security of transportation" if disclosed. But the letter fails to indicate whether any 
determination was actually made that all or part of the requested material would actually be 

TSA 10-0052, FOIA appeal of denial in full (page 1 of 2) 



detrimental to the security of transportation if disclosed, whether any portions which it would 
not actually detrimental to the security of transportation to disclose are segregable or why they 
are not segregable, or why the segregable non-exempt portions were not released. 

Your burden in justifying a determination of a likelihood of actual detriment to the 
security of transportation if the requested records are disclosed, of the non-existence of exempt 
portions of these records, and of the non-segregability of those non-exempt portions is 
particularly high in this case, where (1) segregable non-exempt portions of the Screening 
Management SOP were released to, and published by, the Identity Project in response to our 
previous FOIA request and appeal TSA08-0723, and (2) an unredacted copy of the entirety of 
the Screening Management SOP was posted on a public Federal government website at 
<http://www.fbo.gov/utils/dZip? base=dbfie063790c5202ce3e7d83a5b5edcl&ciass= 
document jpackage&id=4be9bf2272ddddc e4d84f01ee50bafec>, and is available on numerous 
other websites. (In this version, black boxes are coded to appear in places as a separate "layer" 
of the PDF document, but the text itself is unredacted in the raw file, and completely accessible 
to reading, selection, copying, and pasting from any PDF reader software.) 

As the FOIA requires, I expect that you will act on this appeal and produce responsive 
documents within 20 working days. 



Sincerely, 




Edward Hasbrouck 

Consultant on travel-related issues 

The Identity Project 
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Edward Hasbrouck 

The Identity Project 

1736 Franklin Street, 9th Floor 

Oakland, CA 94612 

edward@hasbrouck.org 
telephone 510-208-7744 



October 15, 2009 



Transportation Security Administration 
Freedom of Information Act (FOIA) Division 
TSA-20, East Tower 
601 South 12th Street 
Arlington, VA 22202-4220 

fax 571-227-1406 

FOIA.TSA@dhs.gov 



FOIA REQUEST 

Fee benefit requested 
Fee waiver requested 
Expedited processing requested 

Dear FOIA Officer: 



Pursuant to the federal Freedom of Information Act, 5 U.S.C. § 552, 1 request access to 
and copies of the most recent version of the TSA's "Screening Management Standard 
Operating Procedures (SOP)", including any and all appendices, attachments, enclosures, 
supplements, updates, interpretive or guidance notes, usage instructions, or the like. Portions of 
an earlier version of this document were released by you in response to our FOIA request 
TSA08-0723. 

As a representative of the news media I am only required to pay for the direct cost of 
duplication after the first 100 pages. Through this request, I am gathering information on TSA 
procedures at checkpoints that is of current interest to the public because without this 
information, there is no way for members of the public to anticipate what to expect at TSA 
checkpoint or to know what actions by TSA employees or contractors or members of the public 
the TSA believes are permitted or required. This information is being sought on behalf of The 
Identity Project ("IDP"). IDP provides advice, assistance, publicity, and legal defense to those 
who find their rights infringed or their legitimate activities curtailed by demands for 
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identification, and builds public awareness about the effects of ID requirements on fundamental 
rights. IDP is a program of the First Amendment Project, a nonprofit organization providing 
legal and educational resources dedicated to protecting and promoting First Amendment rights. 

One of the principal activities of IDP is publication of the informational and educational 
Web site at <http://www.papersPlease.org>, where we have published documents obtained in 
response to our previous FOIA requests, including the portions. of the Screening Management 
SOP previously released for dissemination to the general public. This information will also be 
publicized through my own Web site and blog of travel news, information, and advice/'The 
Practical Nomad", at <http://hasbrouck.org> and <http://hasbrouck.org/blog>, which has been a 
leading source of news concerning TSA practices, and in the sections concerning airport 
security in future editions of my book, "The Practical Nomad: How to Travel Around the 
World" (Avalon Travel, 4 th edition, 2007). 

Please waive any applicable fees. Release of the information is in the public interest 
because it will contribute significantly to public understanding of government operations and 
activities There has been, and continues to be, extensive interest in what, if any, rules or 
procedures govern activities by the TSA, TSA contractors, third parties, and the public at TSA 
checkpoints. 

As we have reported on our Web site at <http://www.papersplease.org/wp/2009/06/04/ 
are-there-any-mles-at-aiiport-checkpoints/>, theTSA's Chief Privacy Officer has stated 
publicly, in response to our questions, that he does not know if there are any rules or 
regulations specifying what TSA employees or contractors, or travelers, are required or 
permitted to do at TSA checkpoints. To the best of our knowledge, and belief, there are no 
statutes, rules, or regulations specifying these procedures, rights, or obligations. 

In the absence of statutes or regulations, public disclosure and availability of the 
Screening Management SOP -- as the Identity Project intends to make through publication on 
our Web site -- is essential to any public understanding of TSA checkpoint operations, of what 
rights and authority the TSA claim, and of TSA expectations with respect to the conduct of TSA 
employees and contractors and of members of the public. 

If my request is denied in whole or part, I ask that you justify all deletions by reference 
to specific exemptions of the act. I will also expect you to release ail segregable portions of 
otherwise exempt material. I, of course, reserve the right to appeal your decision to withhold 
any information or to deny a waiver of fees. 

Please provide expedited processing of this request which concerns a matter of urgency. 
As a journalist and public educator, I am primarily engaged in disseminating information. The 
public has an urgent need for information about TSA screening procedures because on 
September 17 2009, President Obama nominated Erroll G. Southers to be to be an Assistant 
Secretary of Homeland Security for Transportation Security and Administrator of the TSA, as 
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reported at <http://wxvw.wliitehouse.gov/the _press_office/Presidential-nominations-sent-to-the- 
Senate-9/17/09/>. Hearings on this nomination will be scheduled imminently in the Senate. 

TSA screening procedures are central to the duties of Administrator of the TSA. Public 
knowledge of current TSA screening procedures is essential for informed consideration of this 
nomination and for informed public input to their Senators concerning questions about these 
procedures to be asked, and issues to be discussed, by the Senate in advising and considering 
whether to consent to this appointment. I certify that my statements concerning the need tor 
expedited processing are true and correct to the best of my knowledge and belief. Expedited 
processing of this request is essential if members of the public are to have time to review the 
current TSA screening procedures, formulate questions about them, and make those questions 
known to their Senators prior to the confirmation hearings or confirmation vote. 

Please respond as soon as possible to confirm your receipt of this request. I look 
forward to your complete reply within 20 business days, as the statute requires. 

Thank you for your assistance. 

Sincerely, 



Edward Hasbrouck 

Consultant on travel-related issues 
The Identity Project 
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July 26, 2010 



Mr. Edward Hasbrouck 
The Identity Project 
1736 Franklin Street, 9 m Floor 
Oakland, CA 94612 

TSA Case Number: T5A10-0062 

Dear Mr. Hasbrouck: 

This letter is in response to your Freedom of Information Act (FOIA) request dated 
October 15, 2009, that you made to the Transportation Security Administration (TSA). 
You requested information pertaining to TSA's Screening Management Standard 
Operating Procedures (SOP)". Specifically, you requested: 

o The most recent version of TSA's Screening Management Standard Operating 
Procedures (SOP), including any and all appendices, attachments, enclosures, 
supplements, updates, interpretive or guidance notes, usage instructions, or the 
like. 

Your request was processed pursuant to the FOIA, 5 U.S.C. § 552. 

A search within'the Transportation Security Administration (TSA) was conducted and 
we have determined that the 99 page Screening Management SOP is being withheld in 
its entirety pursuant to Title 5 U.S.C. § 552 (b)(2)(high), and (b)(3). An explanation of 
each of these exemptions is outlined below. 

Exemption (b)(2) 

Exemption (b) (2) of the FOIA exempts from mandatory disclosure records that are 
"related soleiy to the internal personnel rules and practices of an agency." The courts 
have interpreted the exemption to encompass two distinct categories of information: (1) 
internal matters of a relatively trivial nature -- often referred to as "Low" 2 information; 
and (2) more substantial internal matters, the disclosure of which would risk 
circumvention of a legal requirement - often referred to as "High" 2 information. 
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We have determined that certain portions of the requested records should he withheld 
from disclosure as "high" (b)(2) information, in that they contain sensitive materials. 
Sensitive materials are exempt from mandatory disclosure under "high 2' when he 
requested documents are predominantly internal, and disclosure significantly risks 
circumvention of a regulation or statute, including civil enforcement and regulatory 
matters. 

Sensitive materials are exempt from disclosure under "high" (b)(2) when the 
requested document is predominantly interna!, and disclosure significantly risks 
circumvention of a regulation or statute, including civil enforcement and regulatory 
matters Whether there is any public interest in disclosure is legally irrelevant. 
Rather, the concern under "high" (b)(2) is that a FOIA disclosure should not benefit 
those attempting to violate the law and avoid detection. 

Exem ption (b)(3) 

This information reveals Sensitive Security Information (SSI) and is exempt from 
disclosure under Exemption 3 of the FOIA. Exemption 3 permits the withholding of 
records specifically exempted from disclosure by another Federal statute. Section 
114(r) of title 49, United States Code, exempts from disclosure SSI that would be 
detrimental to the security of transportation" if disclosed. The 1 SA regulations 
implementing Section 1 14(f) are found in 49 CFR Part 1520. 

Pursuant to Section 1520.5(b)(9)(i), the following information, regarding security 
screening under aviation or maritime transportation security requirements of Federal 
law any procedures, including selection criteria and comments, instructions and 
implementing guidance pertaining thereto, for screening of persons, accessible 
property, checked baggage, U.S. mail, stores, and cargo, that is conducted by the 
Federal government or any other unauthorized person constitutes SSI and is exempt 
from disclosure under 49 C.F.R. Section 1520.15(a). 

Fees 

The fees incurred to process your request do not exceed the minimum threshold 
necessary for charge and, therefore, there is no fee associated with the processing of 
this request. 

In the event that you may wish to appeal this determination, an administrative appeal 
may be made in writing to Kimberly Walton, Special Counselor, Office of the Special 
Counselor, Transportation Security Administration, 601 South 12* S reet, East Bu.ld.ng 
E7-121S Arlington, VA 20598-6033. Your appeal must be submitted within 60 day* 
from the date of this determination. It should contain your FOIA request number and 
state to the extent possible, the reasons why you believe the initial determination 
should be reversed. In addition, the envelope in which the appeal is mailed in should be 
prominently marked "FOIA Appeal." Please note that the Special Counselor s 
determination of the appeal will be administratively final. 
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If you have any questions pertaining to your request, please feel free to contact the 
FOIA Office at 1-866-364-2872 or locally at 571-227-2300. 

Sincerely, 

Kevin J. Janet 

FOIA Officer 

Freedom of Information Act Office 
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Edward Hasbrouck 
The Identity Project 
1736 Franklin Street, 9th Floor 
Oakland, CA 946 12 

edward@hasbrouck. org 
telephone 510-208-7744 

August 3, 2010 



Kimberly Walton, Special Counselor 
Office of the Special Counselor 
Transportation Scurity Administration 
601 South 12th St., EastBldg., B7-121S 
Arlington, VA 20598-6033 

FOIA Appeal 

Your reference number: TSA10-0052 



Dear Counselor Walton: 

This is an appeal under the Freedom of Information Act, 5 U.S.C. §552. 

On October 15, 2009 1 made a FOIA request to your agency for the TSA's current 
"Screening Management Standard Operating procedures" (SOP). By letter dated July 26, 2010, 
your agency denied my request in its entirety. Copies of my request and the denial are enclosed. 

I appeal the denial of my request. The information which I have requested is clearly 
releasable under FOIA and, in my opinion, may not validly be protected by any of the Act's 
exemptions. 

The letter denying my request refers to the exemption under FOIA section b(2) of 
material "related solely to the internal personnel rales and practices" of an agency. But the 
Screening management SOP does not relate solely to such rales and practices, but also to TSA 
relations with TSA contractors, the traveling public, and other third parties. Moreover, while 
the letter claims that "certain portions of the requested records should be withheld from 
disclosure" pursuant to this section, the denial letter fails to indicate which portions were 
withheld on this basis, whether the non-exempt portions were segregable or why they were not 
segregable, or why the segregable non-exempt portions were not released. 

The letter denying my request also refers to FOIA section b(3) as justifying the 
withholding from disclosure of certain information which allegedly "would be detrimental to 
the security of transportation" if disclosed. But the letter fails to indicate whether any 
determination was actually made that all or part of the requested material would actually be 
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detrimental to the security of transportation if disclosed, whether any portions which it would 
not actually detrimental to the security of transportation to disclose are segregable or why they 
are not segregable, or why the segregable non-exempt portions were not released. 

Your burden in justifying a determination of a likelihood of actual detriment to the 
security of transportation if the requested records are disclosed, of the non-existence of exempt 
portions of these records, and of the non-segregability of those non-exempt portions is 
particularly high in this case, where (1) segregable non-exempt portions of the Screening 
Management SOP were released to, and published by, the Identity Project in response to our 
previous FOIA request and appeal TSA08-0723, and (2) an unredacted copy of the entirety of 
the Screening Management SOP was posted on a public Federal government website at 
<http://www.fbo.gov/utils/dZip? base=dbfl e 063790c5202ce3e7d83a5b5edcl &class= 
document_package&id=4be9bf2272ddddc e4d84f01ee50bafec>, and is available on numerous 
other websites. (In this version, black boxes are coded to appear in places as a separate "layer" 
of the PDF document, but the text itself is unredacted in the raw file, and completely accessible 
to reading, selection, copying, and pasting from any PDF reader software.) 

As the FOIA requires, I expect that you will act on this appeal and produce responsive 
documents within 20 working days. 



Sincerely, 




Edward Hasbrouck 

Consultant on travel-related issues 

The Identity Project 
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Edward Hasbrouck 

The Identity Project 

1736 Franklin Street, 9th Floor 

Oakland, CA 946 12 

edward@hasbrouck. org 
telephone 510-208-7744 



October 15, 2009 



Transportation Security Administration 
Freedom of Information Act (FOIA) Division 
TSA-20, East Tower 
601 South 12th Street 
Arlington, VA 22202-4220 

fax 571-227-1406 
FOIA.TSA@dhs.gov 



FOIA REQUEST 

Fee benefit requested 
Fee waiver requested 
Expedited processing requested 

Dear FOIA Officer: 



Pursuant to the federal Freedom of Information Act, 5 U.S.C. § 552, 1 request access to 
and copies of the most recent version of the TSA's "Screening Management Standard 
Operating Procedures (SOP)", including any and all appendices, attachments, enclosures, 
supplements, updates, interpretive or guidance notes, usage instructions, or the like. Portions of 
an earlier version of this document were released by you in response to our FOIA request 
TSA08-0723. 

As a representative of the news media I am only required to pay for the direct cost of 
duplication after the first 100 pages. Through this request, I am gathering information on TSA 
procedures at checkpoints that is of current interest to the public because without this 
information, there is no way for members of the public to anticipate what to expect at TSA 
checkpoint or to know what actions by TSA employees or contractors or members of the public 
the TSA believes are permitted or required. This information is being sought on behalf of The 
Identity Project ("IDP"). IDP provides advice, assistance, publicity, and legal defense to those 
who find their rights infringed or their legitimate activities curtailed by demands for 
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identification, and builds public awareness about the effects of ID requirements on fundamental 
rights. IDP is a program of the First Amendment Project, a nonprofit organization providing 
legal and educational resources dedicated to protecting and promoting First Amendment rights. 

One of the principal activities of IDP is publication of the informational and educational 
Web site at <http://www.papersPlease.org>, where we have published documents obtained in 
response to our previous FOIA requests, including the portions of the Screening Management 
SOP previously released for dissemination to the general public. This information will also be 
publicized through my own Web site and blog of travel news, information, and advice/The 
Practical Nomad", at <http://hasbrouck.org> and <http://hasbrouck.org/blog>, which has been a 
leading source of news concerning TS A practices, and in the sections concerning airport 
security in future editions of my book, "The Practical Nomad: How to Travel Around the 
World" (Avalon Travel, 4 th edition, 2007). 

Please waive any applicable fees. Release of the information is in the public interest 
because it will contribute significantly to public understanding of government operations and 
activities. There has been, and continues to be, extensive interest in what, if any, rules or 
procedures govern activities by the TSA, TS A contractors, third parties, and the public at TSA 
checkpoints. 

As we have reported on our Web site at <http://www.papersplease.org/wp/2009/06/04/ 
are-there-any-mles-at-aiiport-checkpoints/>, the TSA's Chief Privacy Officer has stated 
publicly, in response to our questions, that he does not know if there are any rules or 
regulations specifying what TSA employees or contractors, or travelers, are required or 
permitted to do at TSA checkpoints. To the best of our knowledge, and belief, there are no 
statutes, rules, or regulations specifying these procedures, rights, or obligations. 

In the absence of statutes or regulations, public disclosure and availability of the 
Screening Management SOP -- as the Identity Project intends to make through publication on 
our Web site - is essential to any public understanding of TSA checkpoint operations, of what 
rights and authority the TSA claim, and of TSA expectations with respect to the conduct of TSA 
employees and contractors and of members of the public. 

If my request is denied in whole or part, I ask that you justify all deletions by reference 
to specific exemptions of the act. I will also expect you to release all segregable portions of 
otherwise exempt material. I, of course, reserve the right to appeal your decision to withhold 
any information or to deny a waiver of fees. 

Please provide expedited processing of this request which concerns a matter of urgency. 
As a journalist and public educator, I am primarily engaged in disseminating information. The 
public has an urgent need for information about TSA screening procedures because on 
September 1 7, 2009, President Obama nominated Erroll G. Southers to be to be an Assistant 
Secretary of Homeland Security for Transportation Security and Administrator of the TSA, as 
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reported at <littp://wvvw. wliitehoiise.gov/tlie_press_office/Presidential-nominations-sent~to-the- 
Senate-9/17/09/>. Hearings on this nomination will be scheduled imminently in the Senate. 

TS A screening procedures are central to the duties of Administrator of the TSA. Public 
knowledge of current TSA screening procedures is essential for informed consideration of this 
nomination and for informed public input to their Senators concerning questions about these 
procedures to be asked, and issues to be discussed, by the Senate in advising and considering 
whether to consent to this appointment. I certify that my statements concerning the need for 
expedited processing are true and correct to the best of my knowledge and belief. Expedited 
processing of this request is essential if members of the public are to have time to review the 
current TSA screening procedures, formulate questions about them, and make those questions 
known to their Senators prior to the confirmation hearings or confirmation vote. 

Please respond as soon as possible to confirm your receipt of this request. I look 
forward to your complete reply within 20 business days, as the statute requires. 

Thank you for your assistance. 

Sincerely, 



Edward Hasbrouck 

Consultant on travel-related issues 
The Identity Project 
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July 26, 2010 



Mr. Edward Hasbrouck 
The Identity Project 
1736 Franklin Street, 9 ,h Floor 
Oakland, CA 94612 



Dear Mr. Hasbrouck: 



TSA Case Number: TSA10-0052 



This letter is in response to your Freedom of Information Act (FOIA) request dated 
October 15, 2009, that you made to the Transportation Security Administration (TSA). 
You requested information pertaining to TSA's Screening Management Standard 
Operating Procedures (SOP) 1 '. Specifically, you requested: 

o The most recent version of TSA's Screening Management Standard Operating 
Procedures (SOP), including any and all appendices, attachments, enclosures, 
supplements, updates, interpretive or guidance notes, usage instructions, or the 
like. 

Your request was processed pursuant to the FOIA, 5 U.S.C. § 552. 

A search within the Transportation Security Administration (TSA) was conducted and 
we have determined that the 99 page Screening Management SOP is being withheld in 
its entirety pursuant to Title 5 U.S.C. § 552 (b)(2)(high), and (b)(3). An explanation of 
each of these exemptions is outlined below. 

Exemption (b)(2) 

Exemption (b) (2) of the FOIA exempts from mandatory disclosure records that are 
"related solely to the internal personnel rules and practices of an agency." The courts 
have interpreted the exemption to encompass two distinct categories of information: (1) 
internal matters of a relatively trivial nature -- often referred to as "Low" 2 information; 
and (2) more substantial internal matters, the disclosure of which would risk 
circumvention of a legal requirement - often referred to as "High" 2 information. 
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We have determined that certain portions of the requested records should be withheld 
from disclosure as "high" (b)(2) information, in that they contain sensitive materials. 
Sensitive materials are exempt from mandatory disclosure under "high 2" when the 
requested documents are predominantly internal, and disclosure significantly risks 
circumvention of a regulation or statute, including civil enforcement and regulatory 
matters. 

Sensitive materials are exempt from disclosure under "high" (b)(2) when the 
requested document is predominantly internal, and disclosure significantly risks 
circumvention of a regulation or statute, including civil enforcement and regulatory 
matters. Whether there is any public interest in disclosure is legally irrelevant. 
Rather, the concern under "high" (b)(2) is that a FOIA disclosure should not benefit 
those attempting to violate the law and avoid detection. 

Exemption (b)(3) 

This information reveals Sensitive Security Information (SSI) and is exempt from 
disclosure under Exemption 3 of the FOIA. Exemption 3 permits the withholding of 
records specifically exempted from disclosure by another Federal statute. Section 
114(f) of title 49, United States Code, exempts from disclosure SSI that "would be 
detrimental to the security of transportation" if disclosed. The TSA regulations 
implementing Section 114(r) are found in 49 CFR Part 1520. 

Pursuant to Section 1520.5(b)(9)(i), the following information regarding security 
screening under aviation or maritime transportation security requirements of Federal 
law: any procedures, including selection criteria and comments, instructions, and 
implementing guidance pertaining thereto, for screening of persons, accessible 
property, checked baggage, U.S. mail, stores, and cargo, that is conducted by the 
Federal government or any other unauthorized person constitutes SSI and is exempt 
from disclosure under 49 C.F.R. Section 1520.15(a). 

Fees • 

The fees Incurred to process your request do not exceed the minimum threshold 
necessary for charge and, therefore, there is no fee associated with the processing of 
this request. 

In the event that you may wish to appeal this determination, an administrative appeal 
may be made in writing to Kjmberly Walton, Special Counselor, Office of the Special 
Counselor, Transportation Security Administration, 601 South 12f Street, East Building, 
E7-121S, Arlington, VA 20590-6033. Your appeal must be submitted within 60 days 
from the date of this determination. It should contain your FOIA request number and 
state, to the extent possible, the reasons why you believe the initial determination 
should be reversed. In addition, the envelope In which the appeal is mailed in should be 
prominently marked "FOIA Appeal." Please note that the Special Counselor's 
determination of the appeal will be administratively final. 
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If you have any questions pertaining to your request, please feel free to contact the 
FOIA Office at 1-866-364-2872 or locally at (571-227-2300. 

Sincerely, 

Kevin J. Janet 

FOIA Officer 

Freedom of Information Act Office 
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December 15, 2009 

FOIA Number: TSA-1 0-0052 

MEDIA Requester - Mr. Edward Hasbrouck, The Identity Project 

ATTN: CHIEF COUNSEL - Review and Concurrence 

ISSUE: 

The requester has asked for a copy of the most recent Screening SOP (that was released to the 
public). 

DISCUSSION: 



Please note BACKGROUND TAB. Mr. Hasbrouck has appealed and we responded to his 
appeal. 



RECOMMENDATION: 




. b (5) 

(b) (5) 




U.S. Department of Homeland Security 

Freedom of Information Act Office 
Arlington, VA 20598-6020 




July 26, 2010 



Mr. Edward Hasbrouck 
The Identity Project 
1736 Franklin Street, 9 th Floor 
Oakland, CA 94612 



Dear Mr. Hasbrouck: 



TSA Case Number: TSA1 0-0052 



This letter is in response to your Freedom of Information Act (FOIA) request dated 
October 15, 2009, that you made to the Transportation Security Administration (TSA). 
You requested information pertaining to TSA's Screening Management Standard 
Operating Procedures (SOP)". Specifically, you requested: 

• The most recent version of TSA's Screening Management Standard Operating 
Procedures (SOP), including any and all appendices, attachments, enclosures, 
supplements, updates, interpretive or guidance notes, usage instructions, or the 
like. 

Your request was processed pursuant to the FOIA, 5 U.S.C. § 552. 

A search within the Transportation Security Administration (TSA) was conducted and 
we have determined that the 99 page Screening Management SOP is being withheld in 
its entirety pursuant to Title 5 U.S.C. § 552 (b)(2)(high), and (b)(3). An explanation of 
each of these exemptions is outlined below. 

Exemption (b)(2) 

Exemption (b) (2) of the FOIA exempts from mandatory disclosure records that are 
"related solely to the internal personnel rules and practices of an agency." The courts 
have interpreted the exemption to encompass two distinct categories of information: (1) 
internal matters of a relatively trivial nature -- often referred to as "Low" 2 information; 
and (2) more substantial internal matters, the disclosure of which would risk 
circumvention of a legal requirement - often referred to as "High" 2 information. 
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We have determined that certain portions of the requested records should be withheld 
from disclosure as "high" (b)(2) information, in that they contain sensitive materials. 
Sensitive materials are exempt from mandatory disclosure under "high 2" when the 
requested documents are predominantly internal, and disclosure significantly risks 
circumvention of a regulation or statute, including civil enforcement and regulatory 
matters. 

Sensitive materials are exempt from disclosure under "high" (b)(2) when the 
requested document is predominantly internal, and disclosure significantly risks 
circumvention of a regulation or statute, including civil enforcement and regulatory 
matters. Whether there is any public interest in disclosure is legally irrelevant. 
Rather, the concern under "high" (b)(2) is that a FOIA disclosure should not benefit 
those attempting to violate the law and avoid detection. 

Exemption (b)(3) 

This information reveals Sensitive Security Information (SSI) and is exempt from 
disclosure under Exemption 3 of the FOIA. Exemption 3 permits the withholding of 
records specifically exempted from disclosure by another Federal statute. Section 
114(r) of title 49, United States Code, exempts from disclosure SSI that "would be 
detrimental to the security of transportation" if disclosed. The TSA regulations 
implementing Section 114(r) are found in 49 CFR Part 1520. 

Pursuant to Section 1520.5(b)(9)(i), the following information regarding security 
screening under aviation or maritime transportation security requirements of Federal 
law: any procedures, including selection criteria and comments, instructions, and 
implementing guidance pertaining thereto, for screening of persons, accessible 
property, checked baggage, U.S. mail, stores, and cargo, that is conducted by the 
Federal government or any other unauthorized person constitutes SSI and is exempt 
from disclosure under 49 C.F.R. Section 1520.15(a). 

. Fees 

The fees incurred to process your request do not exceed the minimum threshold 
necessary for charge and, therefore, there is no fee associated with the processing of 
this request. 

In the event that you may wish to appeal this determination, an administrative appeal 
may be made in writing to Kimberly Walton, Special Counselor, Office of the Special 
Counselor, Transportation Security Administration, 601 South 12 th Street, East Building, 
E7-121S, Arlington, VA 20598-6033. Your appeal must be submitted within 60 days 
from the date of this determination. It should contain your FOIA request number and 
state to the extent possible, the reasons why you believe the initial determination 
should be reversed. In addition, the envelope in which the appeal is mailed in should be 
prominently marked "FOIA Appeal." Please note that the Special Counselor's 
determination of the appeal will be administratively final. 



www.tsa.gov 



If you have any questions pertaining to your request, please feel free to contact the 
FOIA Office at 1-866-364-2872 or locally at 571-227-2300. 

Sincerely, 

Kevin J. Janet 

FOIA Officer 

Freedom of Information Act Office 



www.tsn.gov 



U.S. Department of Homeland Security 
Arlington, VA 22202 

^^ Transportation 
* it) Security 




Date; November 20, 2009 

Subject: FOIA: TSA10-0052 

From: Director, SSI Office 

Office of the Special Counselor 

To: Kevin Janet, FOIA Officer, FOIA/PA Division 

Transportation Security Administration 

Per your request, the attached file has been reviewed for Sensitive Security Information (SSI). 
The information identified as SSI reveals security screening information. Therefore, the 
information in the file should be withheld under FOIA Exemption 3-49 CFR 1520.5(9)(i). 
Please note that additional FOIA exemptions might apply to other portions of the documents. 

Our shorthand for redaction citations, as yon know, is to note the paragraph within 49 CFR 
1 520.5(b). Thus, for example: (6)(i) means Exemption 3-49 CFR 1520.5(b)(6)(i). The term 
"RLS" is shorthand for release, meaning to "ignore any previous SSI redactions because this 
information is not SSI and Exemption 3 does not apply"; the term "WIF" is shorthand for 
"withhold this entire page [or document] in full"; "RIF" means "this entire page [or document] is 
not SSI and Exemption 3 does not apply." 

If, during your review or that of the Office of Chief Counsel (OCC), any questions arise 
regarding the recommendations made by this office, please feel free to contact us on extension 7- 
3513. 

Sincereiv. bs^^h 
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Attachments: TSA 10-0052 
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From: 
Sent: 
To: 
Subject: 




FW: FOIA Appeal: TSA-1 0-0052 



Below was his response to the letter. I have already forward to Kim and Kevin. Not sure if 
you want to include in file. 



Original Message 

From: Edward Hasbrouck [mailto:edward@hasbrouck.org] 
Sen t: Tuesday, Nove mber 10., 2009 11:53 AM 

To : HSEsliHHBH 

Subject: Re: FOIA Appeal: TSA-10-0052 



On 10 Nov 2009 at 11:37, 



(b) (6) 



(b) (6) 



\» wrote: 



> This message is being sent on behalf of Mrs. Kimberly Walton. 
> 

> <<TSA10-0052 Hasbrouck. pdf>> 

Thans you for sending this, and for acting promptly on this appeal of the denial of expedited 
processing of my request. My request, of course, remains pending, and I shall continue to 
await the TSA's response. 

My request was sent, and I presume received, by e-mail, on October 15, 2009. Even without 

expedited processing, your response is due within 20 business days, i.e. by this Friday, 

November 13, 2009. In the interest of time, I would appreciate it if you could provide that 
response by e-mail. 

Sincerely, 

Edward Hasbrouck 



Edward Hasbrouck 

< edward(a)hasbrouck.org > 

< http : //hasbrouck . orz > 

1130 Treat Ave., San Francisco, CA 94110, USA 

+1-415-824-0214 

consultant to The Identity Project (IDP), a program of the First Amendment Project 
< http : //www. papersplease . org > 

"Congress shall make no law . . . abridging . . . the right of the people peaceably to assemble" 
(U.S. Constitution, Amendment 1) 

"Everyone has the right to freedom of movement- and residence within the borders of each 
state. Everyone has the right to leave any country, including his own, and to return to his 
country. " 
(Universal Declaration of Human Rights, Article 13) 

"Liberty of movement is an indispensable condition for the free development of a person." 

i 



(United Nations Human Rights Committee, General Comment No. 27) 
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V.S. Dcpitrtmeiif oftiotMffnml Security 

Office of'flie Special Counselor 
601 Knutfa l2 ,h .S(rceI 
Arlington, VA 20898-4033 

3£jSjp&> Transportation 
mm£j Security 
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Edward Hasbrouck 

The Identity Project 

1736 Franklin Street, 9 lh Floor 

Oakland CA 94612 

Dear Mr. Hasbrouck: 



FOIA Appeal Case Number: TSA10-0052 



This is in response to your letter appealing the October 26, 2009 denial of expedited processing on 
your request for the Transportation Security Administration (TSA) Screening Management 
Standard Operating Procedures (Screening SOP). In your original request, you assert that the 
public has "no way" to anticipate what to expect at an airport screening checkpoint, and that the 
information is needed prior to the confirmation hearings for the new nominee for TSA 
Administrator. As discussed below, I do not agree with your conclusion that there is an urgency to 
inform the public as to the contents of the Screening SOP. 

As you state in your letter of November 3, 2009, your request was first submitted to TSA on the 
same day as the first confirmation hearing and expedited processing clearly would not serve any 
public purpose. Moreover, the Screening SOP has been in existence for years, public interaction 
With the screening process has been a daily experience for millions of passengers for years, there 
is extensive information on the TSA website on what the public can expect as part of the screening 
process ( 'www.tsa.gov '), and the fact that there would be a nominee for TSA Administrator that 
would have to undergo a confirmation process has been public knowledge for months. Your 
decision to request the SOP a full month after the announcement of the nomination of 
Mr. Southers to be TSA Administrator and so close to the confirmation hearings does not create 
any greater urgency for the document that warrants expedited processing. Further, the Screening 
SOP contains Sensitive Security Information (SSI) protected from disclosure under the Freedom 
of Information Act under 49 USC 114(r) and its implementing regulations at 49 CFR Part 1520, 
and cannot be posted on your website for public viewing as you intend. 

Based on the foregoing, I deny your appeal. This is the final decision on your appeal. I am the 
Transportation Security Administration official responsible for this decision. Should you choose 
to do so, you may seek judicial review of this decision pursuant to the provisions of 5 U.S.C. § 
552(a)(4)(B) in the United States District Court in the district in which you reside, or in which the 
agency records are situated, or in the District of Columbia. 



Sincerely, 




Kimberly Walton 
Special Counselor 



Edward Hasbrouck 
The Identity Project 
1736 Franklin Street, 9th Floor 
Oakland, CA 94612 

edward@hasbrouck. org 
telephone 5 1 0-208-7744 

November 3, 2009 

Kimberly Walton, Special Counselor 
Office of the Special Counselor 
Transportation Scurity Administration 
601 South 12th St., EastBldg., E7-121S 
Arlington, VA 20598-6020 

FOIA Appeal (appeal of denial of expedited processing) 
Your reference number: TSA10-0052 

Dear Counselor Walton: 

This is an appeal under the Freedom of Information Act, 5 U.S.C. § 552. 

On October 15, 2009 1 made a FOIA request by e-mail (received, I presume, the same 
day) to FOIA.TSA@dhs.gov and by Express Mail (which should have been delivered the next 
day, October 16, 2009) to your agency for the TSA's "Screening Management Standard 
operating Procedures (SOP)". Today, November 3, 2009, 1 received by e-mail a copy of a letter 
dated October 26, 2009 from your agency denied my request for expedited processing on the 
grounds that "You failed to demonstrate a particular urgency to inform the public about 
government activity involved in the request beyond the public's right to know about 
government activity generally. Your letter was conclusory in nature and did not present any 
facts to justify a grant of expedited processing under the applicable standards." Copies of my 
request and the denial of expedited processing are enclosed. 

I appeal the denial of expedited processing of my request. 

With respect to the urgency to inform the public, contrary to the claim that my request 
was "conclusory in nature an did not present any facts", I stated in my request that, "The 
public has an urgent need for information about TSA screening procedures because on 
September 17, 2009, President Obama nominated Erroll G. Southers to be to be an Assistant 
Secretary of Homeland Security for Transportation Security and Administrator of the TSA, as 
reported at <http ://www. whitehouse.go v/thej>ress_office/Presidential-nominations-sent-to-the- 
Senate-9/17/09/>. Hearings on this nomination will be scheduled imminently in the Senate." 

TSA 10-0052, FOIA appeal of denial of expedited processing (page 1 of 3) 



One hearing on the nomination of Mr. Southers was held by the Senate Commerce and 
Importation Committee the same day as my original request, as reported at 

-d23a8966~0f34-4dde-9acd-19b5b6d94932> and as we reported on our Web site at 
<Mtp://ww.papersplease.org^ 

A second hearing has now been scheduled for November 10, 2009, by the Senate 
Committee on Homeland Security, as announced at <http://lisgac.senate.gov/public/index.crm? 

FuseAction=Heanngs.Hearmg&Heaiing_id=2739634c-ff5f-4ad5-9c7d-5ba05043bc39>andas 
we have reported on our Web site at <hrtp://www.papersplease.org/wp/2009/l 1/02/tsa- 
nommee-up~for-senate~ question: ng-november- 1 Oth/>. 

That hearing on November 10 th , just a week from today, will likely be the final 
opportunity for Senators, on behalf of the public, to ask questions about the views of nominee 
concernnig issues of public concern, including TSA policies contained in the documents at 
issue, before the Senate votes on whether to approve the nomination. 

The most common interaction of the TSA with the public is at screening checkpoints at 
airports, and both the most important and the most controversial of TSApolicies and practices 
are the checkpoint procedures described in the "Screening Management SOP" which is the 
subject of this request. The public needs to know what is in the Screening Management SOP 
before November 10 \ in order to evaluate the position of the nominee concerning the SOP to 
formulate questions for their Senators to ask at the hearing, and to inform their opinions and 
recommendations to their Senators concerning whether to approve the nomination. 

The importance of screening procedures to public evaluation of the TSA, and public 
input concerning questions to be asked of the nominee for TSA administrator, was further 
highlighted this week by the release of a GAO report raising questions about TSA screening 
procedures, <http ://www. gao.gov/new.items/dl01 28. pdf>. That report received widespread 
news coverage such as the Associated Press report, "Audit: Airport screening needs more risk 
study , by Eileen Sullivan, October 29, 2009, available at 
<http:/Avww.msnbc.msn.com/id/33540543/ns/travel-news/>. 

A single incident at a screening checkpoint, which the TSA itself acknowledged in its 
°f A , £°? 7 aS m the nCWS " P rom P ted 574 comments from the public on two entries in the 
rSAs official blog at < http://www.tsa.gov/blog/2009/06/st-louis-incident-update.html> and 
<http:/Avww. tsa.gov/blog/2009/04/incident-at-st--louis-international.html>. Most of those 
comments directly concerned the question of what are TSA standard operating procedures. 

Numerous other checkpoint incidents have generated news reports, public interest and 
questions concerning TSA's checkpoint and screening procedures. 
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There is a specific, imminent deadline and planned Congressional action, and a 
particularized public interest in relation to that Congressional debate and decision, in the 
specific information that is the subject of this request. Expedited processing is thus warranted. 

I certify that my statements concerning the need for expedited processing are true and 
correct to the best of my knowledge and belief. 

As I have made this request in the capacity of a journalist, and the very reason for this 
appeal is that time is of the essence, and because the TSA has already delayed beyond the 
statutory limits in acting on my request and providing notice of its receipt and action on my 
request (I did not receive confirmation of receipt of my request or ntoice of the denial of my 
request for expedited processing until today, 1 9 days after I assume the TSA received my e- 
mail on October 15th), I would appreciate your expediting the consideration of my appeal in 
every way possible. In any case, I will expect to receive your decision within 20 business days, 
as required by ih& statute. 



Sincerely, 




Edward Hasbrouck 

Consultant on travel-related issues 
The Identity Project 
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U.S. l)c|>;tr(menl oT Homeland Seciiiily 
mi South 12* Street 

Arlii<o<oii,V,\ 20598-6031 



JBStt Transportation 
'k$IS$l Security 
^^P Administration 



Security Screening Standard Operating Procedures •• Sensitive Security Information 

[49 C. F.R. SlS20.5(bV9WVl 



Purpose 

This memorandum addresses the provisions of 49 C.F.R. part 1520 that are applicable to the 
standard operating procedures (SOP) for the screening of persons, property and cargo. 

Policy 

In accordance with 49 C.F.R. §1520.5(b)(9)(i) Sensitive Security Information (SSI) includes: 
"Any procedures, including selection criteria and comments, instructions, and implementing 
guidance pertaining thereto, for screening of persons, accessible properly, checked baggage, U.S. 
mail, stores, and cargo, that is conducted by the Federal government or any other unauthorized 
person." 

Determination 

Pending further review, all screening SOPs are SSI in their entirety in accordance with 49 C.F.R. 
§ 1520.5(b)(9)(i). Ail SOPs must be marked and handled as SSI in their entirety. Until such 
review is complete, the attached list of screening SOPs and any other screening SOP, to include 
any drafts or prior versions of these SOPs, are SSI in their entirety. These SOPs and any portion 
thereof will only be released to covered persons who have a need to know in accordance with 49 
C.F.R. §§ 1520.7 and 1520.11. 




S*J 



'Gale Rossides December 8, 2009 

Acting Administrator 

Attachment 
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U.S. Department of Homeland Security 
Washington. DC 20528-6020 




October 26, 2009 

Mr. Edward Hasbrouck 
The Identity Project 
1736 Franklin Street, 9 th Floor 
Oakland, CA 94612 

Re: TSA10-0052 

Dear Mr. Hasbrouck: 

This acknowledges receipt of your Freedom of Information Act (FOIA) request to the 
Transportation Security Administration (TSA), dated October 15, 2009, and to your request for a 
waiver of all assessable FOIA fees and expedited treatment. Your request was received in this 
office on October 23, 2009. Specifically, you requested a copy of the most recent version of the 
TSA's "Screening Management Standard Operating Procedures (SOP). 

We have determined to waive any fees associated with the processing of your request. As it 
relates to your request for expedited treatment, your request is denied. 

Under the DHS FOIA regulation, expedited processing of a FOIA request is warranted if the 
request involves "circumstances in which the lack of expedited treatment could reasonably be 
expected to pose an imminent threat to the life or physical safety of an individual," 6 C.F.R. § 
5.5(d)(1)(f), or "an urgency to inform the public about an actual or alleged federal government 
activity, if made by a person primarily engaged in disseminating information," 6 C.F.R. § 
5. 5(d)(1)(h) . Requesters that seek expedited processing must submit a statement explaining in 
detail the basis for the request, and that statement must be certified by the requester to be true 
and correct. 6 C.F.R. § 5.5(d)(3). 

Your request for expedited processing is denied because you do not qualify for either category. 
You failed to demonstrate a particular urgency to inform the public about the government 
activity involved in the request beyond the public's right to know about government activity 
generally. Your letter was conclusory in nature and did not present any facts to justify a grant of 
expedited processing under the applicable standards. 

If you deem the decision to deny expedited treatment of your request an adverse determination, 
you may exercise your appeal rights. In the event that you may wish to appeal this determination 
an administrative appeal may be made in writing to Kimberly Walton, Special Counselor, Office 
of the Special Counselor, Transportation Security Administration, 601 South 12 th Street, East 
Building, E7-121S, Arlington, VA 20598-6020. Your appeal must be submitted within 60 
days from the date of this determination. It should contain your FOIA request number and state, 
to the extent possible, the reasons why you believe the initial determination should be reversed. 
In addition, the envelope in which the appeal is mailed in should be prominently marked "FOIA 



Appeal." Please note the Special Counselor's determination will be administratively final. Your 
envelope and letter should be marked "Freedom of Information Act Appeal." The implementing 
Department regulations establish the criteria under which the FOrA is administered. Copies of 
the FOIA and regulations are available at www.DHS.gov. 

Your request has been assigned reference number TSA10-0052. Please refer to this identifier in 
any future correspondence. You may contact this office at 1-866-364-2872. 

Sincerely, 



Kevin J. Janet 
FOIA Officer 
Freedom of Information Act 



www.dfts.gov 
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From* Edward Hasbrouck [edward@hasbrouck.org] 

Sent: Wednesday, October 21 , 2009 2:34 PM 

To: Foia 

Subject: delivery problema with FOIA request 

Attachments: Attachment information.; TSA-FOIA-screeningSOP.pdf 

Please reply to confirm your receipt of the attached FOIA request and request for expedited 
processing, as sent by e-mail and Express Mail last Thursday. 

Please also confirm your address for physical delivery of FOIA requests. 

According to the Postal Service, they have been unsuccessful for almost a week in attempting 
to delivery the copy of my request sent to the address listed for FOIA requests on your Web 
site. As you can see from the tracking detail below, the Postal Service says that the 
receipient had my FOIA requests forwarded (I don't know why or to where), and has left 
notices without it being claimed. My request was addressed to: 

Transportation Security Administration 

Freedom of Information Act (FOIA) Division TSA-20, East Tower 

601 South 12th Street 

Arlington, VA 22202-4220 

If TSA is not accepting postal delivery of FOIA requests at this address, please let me know 
the correct address to which to send them 

Many thanks, 

Edward Hasbrouck 

Forwarded message follows 

Date sent: Tue, 20 Oct 2009 23:29:39 -0500 (CDT) 

To: edwardOhasbrouck . org 

From : "U.S. j>ostal_Service_" <U . S ,_Postal_Service@usps .com> 

Subject: USPS Shipment Info for EH85 1598 474U S 

This is a post-only message. Please do not respond. 

Edward Hasbrouck has requested that you receive the current Track & Confirm information, as 
shown below. 

Current Track & Confirm e-mail information provided by the U.S. Postal Service. 

Label Number: EH85 1598 474U S 

Service Type: Express Mail PO-Add 

Shipment Activity Location Date & 

Time 

Notice Left ARLINGTON VA 22202 

10/19/09 11:51am 



Notice Left 
11:40am 

Forwarded 
ll:llam 



ARLINGTON VA 22202 



ARLINGTON VA 22202 



Arrival at Post Office ARLINGTON VA 22202 
11 : 11am 



Acceptance 
2 : 51pm 



SAN FRANCISCO CA 94110 



Processed through Sort SAN FRANCISCO CA 94128 
1:33pm Facility 



10/19/09 
10/16/09 
10/16/09 
10/15/09 
10/15/09 



For more information, or if you have additional questions on Track & Confirm services and 

features, please visit the Frequently Asked Questions 

(FAQs) section of our Track & Confirm site at 

http : //www, usps . com/shipping/trackandconf irmf aqs . htm 



End of forwarded message 



Edward Hasbrouck 
< edward(a)hasbrouck.org > 
< http://hasbrouck.org > 
+1-415-824-0214 



"The Practical Nomad: How to Travel Around the World" 

(4th edition 2007) 

"The Practical Nomad Guide to the Online Travel Marketplace" 

< http://www.practicalnomad.com > 

Around-the-World and multi-stop international air tickets: 
< http://hasbrouck.org/tickets/ > 



h\ 
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From: 

Sent: Tuesria jMoyembar -109 11:27 AM 

Subject: NEW FOIA TASKING (CASE #TSA1 0-0052) 



Good morning 

Please review the attachment below: 



10 0052 Tasking 
sheet, Request... 



Identify any Information In the responsive records you found during your search that you believe should be 
withheld, and explain why you believe its release would be harmful. Forward all responses along with the 
completed tasking sheet. Please return the completed tasking sheet to me even if there are no responsive records 
found. We need it for our files. 

Thank you in advance, 
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FOIA Assistant 

Transportation Security Administration HQ (TSA) 

Office of Special Counselor (OSC) 

Freedom of Info rmation Act Office (FOIA) 

Direct: 571. 227EKH 

Main: 866.364.2872 

Fax:571-227.1406 



/$gBki Transportation 
' Security 
Administration 



FOIA Request Certification 



INSTRUCTIONS: FOIA Points-of-Contact (POCs) will complete Section II and forward responsive records 
by mail to the TSA Headquarters FOIA Office, TSA-20, or by e-mail to the tasking individual, unless 
otherwise noted and explained below. If the search identifies TSA has a large volume of responsive 
records, FOIA POCs must contact the FOIA Office as soon as possible following receipt of this issued form 
to provide a cost estimate prior to continuing to process the request. Questions should be directed to the 
FOIA Office at (571) 227-2300, 866-FOIA-TSA (866-364-2872). 



SECTION I: CASE SUSPEN^^iPENTIFICAtTQN 



FOIA OFFICE USE ONLY 



EOIA PQC response required on or before: 1 1 /09/09 
FC>IA POCs direct e-mails replies to: 
FOIA Case Nb; : TSAiO-0052 . ' - ■ ' 



Date: 11/03/09 



Action Office(s): . TSA-29J 
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Request Received From: Edward Hasbrouck of The Identity Project 



Requester. Seeks: (see' attached request for further description) : '- . --;'•••,; .-*■.: 



SECTION II: FOIA POC 



^PaftlAv^ritactTnfQ^^ 



Name: 



Phone No.: 



Title: 



RaW|| mcM msM&6ite f (Cf^kail}t!iatm les ponses)^ - >:j-y f ; - .' . //V^t -: •..-" ■■+■ 



□ 



D 



D 



D 



D 



1. Release all responsive records, (identify records and from where retrieved) 



2. Withhold select responsive records, (explain) 



3. Withhold all responsive records, (explain) 



4. No responsive records. Search failed to identify and/or locate responsive records, (explain) 



5. Recommend FOIA Office contact the following DHS Component, TSA Office and/ or individuals, identified, 
in order to search for responsive records, (identify) 



PART C Co st Est im ate :\--± ■ __ " j ___ [ " "f"" ' - 



Search Time (hrs.) / Pay Band 



/ 



/ 



/ 



Processing Time (hrs.) / Pay Band 



/ 



/ 



/ 



Attorney Time (hrs.) / Pay Band 



/ 



/ 



/ 



PART D^RespOnse^Certification 



I certify that a search reasonably calculated to uncover all responsive records, paper and electronic, has been conducted and ail 

responsive records have been reviewed, copied and provided to the HQ FOIA Office -TSA-20, or otherwise noted with explanations and/or 
recommendations provided herein. 



FOIA POC Signature: 



Date: 



TSA Form 3601, 2/09 [File: 3600.1.2] 



Edward Ilasbrouck 

The Identity Project 

1736 Franklin Street, 9th Floor 

Oakland, CA 94612 

ed ward@hasbrouck. org 
telephone 510-208-7744 



October 15,2009 



Transportation Security Administration 
Freedom of Information Act (FOIA) Division 
TSA-20, East Tower 
601 South 12th Street 
Arlington, VA 22202-4220 

fax 571-227-1406 
FOIA.TSA@dhs.gov 



P^cU-ub —- » i ^ 

- , ■ ' })■.:• ;• 'TT' 4 !■'' I •.' Wit 



FOIA REQUEST 

Fee benefit requested 
Fee waiver requested 
Expedited processing requested 

Dear FOIA Officer: 

Pursuant to the federal Freedom of Information Act, 5 U.S.C. § 552, 1 request access to 
and copies of the most recent version of the TSA's "Screening Management Standard 
Operating Procedures (SOP)", including any and all appendices, attachments, enclosures, 
supplements, updates, interpretive or guidance notes, usage instructions, or the like. Portions of 
an earlier version of this document were released by you in response to our FOIA request 
TSA08-0723. 

As a representative of the news media I am only required to pay for the direct cost of 
duplication after the first 100 pages. Through this request, I am gathering information onTSA 
procedures at checkpoints that is of current interest to the public because without this 
information, there is no way for members of the public to anticipate what to expect at TSA 
checkpoint or to know what actions by TSA employees or contractors or members of the public 
the TSA believes are permitted or required. This information is being sought on behalf of The 
Identity Project ("IDP"). IDP provides advice, assistance, publicity, and legal defense to those 
who find their rights infringed or their legitimate activities curtailed by demands for 
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identification, and builds public awareness about the effects of ID requirements on fundamental 
rights. IDP is a program of the First Amendment Project, a nonprofit organization providing 
legal and educational resources dedicated to protecting and promoting First Amendment rights. 

One of the principal activities of IDP is publication of the informational and educational 
Web site at <http://www.papcrsPlease.org>, where we have published documents obtained in 
response to our previous FOIA requests, including the portions of the Screening Management 
SOP previously released for dissemination to the general public. This information will also be 
publicized through my own Web site and blog of travel news, information, and advice/The 
Practical Nomad", at <http://hasbrouck.org> and <http://hasbrouck.org/blog>, which has been a 
leading source of news concerning TS A practices, and in the sections concerning airport 
security in future editions of my book, "The Practical Nomad: How to Travel Around the 
World" (Avalon Travel, 4 th edition, 2007). 

Please waive any applicable fees. Release of the information is in the public interest 
because it will contribute significantly to public understanding of government operations and 
activities. There has been, and continues to be, extensive interest in what, if any, rules or 
procedures govern activities by the TSA, TSA contractors, third parties, and the public at TSA 
checkpoints. 

As we have reported on our Web site at <http://www.papersplease.org/wp/2009/06/04/ 
are-there-any-rules-at-airport-checkpoints/>, theTSA's Chief Privacy Officer has stated 
publicly, in response to our questions, that he does not know if there are any rules or 
regulations specifying what TSA employees or contractors, or travelers, are required or 
permitted to do at TSA checkpoints. To the best of our knowledge, and belief, there are no 
statutes, rules, or regulations specifying these procedures, rights, or obligations. 

In the absence of statutes or regulations, public disclosure and availability of the 
Screening Management SOP - as the Identity Project intends to make through publication on 
our Web site -- is essential to any public understanding of TSA checkpoint operations, of what 
rights and authority the TSA claim, and of TSA expectations with respect to the conduct of TSA 
employees and contractors and of members of the public. 

If my request is denied in whole or part, I ask that you justify all deletions by reference 
to specific exemptions of the act. I will also expect you to release all segregable portions of 
otherwise exempt material. I, of course, reserve the right to appeal your decision to withhold 
any information or to deny a waiver of fees. 

Please provide expedited processing of this request which concerns a matter of urgency. 
As a journalist and public educator, I am primarily engaged in disseminating information. The 
public has an urgent need for information about TSA screening procedures because on 
September 17, 2009, President Obama nominated Erroll G. Southers to be to be an Assistant 
Secretary of Homeland Security for Transportation Security and Administrator of the TSA, as 
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n /0 Edward Hasbrouck 

y^ The Identity Project 

^ V 1736 Franklin Street, 9th Floor 

Oakland, CA 946 12 

edward@hasbrouck.org 
telephone 510-208-7744 



October 15, 2009 



Transportation Security Administration 
Freedom of Information Act (FOIA) Division 
TSA-20, East Tower 
601 South 12th Street 
Arlington, VA 22202-4220 

fax 571-2274406 
FOIA.TSA@dhs.gov 



FOIA REQUEST 

Fee benefit requested 
Fee waiver requested 
Expedited processing requested 

Dear FOIA Officer: 

Pursuant to the federal Freedom of Information Act, 5 U.S. C. § 552, 1 request access to 
and copies of the most recent version of the TSA's "Screening Management Standard 
Operating Procedures (SOP)", including any and ail appendices, attachments, enclosures, 
supplements, updates, interpretive or guidance notes, usage instructions, or the like. Portions of 
an earlier version of this document were released by you in response to our FOIA request 
TSA08-0723. 

As a representative of the news media I am only required to pay for the direct cost of 
duplication after the fust 100 pages. Through this request, I am gathering information on TSA 
procedures at checkpoints that is of ciuTent interest to the public because without this 
information, there is no way for members of the public to anticipate what to expect at TSA 
checkpoint or to know what actions by TSA employees or contractors or members of the public 
the TSA believes are permitted or required. This information is being sought on behalf of The 
Identity Project ("IDP"). TDP provides advice, assistance, publicity, and legal defense to those 
who find their rights infringed or their legitimate activities curtailed by demands for 
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identification, and builds public awareness about the effects of ID requirements on fundamental 
rights. IDP is a program of the First Amendment Project, a nonprofit organization providing 
legal and educational resources dedicated to protecting and promoting First Amendment rights. 

One of the principal activities of IDP is publication of the informational and educational 
Web site at <http://www.papersPlease.org>, where we have published documents obtained in 
response, to our previous FOI A requests, including the portions of the Screening Management 
SOP previously released for dissemination to the general public. This information will also be 
publicized through my own Web site and blog of travel news, information, and advice,"The 
Practical Nomad", at <http://hasbrouck.org> and <http://hasbrouck.org/blog>, which has been a 
leading source of news concerning TS A practices, and in the sections concerning airport 
security in future editions of my book, "The Practical Nomad: How to Travel Around the 
World" (Avalon Travel, 4 th edition, 2007). 

Please waive any applicable fees. Release of the information is in the public interest 
because it will contribute significantly to public understanding of government operations and 
activities. There has been, and continues to be, extensive interest in what, if any, rules or 
procedures govern activities by the TSA, TS A contractors, third parties, and the public at TSA 
checkpoints. 

As we have reported on our Web site at <http://www.papersplease.org/wp/2009/06/04/ 
are-there-any-mles-at~airport-checkpoints/>, theTSA's Chief Privacy Officer has stated 
publicly, in response to our questions, that he does not know if there are any rules or 
regulations specifying what TSA employees or contractors, or travelers, are required or 
permitted to do at TSA checkpoints. To the best of our knowledge, and belief, there are no 
statutes, rules, or regulations specifying these procedures, rights, or obligations. 

In the absence of statutes or regulations, public disclosure and availability of the 
Screening Management SOP -- as the Identity Project intends to make through publication on 
our Web site -- is essential to any public understanding of TSA checkpoint operations, of what 
rights and authority the TSA claim, and of TSA expectations with respect to the conduct of TSA 
employees and contractors and of members of the public. 

If my request is denied in whole or part, I ask that you justify all deletions by reference 
to specific exemptions of the act. I will also expect you to release all segregable portions of 
otherwise exempt material I, of course, reserve the right to appeal your decision to withhold 
any information or to deny a waiver of fees. 

Please provide expedited processing of this request which concerns a matter of urgency. 
As a journalist and public educator, I am primarily engaged in disseminating information. The 
public has an urgent need for information about TSA screening procedures because on 
September 17, 2009, President Obama nominated Erroll G. Southers to be to be an Assistant 
Secretary of Homeland Security for Transportation Security and Administrator of the TSA, as 

The Identity Project FOIA request for TSA Screening Management SOP (page 2 of 3) 



reported at <http://www.whitehouse.gov/the_press_office/Presidential-norninations-sent-to-the- 
Senate-9/17/09/>. Hearings on this nomination will be scheduled imminently in the Senate. 

TSA screening procedures are central to the duties of Administrator of the TSA. Public 
knowledge of current TSA screening procedures is essential for informed consideration of this 
nomination and for informed public input to their Senators concerning questions about these 
procedures to be asked, and issues to be discussed, by the Senate in advising and considering 
whether to consent to this appointment. I certify that my statements concerning the need for 
expedited processing are true and correct to the best of my knowledge and belief. Expedited 
processing of this request is essential if members of the public are to have time to review the 
current TSA screening procedures, formulate questions about them, and make those questions 
known to their Senators prior to the confirmation hearings or confirmation vote. 

Please respond as soon as possible to confirm your receipt of this request. I look 
forward to your complete reply within 20 business days, as the statute requires. 

Thank you for your assistance. 

Sincerely, 



Edward Hasbrouck 

Consultant on travel-related issues 
The Identity Project 
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reported at <http://www.whitehouse.gov/the _press_office/Presidential-nqminations-sent-to-the- 
Senate-9/17/09/>. Hearings on this nomination will be scheduled imminently in the Senate. 

TSA screening procedures are central to the duties of Administrator of the TSA. Public 
knowledge of current TSA screening procedures is essential for informed consideration of this 
nomination and for informed public input to their Senators concerning questions about these 
procedures to be asked, and issues to be discussed, by the Senate in advising and considering 
whether to consent to this appointment. I certify that my statements concerning the need for 
expedited processing Are true and correct to the best of my knowledge and belief. Expedited 
processing of this request is essential if members of the public are to have time to review the 
current TSA screening procedures, formulate questions about them, and make those questions 
known to their Senators prior to the confirmation hearings or confirmation vote. 

Please respond as soon as possible to confirm your receipt of this request. I look 
forward to your complete reply within 20 business days, as the statute requires. 

Thank you for your assistance. 

Sincerely, 



Edward Hasbrouck 

Consultant on travel-related issues 
The Identity Project 
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U.S. Department of Homeland Security 

Freedom of Information Act Office 

601 South I2 ,h Street 
Arlington, VA 20598-6020 

?\£!p|\ Transportation 
f^iK) Security 
Wr£&y Administration 



ACTION 

MEMORANDUM FOR: 
FROM: 

SUBJECT: 
Purpose 



Special Counselor Kimberly Walton 



Kevin J. JaneCFOIA Officer 
Freedom of Information Act Office 

FOIA Request TSA1 0-0052 Edward Hasbrouck 



Mr. Edward Hasbrouck appealed TSA's failure to respond to his Freedom of Information Act 
(FOIA) request within 20 business days. 



Background 

On October 15, 2009, Mr. Hasbrouck submitted a FOIA request in which he requested a copy of 
the most recent version of the TSA's "Screening Management Standard Operating Procedures 
(SOP)", including any and all appendices, attachments, enclosures, supplements, updates, 
interpretive or guidance notes, and usage instructions. 

On December 17, 2009, the FOIA Office received an appeal letter from Mr. Hasbrouck. 



Discussion 




Recommendation 




www.tsa.gov 



Approve Disapprove 

Modify Needs more discussion 



Tabs: 

Signature: Response letter for signature. 

Concurrence: Response letter with concurrence blocks. 

Background: Tab I 10/15/09 F 01 A request. 

Incoming: 

FOIA Appeal letter from requester 
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U.S. Department of Homeland Security 

Office of (lie Special Counselor 
601 South 12"' Sheet 
Arlington, VA 20598-6033 




MAR 2 5 2010 

FOIA Appeal Case Number: TSA10-0052 
Edward Hasbrouck 
The Identity Project 
1 736 Franklin Street, 9 th Floor 
Oakland, CA 94612 

Dear Mr. Hasbrouck: 

This letter is in response to your letter dated December 9, 2009, in which you appealed the 
Transportation Security Administration's (TSA) failure to respond to your Freedom of 
Information Act (FOIA) request within 20 business days. Specifically, you requested a copy of 
the most recent version of the TSA's "Screening Management Standard Operating Procedures 
(SOP)", including any and all appendices, attachments, enclosures, supplements, updates, 
interpretive or guidance notes, and usage instructions. As described herein, I am denying your 
appeal in as much as the matters addressed in your letter are not administratively appealable under 
the FOIA. 

Under the FOIA, you have the right to administratively appeal any adverse determination the TSA 
makes on your FOIA request. For example, you may appeal the denial of records in foil or in part, 
denials of requests for fee waivers and denials of requests for expedited processing. My review of 
your letter shows that you argue that TSA "constructively denied" your request by its lack of 
response within the statutory time limits. Constructive denial is not administratively appealable 
since the term is deemed to incorporate the exhaustion of all administrative remedies, including 
the administrative appeal process, thereby allowing an aggrieved requester to seek immediate 
judicial review. 

This is the final decision on your appeal. I am the Transportation Security Administration official 
responsible for this decision. Should you choose to do so, you may seek judicial review of this 
decision pursuant to the provisions of 5 U.S.C. § 552(a)(4)(B) in the United States District Court 
in the district in which you reside, or in which the agency records are situated, or in the District of 
Columbia. 

Sincerely, 



^JJ^IOoM^ 



Kimberly Walton 
Special Counselor 



Edward Hasbrouck 
The Identity Project 
1736 Franklin Street, 9th Floor 
Oakland, C A 946 12 

edward@hasbrouck.org 
telephone 510-208-7744 



October 15,2009 



Transportation Security Administration 
Freedom of Information Act (FOIA) Division 
TSA-20, East Tower 
601 South 12th Street 
Arlington, VA 22202-4220 

fax 571-227-1406 
FOIA.TSA@dhs.gov 









FOIA REQUEST 

Fee benefit requested 
Fee waiver requested 
Expedited processing requested 

Dear FOIA Officer: 

Pursuant to the federal Freedom of Information Act, 5 U.S.C. § 552, 1 request access to 
and copies of the most recent version of the TSA's "Screening Management Standard 
Operating Procedures (SOP)", including any and all appendices, attachments, enclosures, 
supplements, updates, interpretive or guidance, notes, usage instructions, or the like. Portions of 
an earlier version of this document were released by you in response to our FOIA request 
TSA08-0723. 

As a representative of the news media I am only required to pay for the direct cost of 
duplication after the first 100 pages, Through this request, I am gathering information onTSA 
procedures at checkpoints that is of current interest to the public because without this 
information, there is no way for members of the public to anticipate what to expect at TSA 
checkpoint or to know what actions by TSA employees or contractors or members of the public 
the TSA believes are permitted or required. This information is being sought on behalf of The 
Identity Project ("IDP"). IDP provides advice, assistance, publicity, and legal defense to those 
who find their rights infringed or their legitimate activities curtailed by demands for 
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identification, and builds public awareness about the effects of ID requirements on fundamental 
rights. IDP is a program of the First Amendment Project, a nonprofit organization providing 
legal and educational resources dedicated to protecting and promoting First Amendment rights. 

One of the principal activities of IDP is publication of the informational and educational 
Web site at <http://www.papersPiease.org>, where we have published documents obtained in 
response to our previous FOIA requests, including the portions of the Screening Management 
SOP previously released for dissemination to the general public. This information will also be 
publicized through my own Web site and biog of travel news, information, and advice/The 
Practical Nomad", at <http://hasbrouck.org> and <http://hasbrouck.org/blog>, which has been a 
leading source of news concerning TS A practices, and in the sections concerning airport 
security in future editions of my book, "The Practical Nomad: How to Travel Around the 
World" (Avalon Travel, 4 ,h edition, 2007). 

Please waive any applicable fees. Release of the information is in the public interest 
because it will contribute significantly to public understanding of government operations and 
activities. There has been, and continues to be, extensive interest in what, if any, rules or 
procedures govern activities by the TSA, TSA contractors, third parties, and the public at TSA 
checkpoints. 

As we have reported on our Web site at <http://www.papersplease.org/wp/2009/06/04/ 
are-there-any-rules-at-airport-checkpoints/>, theTSA's Chief Privacy Officer has stated 
publicly, in response to our questions, that he does not know if there are any rules or 
regulations specifying what TSA employees or contractors, or travelers, are required or 
permitted to do at TSA checkpoints. To the best of our knowledge, and belief, there are no 
statutes, rules, or regulations specifying these procedures, rights, or obligations. 

In the absence of statutes or regulations, public disclosure and availability of the 
Screening Management SOP - as the Identity Project intends to make through publication on 
our Web site - is essential to any public understanding of TSA checkpoint operations, of what 
rights and authority the TSA claim, and of TSA expectations with respect to the conduct of TSA 
employees and contractors and of members of the public. 

If my request is denied in whole or part, I ask that you justify all deletions by reference 
to specific exemptions of the act. I will also expect you to release all segregable portions of 
otherwise exempt material. I, of course, reserve the right to appeal your decision to withhold 
any information or to deny a waiver of fees. 

Please provide expedited processing of this request which concerns a matter of urgency. 
As a journalist and public educator, I am primarily engaged in disseminating information. The 
public has an urgent need for information about TSA screening procedures because on 
September 17, 2009, President Obama nominated Erroll G. Southers to be to be an Assistant 
Secretary of Homeland Security for Transportation Security and Administrator of the TSA, as 
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reported at <http://wwwAvhitehoiise.govAhe_press_oirice/Presidcntial-nOLninalions-sent-to-lhc- 
Senatc-9/17/09/>. Hearings on this nomination will be scheduled imminently in the Senate. 

TSA screening procedures are central to the duties of Administrator of the TSA. Public 
knowledge of current TSA screening procedures is essential for informed consideration of this 
nomination and for informed public input to their Senators concerning questions about these 
procedures to be asked, and issues to be discussed, by the Senate in advising and considering 
whether to consent to this appointment. I certify that my statements concerning the need for 
expedited processing are true and correct to the best of my knowledge and belief. Expedited 
processing of this request is essential if members of the public are to have time to review the 
current TSA screening procedures, formulate questions about them, and make those questions 
known to their Senators prior to the confirmation hearings or confirmation vote. 

Please respond as soon as possible to confirm your receipt of this request. I look 
forward to your complete reply within 20 business days, as the statute requires. 

Thank you for your assistance. 

Sincerely, 



Edward Hasbrouck 

Consultant On travel-related issues 
The Identity Project 
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Edward Hasbrouck 

The Identity Project 

1736 Franklin Street, 9th Floor 

Oakland, CA 94612 

edward@hasbrouck.org 
telephone 510-208-7744 

December 9, 2009 
Kimberly Walton, Special Counselor 
Office of the Special Counselor 
Transportation Scurity Administration 
601 South 12th St., East Bldg., E7-121S 
Arlington, VA 20598-6020 

FOIA Appeal (appeal of constructive denial) 
Your reference number: TSA10-0052 

Dear Counselor Walton: 

This is an appeal under the Freedom of Information Act, 5 U.S.C. §552. 

On October 15, 2009 1 made a FOIA request by e-mail (received, I presume, the same 
day) to FOIA.TSA@dhs.gov and by Express Mail (which should have been delivered the next 
day, October 16, 2009) to your agency for the TSA's "Screening Management Standard 
operating Procedures (SOP)". On November 3, 2009, 1 received by e-mail a copy of a letter 
dated October 26, 2009 from your agency confirming your receipt of my request (although 
claiming that my request was not received "in this office" until October 23, 2009). Copies of 
my request and your letter confirming its receipt are enclosed. 

I have not yet received any response to my request, except concerning my request for 
expedited processing and waiver of fees. It has been substantially more than 20 business days 
since my request was received by your agency. Accordingly, I deem my request to be denied. 

I appeal the constructive denial of my request. As the FOIA requires, I expect that you 
will act on this appeal and produce responsive documents within 20 working days. 

Sincerely, 



Edward Hasbrouck 
Consultant on travel-related issues 
The Identity Project 
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Edward Hasbrouck 

The Identity Project 

1736 Franklin Street, 9th Floor 

Oakland, C A 94612 

edward@hasbrouck.org 
telephone 510-208-7744 



October 15, 2009 



Transportation Security Administration 
Freedom of Information Act (FOIA) Division 
TSA-20, East Tower 
601 South 12th Street 
Arlington, VA 22202-4220 

fax 571-227-1406 
FOIA.TSA@dhs.gov 



FOIA REQUEST 

Fee benefit requested 
Fee waiver requested 
Expedited processing requested 

Dear FOIA Officer: 

Pursuant to the federal Freedom of Information Act, 5 U.S.C. § 552, 1 request access to 
and copies of the most recent version of the TSA's "Screening Management Standard 
Operating Procedures (SOP)", including any and ail appendices, attachments, enclosures, 
supplements, updates, interpretive or guidance notes, usage instructions, or the like. Portions of 
an earlier version of this document were released by you in response to our FOIA request 
TSA08-0723. 

As a representative of the news media I am only required to pay for the direct cost of 
duplication after the first 100 pages. Through this request, I am gathering information on TSA 
procedures at checkpoints that is of current interest to the public because without this 
information, there is no way for members, of the public to anticipate what to expect at TSA 
checkpoint or to know what actions by TSA employees or contractors or members of the public 
the TSA believes are permitted or required. This information is being sought on behalf of The 
Identity Project ("IDP"). IDP provides advice, assistance, publicity, and legal defense to those 
who find their rights infringed or their legitimate activities curtailed by demands for 
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identification, and builds public awareness about the effects of ID requirements on fundamental 
rights. IDP is a program of the First Amendment Project, a nonprofit organization providing 
legal and educational resources dedicated to protecting and promoting First Amendment rights. 

One of the principal activities of IDP is publication of the informational and educational 
Web site at <http://www.papersPlease.org>, where we have published documents obtained in 
response to our previous FOIA requests, including the portions of the Screening Management 
SOP previously released for dissemination to the general public. This information will also be 
publicized through my own Web site and blog of travel news, information, and advice,"The 
Practical Nomad", at <http://hasbrouck.org> and <http://hasbrouck.org/blog>, which has been a 
leading source of news concerning TSA practices, and in the sections concerning airport 
security in future editions of my book, "The Practical Nomad: Plow to Travel Around the 
World" (Avalon Travel, 4 ,h edition, 2007). 

Please waive any applicable fees. Release of the information is in the public interest 
because it will contribute significantly to public understanding of government operations and 
activities. There has been, and continues to be, extensive interest in what, if any, rules or 
procedures govern activities by the TSA, TSA contractors, third parties, and the public at TSA 
checkpoints. 

As we have reported on our Web site at <http://www.papersplease.org/wp/2009/06/04/ 
are-there-any-rules-at-airport-checkpoints/>, the TSA's Chief Privacy Officer has stated 
publicly, in response to our questions, that he does not know if there are any rules or 
regulations specifying what TSA employees or contractors, or travelers, are required or 
permitted to do at TSA checkpoints. To the best of our knowledge, and belief, there are no 
statutes, rules, or regulations specifying these procedures, rights, or obligations. 

In the absence of statutes or regulations, public disclosure and availability of the 
Screening Management SOP ~ as the Identity Project intends to make through publication on 
our Web site - is essential to any public understanding.of TSA checkpoint operations, of what 
rights and authority the TSA claim, and of TSA expectations with respect to the conduct of TSA 
employees and contractors and of members of the public. 

If my request is denied in whole or part, I ask that you justify all deletions by reference 
to specific exemptions of the act. I will also expect you to release all segregable portions of 
otherwise exempt material. I, of course, reserve the right to appeal your decision to withhold 
any information or to deny a waiver of fees. 

Please provide expedited processing of this request which concerns a matter of urgency. 
As a journalist and public educator, I am primarily engaged in disseminating information. The 
public has an urgent need for information about TSA screening procedures because on 
September 17, 2009, President Obama nominated Erroll G. Southers to be to be an Assistant 
Secretary of Homeland Security for Transportation Security and Administrator of the TSA, as 
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repoi1edal<http://wvvw.\vhitehoiise.gov/the_press_office/Presidential-nominations-sent-to-the- 
Senate-9/17/09/>. Hearings on this nomination will be scheduled imminently in the Senate. 

TSA screening procedures are central to the duties of Administrator of the TSA. Public 
knowledge of current TSA screening procedures is essential for informed consideration of this 
nomination and for informed public input to their Senators concerning questions about these 
procedures to be asked, and issues to be discussed, by the Senate in advising and considering 
whether to consent to this appointment. I certify that my statements concerning the need for 
expedited processing are true and correct to the best of my knowledge and belief. Expedited 
processing of this request is essential if members of the public are to have time to review the 
current TSA screening procedures, formulate questions about them, and make those questions 
known to their Senators prior to the confirmation hearings or confirmation vote. , 

Please respond as soon as possible to confirm your receipt of this request. I look 
forward to your complete reply within 20 business days, as the statute requires. 

Thank you for your assistance. 

Sincerely, 



Edward Hasbrouck 

Consultant on travel-related issues 
The Identity Project 
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U.S. Department of Honielnnd Security 
Washington, DC 20528-6020 

Transportation 

Security 

Administration 

October 26, 2009 

Mr. Edward Hasbrouck OPT '9 n 

The Identity Project U * " 2009 

I 736 Franklin Street, 9 lh Floor 
Oakland, CA 94612 

Re; TSA10-0052 

Dear Mr. Hasbrouck: 

This acknowledges receipt of yoar Freedom of Information Act (FOIA) request to the 
Transportation Security Administration (TSA), dated October 15, 2009, and to your request for a 
waiver of all assessable FOIA fees and expedited treatment. Your request was received in this 
office on October 23, 2009. Specifically, you requested a copy of the most recent version of the 
TSA's "Screening Management Standard Operating Procedures (SOP). 

We have determined to waive any fees associated with the processing of your request. As it 
relates to your request for expedited treatment, your request is denied. 

Under the DHS FOIA regulation, expedited processing of a FOIA request is warranted if the 
request involves "circumstances in which the lack of expedited treatment could reasonably be 
expected to pose an imminent threat to the life or physical safety of an individual," 6 C.F.R. § 
5.5(d)(l)(i), or "an urgency to inform the public about an actual or alleged federal government 
activity, if made by a person primarily engaged in disseminating information," 6 C.F.R. § 
5.5(d)(1)(H). Requesters that seek expedited processing must submit a statement explaining in 
detail the basis for the request, and that statement must be certified by the requester to be true 
and correct. 6 C.F.R. § 5.5(d)(3). 

Your request for expedited processing is denied because you do not qualify for either category. 
You failed to demonstrate a particular urgency to inform (he public about the government 
activity involved in the request beyond the public's right to know about government activity 
generally. Your letter was conclusory in nature and did not present any facts to justify a grant of 
expedited processing under the applicable standards. 

If you deem the decision to deny expedited treatment of your request an adverse determination, 
you may exercise your appeal rights. In the event that you may wish to appeal this determination 
an. administrative appeal may be made hi writing to Kimberly Walton, Special Counselor, Office 
of the Special Counselor, Transportation Security Administration, 601 South 12 th Street, East 
Building, E7-121S, Arlington, VA 20598-6020. Your appeal must be submitted within 60 
days from the date of this determination. It should contain your FOIA request number and state, 
to the extent possible, the reasons why you believe the initial determination should be reversed. 
In addition, the envelope in which the appeal is mailed in should be prominently marked "FOIA 



Appeal." Please note the Special Counselor's determination will be administratively final, Your 
envelope and letter should be marked "Freedom of Information Act Appeal." The implementing 
Department regulations establish the criteria under which the FOIA is administered. Copies of 
the FOIA and regulations are available at www.DHS.gov. 

Your request has been assigned reference number TSA10-0052. Please refer to this identifier in 
any future correspondence. You may contact this office at 1-866-364-2872. 

Sincerely, 



Kevin J. Janet 
FOIA Officer 
Freedom of Information Act 
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Edward Hasbrouck 

The Identity Project 

1736 Franklin Street, 9th Floor 

Oakland, CA 946 12 

edward@hasbrouck.org 
telephone 510-208-7744 

November 3, 2009 

Kimberly Walton, Special Counselor 
Office of the Special Counselor 
Transportation Scurity Administration 
601 South 12th St., East Bldg., E7-121S 
Arlington, VA 20598-6020 

FOIA Appeal (appeal of denial of expedited processing) 
Your reference number: TSA10-0052 

Dear Counselor Walton: 

This is an appeal under the Freedom of Information Act, 5 U.S.C. § 552. 

On October 15, 2009 1 made a FOIA request by e-mail (received, I presume, the same 
day) to FOIA.TSA@dhs.gov and by Express Mail (which should have been delivered the next 
day, October 16, 2009) to your agency for the TSA's "Screening Management Standard 
operating Procedures (SOP)". Today, November 3, 2009, 1 received by e-mail a copy of a letter 
dated October 26, 2009 from your agency denied my request for expedited processing on the 
grounds that "You failed to demonstrate a particular urgency to inform the public about 
government activity involved in the request beyond the public's right to know about 
government activity generally. Your letter was conclusory in nature and did not present any 
facts to justify a grant of expedited processing under the applicable standards." Copies of my 
request and the denial of expedited processing are enclosed. 

I appeal the denial of expedited processing of my request. 

With respect to the urgency to inform the public, contrary to the claim that my request 
was "conclusory in nature an did not present any facts", I stated in my request that, 'The 
public has an urgent need for information about TSA screening procedures because on 
September 17, 2009, President Obama nominated Erroll G. Southers to be to be an Assistant 
Secretary of Homeland Security for Transportation Security and Administrator of the TSA, as 
reported at <http://www. whitehouse.gov/the_press_office/Presidential-nominations-sent-to-the- 
Senate-9/17/09/>. Hearings on this nomination will be scheduled imminently in the Senate. " 

TSA10-0052, FOIA appeal of denial of expedited processing (page I of 3) 



One hearing on the nomination of Mr. Soulhers was held by the Senate Commerce and 
Transportation Committee the same day as my original request, as reported at 
<http://commerce.senate.gov/public/index.cfm?FuseAction=riearings.Hearing&Hearing_ID 

=d23a8966-0f34~4dde-9acd-19b5b6d94932> and as we reported on our Web site at 
<http://www.papersplease.0rg/wp/2009/i 0/2 1/softbal l-questions-for-tsa-nominee/>. 

A second hearing has now been scheduled for November 10, 2009, by the Senate 
Committee on Homeland Security, as announced at <http://lisgac.senate.gov/public/index.cfm? 
FuseAction=Hearings.Hearing&Hearing_id=2739634c-ff5f-4ad5-9c7d-5ba05043bc39>andas 
we have reported on our Web site at <http://www.papersplease.org/wp/2009/! 1/02/tsa- 
nominee-up-for-senate-questioning-november- 1 Oth/>. 

That hearing on November 10 ,h , just a week from today, will likely be the final 
opportunity for Senators, on behalf of the public, to ask questions about the views of nominee 
concerning issues of public concern, including TSA policies contained in the documents at 
issue, before the Senate votes on whether to approve the nomination. 

The most common interaction of the TSA with the public is at screening checkpoints at 
airports, and both the most important and the most controversial of TSA policies and practices 
are the checkpoint procedures described in the "Screening Management SOP" which is the 
subject of this request. The public needs to know what is in the Screening Management SOP 
before November 10 th , in order to evaluate the position of the nominee concerning the SOP, to 
formulate questions for their Senators to ask at the hearing, and to inform their opinions and 
recommendations to their Senators concerning whether to approve the nomination. 

The importance of screening procedures to public evaluation of the TSA, and public 
input concerning questions to be asked of the nominee for TSA administrator, was further 
highlighted this week by the release of a GAO report raising questions about TSA screening 
procedures, <http://www.gao.gov/new.items/dl0128.pdf>. That report received widespread 
news coverage such as the Associated Press report, "Audit: Airport screening needs more risk 
study", by Eileen Sullivan, October 29, 2009, available at 
<http://www.msnbc.msn.com/id/33540543/ns/travel-news/>. 

A single incident at a screening checkpoint, which the TSA itself acknowledged in its 
official blog was "in the news", prompted 574 comments from the public on two entries in the 
TSA's official blog at < http://www.tsa.gov/blog/2009/06/st-louis-incident-update.html> and 
<http://www.tsa.gov/blog/2009/04/incident-at-st-louis-internationai.html>. Most of those 
comments directly concerned the question of what are TSA standard operating procedures. 

Numerous other checkpoint incidents have generated news reports, public interest and 
questions concerning TSA's checkpoint and screening procedures. 
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There is a specific, imminent deadline and planned Congressional action, and a 
particularized public interest in relation to that Congressional debate and decision, in the 
specific information that is the subject of this request. Expedited processing is thus warranted. 

I certify that my statements concerning the need for expedited processing are true and 
correct to the best of my knowledge and belief. 

As I have made this request in the capacity of a journalist, and the veiy reason for this 
appeal is that time is of the essence, and because the TSA has already delayed beyond the 
statutory limits in acting on my request and providing notice of its receipt and action on my 
request (I did not receive confirmation of receipt of my request or ntoice of the denial of my 
request for expedited processing until today, 19 days after I assume the TSA received my e- 
mail on October 15th), I would appreciate your expediting the consideration of my appeal in 
every way possible. In any case, I will expect to receive your decision within 20 business days, 
as required by the statute. 

Sincerely, 



Edward Hasbrouck 

Consultant on travel-related issues 
The Identity Project 
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U.S. Department of llomelniul Security 

Office nflbe Spccinl Cmnisclnr 
ftOI KttUtll 12 ,fc Street 
ArlinKlun. V;\ 205WJ-6IW3 




Transportation 
W 1 2009 W SSfiLtfta 



Edward Hasbrouck FOIA Appeal Case Number: TSA 10-0052 

The Identity Project 

1736 Franklin Street, 9' 1 ' Floor 

Oakland CA 94612 

Dear Mr. Hasbrouck: 

This is in response to your letter appealing the October 26, 2009 denial of expedited processing on 
your request for the Transportation Security Administration (TSA) Screening Management 
Standard Operating Procedures (Screening SOP). In your original request, you assert that the 
public has "no way" to anticipate what to expect at an airport screening checkpoint, and that the 
information is needed prior to the confirmation hearings for the new nominee for TSA 
Administrator. As discussed below, I do not agree with your conclusion that there is an urgency to 
inform the public as to the contents of the Screening SOP. 

As you slate in your letter of November 3, 2009, your request was first submitted to TSA on the 
same day as the first confirmation hearing and expedited processing clearly would not serve any 
public purpose. Moreover, the Screening SOP has been in existence for years, public interaction 
with the screening process has been a daily experience for millions of passengers for years, there 
is extensive information on the TSA website on what the public can expect as part of the screening 
process ( www.tsa.gov) . and the fact that there would be a nominee for TSA Administrator that 
would have to undergo a confirmation process has been public knowledge for months. Your 
decision to request the SOP a full month after the announcement of the nomination of 
Mr. Southers to be TSA Administrator and so close to the confirmation hearings does not create 
any greater urgency for the document that warrants expedited processing. Further, the Screening 
SOP contains Sensitive Security Information (SSI) protected from disclosure under the Freedom 
of Information Act under 49 USC 1 14(r) and its implementing regulations at 49 CFR Part 1 520, 
and cannot be posted on your website for public viewing as you intend. 

Based on the foregoing. I deny your appeal. This is the final decision on your appeal. I am the 
Transportation Security Administration official responsible for this decision. Should you choose 
to do so, you may seek judicial review of this decision pursuant to the provisions of 5 U.S.C, § 
552(a)(4)(B) in the United States District Court in the district in which you reside, or in which the 
agency records arc siluated, or in the District of Columbia. 



Sincerely, 




Kimbcrly Walton 
Special Counselor 




UNITEDSTATES 
POSmLSERVfCE v 



Date: 12/11/2009 
Edward Hasbrouck: 



The following is in response to your 12/1 1/2009 request for delivery information on your 
Express Mail(R) item number EG13 7707 228U S. The delivery record shows that this item 
was delivered on 12/11/2009 at 11:12 AM in DHS, VA 20598 to E TRUCH. The scanned 
image of the recipient information is provided below. 



Signature of Recipient: { \ J-fc ,A ^ ? jjj 



ntud 

xtm 



Address of Recipient: tS^J/f <&??? 



Thank you for selecting the Postal Service for your mailing needs. If you require additional 
assistance, please contact your local Post Office or postal representative. 



Sincerely, 

United States Postal Service 
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From: 
Sent: 
To: 
Subject: 



FW: FO!A Appeal: TSA-1 0.-0052 



Below was his response to the letter, I have already forward to Kim and Kevin. Not sure if 
you want to include in file. 

Original Message 

From: Edward Hasbrouck [mailto:edward@hasbrouck.org] 
Sent^ruesdav^jovember 10, 2009 11:53 AM 

To:H 

Subject: Re: FOIA Appeal: TSA-10-0052 



On 18 Nov 2009 at 11:37, 



b 6 



wrote: 



> This message is being sent on behalf of Mrs. Kimberly Walton. 
> 

> <<TSA10-0052 Hasbrouck. pdf>> 

Thans you for sending this, and for acting promptly on this appeal of the denial of expedited 
processing of my request. My request, of course, remains pending, and I shall continue to 
await the TSA's response. 

My request was sent, and I presume received, by e-mail, on October 15, 2009. Even without 

expedited processing, your response is due within 20 business days, i.e. by this Friday, 

November 13, 2009. In the interest of time, I would appreciate it if you could provide that 
response by e-mail. 

Sincerely, 

Edward Hasbrouck 



Edward Hasbrouck 

< edward(3hasbrouck.org > 

< http://hasbrouck.org > 

1130 Treat Ave., San Francisco, CA 94110, USA 

+1-415-824-0214 

consultant to The Identity Project (IDP), a program of the First Amendment Project 
< http: //www . papersplease . org > 

"Congress shall make no law . . . abridging . . . the right of the people peaceably to assemble" 
(U.S. Constitution, Amendment 1) 

"Everyone has the right to freedom of movement- and residence within the borders of each 

state. Everyone has the right to leave any country, including his own, and to return to his 

country." 

(Universal Declaration of Human Rights, Article 13) 

"Liberty of movement is an indispensable condition for the free development of a person." 

l 



(United Nations Human Rights Committee, General Comment No. 27) 



NOV 1 o 2009 



U.S. Department of Homeland Security 

Office of the Special Counselor 
601 Smith 12* Street 
Arlington, V.V. IQSWMfttt 

s&Bbk Transportation 

Kg) Security 
'^^P 1 / Administration 



Edward Hasbrouck 
The Identity Project 
1736 Franklin Street, 9 { 
Oakland CA 94612 



FOIA Appeal Case Number: TSA10-0052 



Floor 



Dear Mr. Hasbrouck: 

This is in response to your letter appealing the October 26, 2009 denial of expedited processing on 
your request for the Transportation Security Administration (TSA) Screening Management 
Standard Operating Procedures (Screening SOP). In your original request, you assert that the 
public has "no way" to anticipate what to expect at an airport screening checkpoint, and that the 
information is needed prior to the confirmation hearings for the new nominee for TSA 
Administrator. As discussed below, I do not agree with your conclusion that there is an urgency to 
inform the public as to the contents of the Screening SOP. 

As you State in your letter of November 3, 2009, your request was first submitted to TSA on the 
same day as the first confirmation hearing and expedited processing clearly would not serve any 
public purpose. Moreover, the Screening SOP has been in existence for years, public interaction 
with the screening process has. been a daily experience for millions of passengers for years, there 
is extensive information on the TSA website on what the public can expect as part of the screening 
process (www.tsa.gov ), and the fact that there would be a nominee for TSA Administrator that 
would have to undergo a confirmation process has been public knowledge for months. Your 
decision to request the SOP a fidl month after the announcement of the nomination of 
Mr. Southers to be TSA Administrator and so close to the confirmation hearings does not create 
any greater urgency for the document that warrants expedited processing. Further, the Screening 
SOP contains Sensitive Security Information (SSI) protected from disclosure under the Freedom 
of Information Act under 49 USC 1 14(r) and its implementing regulations at 49 CFR Part 1520, 
and cannot be posted on your website for public viewing as you intend. 

Based on the foregoing, I denyyour appeal. This is the final decision on your appeal. I am the 
Transportation Security Administration official responsible for this decision. Should you choose 
to do so, you may seek judicial review of this decision pursuant to the provisions of 5 U.S.C. § 
552(a)(4)(B) in the United States District Court in the district in which you reside, or in which the 
agency records are situated, or in the District of Columbia. 



Sincerely, 




jmberly Walton 
Special Counselor 



Edward Hasbrouck 
The Identity Project 
1736 Franklin Street, 9th Floor 
Oakland, CA 946 12 

edward@hasbrouck. org 
telephone 510-208-7744 

November 3, 2009 

Kimberly Walton, Special Counselor 
Office of the Special Counselor 
Transportation Scurity Administration 
601 South 12th St., EastBldg., E7-121S 
Arlington, VA 20598-6020 

FOIA Appeal (appeal of denial of expedited processing) 
Your reference number: TSA1 0-0052 

Dear Counselor Walton: 

This is an appeal under the Freedom of Information Act, 5 U.S.C. § 552. 

On October 15, 2009 1 made a FOIA request by e-mail (received, I presume, the same 
day) to FOIA.TSA@dhs.gov and by Express Mail (which should have been delivered the next 
day, October 16, 2009) to your agency for the TSA's "Screening Management Standard 
operating Procedures (SOP)". Today, November 3, 2009, 1 received by e-mail a copy of a letter 
dated October 26, 2009 from your agency denied my request for expedited processing on the 
grounds that "You failed to demonstrate a particular urgency to inform the public about 
government activity involved in the request beyond the public's right to know about 
government activity generally. Your letter was conclusory in nature and did not present any 
facts to justify a grant of expedited processing under the applicable standards." Copies of my 
request and the denial of expedited processing are enclosed. 

I appeal the denial of expedited processing of my request. 

With respect to the urgency to inform the public, contrary to the claim that my request 
was "conclusory in nature an did not present any facts", I stated in my request that, 'The 
public has an urgent need for information about TSA screening procedures because on 
September 17, 2009, President Obama nominated Erroll G. Southers to be to be an Assistant 
Secretary of Homeland Security for Transportation Security and Administrator of the TSA, as 
reported at <http://www.whitehouse.gov/thejress_office/Presidential-nominations-sent-to-the- 
Senate-9/17/09/>. Hearings on this nomination will be scheduled imminently in the Senate." 
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One healing on the nomination of Mr. Southers was held by the Senate Commerce and 
Transportation Committee the same day as my original request, as reported at 
<http://cormnerce.senate.gov/public/mdexxfin?FuseAction=Hearings.Hearing&H 
=d23a8966-0f34-4dde~9acd-19b5b6d94932> and as we reported on our Web site at 
<http://www.papersplease.org/wp/2009/10/21/softball-questions-for-tsa-nominee/>. 

A second hearing has now been scheduled for November 10, 2009, by the Senate 
Committee on Homeland Security, as announced at <http://hsgac.senate.gov/public/index.cfin? 
FuseAction=Hearings.Hearing&Hearing_id-2739634c-ff5f-4ad5-9c7d-5ba05043bc39>andas 
we have reported on our Web site at <http://www.papersplease.org/wp/2009/ll/02/tsa- 
nominee-up-for-senate-questioning-november- 1 Oth/>. 

That hearing on November 10 th , just a week from today, will likely be the final 
opportunity for Senators, on behalf of the public, to ask questions about the views of nominee 
concerning issues of public concern, including TS A policies contained in the documents at 
issue, before the Senate votes on whether to approve the nomination. 

The most common interaction of the TSA with the public is at screening checkpoints at 
airports, and both the most important and the most controversial of TSA policies and practices 
are the checkpoint procedures described in the "Screening Management SOP" which is the 
subject of this request. The public needs to know what is in the Screening Management SOP 
before November 10 th , in order to evaluate the position of the nominee concerning the SOP, to 
formulate questions for their Senators to ask at the hearing, and to inform their opinions and 
recommendations to their Senators concerning whether to approve the nomination. 

The importance of screening procedures to public evaluation of the TSA, and public 
input concerning questions to be asked of the nominee for TSA administrator, was further 
highlighted this week by the release of a GAO report raising questions about TSA screening 
procedures, <http://www.gao.gov/new.items/dl0128.pdt>. That report received widespread 
news coverage such as the Associated Press report, "Audit: Airport screening needs more risk 
study", by Eileen Sullivan, October 29, 2009, available at 
<http://www.msnbc.msn. com/id/3 3 540543/ns/travel-news/>. 

A single incident at a screening checkpoint, which the TSA itself acknowledged in its 
official blog was "in the news", prompted 574 comments from the public on two entries in the 
TSA's official blog at < http://www.tsa.gov/biog/2009/06/st-louis-incident-update.html> and 
<http://www.tsa.gov/blog/2009/04/incident-at-st-louis-international.html>. Most of those 
comments directly concerned the question of what are TSA standard operating procedures. 

Numerous other checkpoint incidents have generated news reports, public interest and 
questions concerning TSA's checkpoint and screening procedures. 
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There is a specific, imminent deadline and planned Congressional action, and a 
particularized public interest in relation to that Congressional debate and decision, in the 
specific information that is the subject of this request. Expedited processing is thus warranted. 

I certify that my statements concerning the need for expedited processing are true and 
correct to the best of my knowledge and belief. 

As I have made this request in th.Q capacity of a journalist, and the very reason for this 
appeal is that time is of the essence, and because the TSAhas already delayed beyond the 
statutory limits in acting on my request and providing notice of its receipt and action on my 
request (I did not receive confirmation of receipt of my request or ntoice of the denial of my 
request for expedited processing until today, 19 days after I assume the TSA received my e- 
mail on October 15th), I would appreciate your expediting the consideration of my appeal in 
every way possible. In any case, I will expect to receive your decision within 20 business days, 
as required by the statute. 




Edward Hasbrouck 



Consultant on travel-related issues 
The Identity Project 
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Edward Hasbrouck 

The Identity Project 

1736 Franklin Street, 9th Floor 

Oakland, CA 946 12 

edward@hasbrouck.org 
telephone 5 10-208-7744 



October 15, 2009 



Transportation Security Administration 
Freedom of Information Act (FOIA) Division 
TSA-20, East Tower 
601 South 12th Street 
Arlington, VA 22202-4220 

fax 571-227-1406 
FOIA.TSA@dhs.gov 



/FOIA REQUEST/ 

Fee benefit requested 
Fee waiver requested 
Expedited processing requested 

Dear FOIA Officer: 

Pursuant to the federal Freedom of Information Act, 5 U.S.C. § 552, 1 request access to 
and copies of the most recent version of the TSA's "Screening Management Standard 
Operating Procedures (SOP)", including any and all appendices, attachments, enclosures, 
supplements, updates, interpretive or guidance notes, usage instructions, or the like. Portions of 
an earlier version of this document were released by you in response to our FOIA request 
TSA08-0723. 

As a representative of the news media I am only required to pay for the direct cost of 
duplication after the first 100 pages. Through this request, I am gathering information on TSA 
procedures at checkpoints that is of current interest to the public because without this 
information, there is no way for members of the public to anticipate what to expect at TSA 
checkpoint or to know what actions by TSA employees or contractors or members of the public 
the TSA believes are permitted or required. This information is being sought on behalf of The 
Identity Project ("IDP"). IDP provides advice, assistance, publicity, and legal defense to those 
who find their rights infringed or their legitimate activities curtailed by demands for 
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identification, and builds public awareness about the effects of ID requirements on fundamental 
rights. IDP is a program of the First Amendment Project, a nonprofit organization providing 
legal and educational resources dedicated to protecting and promoting First Amendment rights. 

One of the principal activities of IDP is publication of the informational and educational 
Web site at <http://www.papersPlease.org>, where we have published documents obtained in 
response to our previous FOIA requests, including the portions of the Screening Management 
SOP previously released for dissemination to the general public. This information will also be 
publicized through my own Web site and blog of travel news, information, and advice,"The 
Practical Nomad", at <http://hasbrouck.org> and <http://hasbrouck.org/blog>, which has been a 
leading source of news concerning TS A practices, and in the sections concerning airport 
security in future editions of my book, "The Practical Nomad: How to Travel Around the 
World" (Avalon Travel, 4 th edition, 2007). 

Please waive any applicable fees. Release of the information is in the public interest 
because it will contribute significantly to public understanding of government operations and 
activities. There has been, and continues to be, extensive interest in what, if any, rules or 
procedures govern activities by the TSA, TSA contractors, third parties, and the public at TSA 
checkpoints. 

As we have reported on our Web site at <http://www.papersplease.org/wp/2009/06/04/ 
are-there-any-rules-at-aiiport-checkpoints/>, theTSA's Chief Privacy Officer has stated 
publicly, in response to our questions, that he does not know if there are any rules or 
regulations specifying what TSA employees or contractors, or travelers, are required or 
permitted to do at TSA checkpoints. To the best of our knowledge, and belief, there are no 
statutes, rules, or regulations specifying these procedures, rights, or obligations. 

In the absence of statutes or regulations, public disclosure and availability of the 
Screening Management SOP - as the Identity Project intends to make through publication on 
our Web site - is essential to any public understanding of TSA checkpoint operations, of what 
rights and authority the TSA claim, and of TSA expectations with respect to the conduct of TSA 
employees and contractors and of members of the public. 

If my request is denied in whole or part, I ask that you justify all deletions by reference 
to specific exemptions of the act. I will also expect you to release all segregable portions of 
otherwise exempt material. I, of course, reserve the right to appeal your decision to withhold 
any information or to deny a waiver of fees. 

Please provide expedited processing of this request which concerns a matter of urgency. 
As a journalist and public educator, I am primarily engaged in disseminating information. The 
public has an urgent need for information about TSA screening procedures because on 
September 17, 2009, President Obama nominated Enroll G. Southers to be to be an Assistant 
Secretary of Homeland Security for Transportation Security and Administrator of the TSA, as 
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reported at <http://www.wliitehouse.gov/tlie_press_office/Presidential-nominations-sent-to-tlie- 
Senate-9/17/09/>. Hearings on this nomination will be scheduled imminently in the Senate. 

TS A screening procedures are central to the duties of Administrator of the TSA. Public 
knowledge of current TSA screening procedures is essential for informed consideration of this 
nomination and for informed public input to their Senators concerning questions about these 
procedures to be asked, and issues to be discussed, by the Senate in advising and considering 
whether to consent to this appointment. I certify that my statements concerning the need for 
expedited processing are true and correct to the best of my knowledge and belief. Expedited 
processing of this request is essential if members of the public are to have time to review the 
current TSA screening procedures, formulate questions about them, and make those questions 
known to their Senators prior to the confirmation hearings or confirmation vote. 

Please respond as soon as possible to confirm your receipt of this request. I look 
forward to your complete reply within 20 business days, as the statute requires. 

Thank you for your assistance. 

Sincerely, 



Edward Hasbrouck 

Consultant on travel-related issues 
The Identity Project 
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October 26, 2009 

Mr. Edward Hasbrouck 
The Identity Project 
1736 Franklin Street, 9* Floor 
Oakland, CA 94612 

Re; TSAI0-00S2 

Dear Mr. Hasbrouck: 

This acknowledges receipt of your Freedom of fn format ion Act (FOIA) request to the 
Transportation Security Administration (TS A), dated October 15, 2009, and to your request for a 
waiver of all assessable FOIA fees and expedited treatment. Your request was received in this 
office on October 2 3< 2009. Specifically, you requested a copy of the most recent version of the 
TSA's "Screening Management Standard Operating Procedures (SOP). 

We have determined to waive an^r fees associated with the processing of your request. As it 
relates to your request for expedited treatment, your request Is denied. 

Under the DHS FOIA regulation, expedited processing of a FOf A request is warranted if the 
request involves "circumstances in Which the lack of expedited treatment could reasonably he 
expected to pose an imminent threat to the life or physical safety of an individual,' 1 6 C.F.R, § 
5,5(<i)(l)(i), or "an urgency tojnfbrrii the "public about an actual or alleged federal go vernnven!: 
activity, if made by a person primarily engaged in disseminating information," 6 C.F.R. § 
5.5(d)(i)(ii). Requesters (hat seek expedited processing must submit a statement explaining in 
detail the basis for the request, and that statement must be certified by the requester to be true 
and correct: 6 C.F.R, $ 5.5(d)(3), 

Your request for expedited processing is denied because you do not qualify for either category. 
You failed to demonstrate a particular urgency to inform the public about the government 
activity involved in the request beyond the public's right to know about government activity 
generally. Your letter was concjusory in nature and did not present any facts to justify a grant of 
expedited processing under the applicable standards. 

ff you deem the decision to deny expedited treatment of your request an adverse determination, 
you may exercise your appeal rights. In the event that you may wish to appeal (his determination 
an administrative appeal may be made in writing to Kjmberly Walton, Special Counselor, Office 
of the Special Counselor, Transportation Security Administration, 601 South 12 ,h Street, East 
Building, G7-121S, Arlington, VA 20598-6020. Your appeal must be submitted within 60 
days from (he date of this determination, ft should contain your FOIA request number and state, 
to the extent possible, the reasons why you believe (he initial determination should be reversed. 
In addition, the envelope in winch the appeal is mailed in should he prominently marked "FOTA 



Appeal." Please note the Special Counselor's determination will be administratively final. Your 
envelope and letter should be marked "Freedom of Information Aet Appeal." The implementing 
Department regulations establish the criteria under which the FOIA is administered. Copies of 
the FOIA and regulations are available at www.DHS.gov. 

Your request has been assigned reference number TSA 1 0-0052. Please refer to this identifier in 
any future correspondence. You may contact this office at 1-866-364-2872. 

Sincerely, 

Kevin J. Janet 
FOIA Officer 
Freedom of Information Act 



vmw.dhs.gov 



Walton, Kimberly 



Janet, Kevin <TSA FOiA> 

Saturday, November 07, 2009 2:43 PM 

Walton, Kimberly 

Re: Message from an unidentified caller () 



. b 5 

(b) (5) 



From: 
Sent: 
To: 
Subject: 



His request is dated 10/15, we opened the emailed copy/of request on 10/23 and by letter 
dated 16/26 we denied expedited processing. T ^nt^rim electronic copy of my letter on 11/3. 

This action by the foia office was within thafijBpusiness days rule for responding to request 
for expedited processing. Upon receipt of app! F we have 20 days to respond to the appeal. 



Original Message 

From: Walton, Kimberly 

To: Janet, Kevin <TSA FOIA>; 

Sent: Sat Nov 07 11:21:47 20< 

Subject: Re: Message from an unidentified caller () 



(b) (5) 



(b) (6) 




Did we respond to his initial request? 

Was the initial request for expedited processing? 

Did we respond to the request for expedited processing? 

What is he appealing? The request for expedited processing or ??? 

What is the time line for responding to an appeal? 

|»D we have his e-mail address? 
Kimberly Walton, Special Counselor 

Original Message 

From: Janet, Kevin <TSA F0IA> 

To: Walton, Kimberly 

Sent: Fri Nov 06 20:40:30 2009 

Subject: Re: Message from an unidentified caller () 



Original Message 

From: Walton, Kimberl 
To: 




met, Kevin <TSA FOIA> 
Sent: Fri Nov 06 19:35:09 2099 
Subject: Fw: Message from an unidentified caller () 




Kimberly Walton, Special Counselor 



Original Message 

From: Unity Voicemail System 

To: Walton, Kimberly 

Sent: Fri Nov 06 18:42:08 2009 

Subject: Message from an unidentified caller () 



Edward Hasbrouck 
The Identity Project 
1736 Franklin Street, 9th Floor 
Oakland, CA 94612 

edward@hasbrouck.org 
telephone 510-208-7744 

November 3, 2009 

Kimberly Walton, Special Counselor 
Office of the Special Counselor 
Transportation Scurity Administration 
601 South 12th St., EastBldg., E7-121S 
Arlington, VA 20598-6020 

FOIA Appeal (appeal of denial of expedited processing) 
Your reference number: TSA10-0052 

Dear Counselor Walton: 

This is an appeal under the Freedom of Information Act, 5 U.S.C. § 552. 

On October 15, 2009 1 made a FOIA request by e-mail (received, I presume, the same 
day) to FOIA.TSA@dhs.gov and by Express Mail (which should have been delivered the next 
day, October 16, 2009) to your agency for the TSA's "Screening Management Standard 
operating Procedures (SOP)". Today, November 3, 2009, 1 received by e-mail a copy of a letter 
dated October 26, 2009 from your agency denied my request for expedited processing on the 
grounds that "You failed to demonstrate a particular urgency to inform the public about 
government activity involved in the request beyond the public's right to know about 
government activity generally. Your letter was conclusory in nature and did not present any 
facts to justify a. grant of expedited processing under the applicable standards." Copies of my 
request and the denial of expedited processing are enclosed. 

I appeal the denial of expedited processing of my request. 

With respect to the urgency to inform the public, contrary to the claim that my request 
was "conclusory in nature an did not present any facts", I stated in my request that, "The 
public has an urgent need for information about TSA screening procedures because on 
September 17, 2009, President Obama nominated Erroll G. Southers to be to be an Assistant 
Secretary of Homeland Security for Transportation Security and Administrator of the TSA, as 
reported at <http://www.whitehouse.gov/thej3ress_office/Presidential-nominations-sent-to-the- 
Senate-9/17/09/>. Hearings on this nomination will be scheduled imminently in the Senate." 
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One hearing on the nomination of Mr. Southers was held by the Senate Commerce and 
Transportation Committee the same day as my original request, as reported at 
<http://commerce.senate.g0v/public/M 

=d23a8966-0f34-4dde-9acd-19b5b6d94932> and as we reported on our Web site at 
<http://www.papersplease.org/wp/2009/10/21/softball-questions-for-tsa-nominee/>. 

A second hearing has now been scheduled for November 10, 2009, by the Senate 
Committee on Homeland Security, as announced at <http://hsgac.senate.gov/public/index.crm? 
FuseAction=Hearings.Hearing&Hearing_id=2739634c-ff5f-4ad5-9c7d-5ba05043bc39>andas 
we have reported on our Web site at <http://www.papersplease.Org/wp/2009/l 1/02/tsa- 
norninee-up-for-senate-questioning-november- 1 0th/>. 

That hearing on November 10 th , just a week from today, will likely be the final 
opportunity for Senators, on behalf of the public, to ask questions about the views of nominee 
concerning issues of public concern, including TS A policies contained in the documents at 
issue, before the Senate votes on whether to approve the nomination. 

The most common interaction of the TSA with the public is at screening checkpoints at 
airports, and both the most important and the most controversial of TSA policies and practices 
are the checkpoint procedures described in the "Screening Management SOP" which is the 
subject of this request. The public needs to know what is in the Screening Management SOP 
before November 10 th , in order to evaluate the position of the nominee concerning the SOP, to 
formulate questions for their Senators to ask at the hearing, and to inform their opinions and 
recommendations to their Senators concerning whether to approve the nomination. 

The importance of screening procedures to public evaluation of the TSA, and public 
input concerning questions to be asked of the nominee for TSA administrator, was further 
highlighted this week by the release of a GAO report raising questions about TSA screening 
procedures, <http://www.gao.gov/new.items/dl0128.pdf>. That report received widespread 
news coverage such as the Associated Press report, "Audit: Airport screening needs more risk 
study", by Eileen Sullivan, October 29, 2009, available at 
<http://www.msnbc.msn.com/id/33540543/ns/travel-news/>. 

A single incident at a screening checkpoint, which the TSA itself acknowledged in its 
official blog was "in the news", prompted 574 comments from the public on two entries in the 
TSA's official blog at < http://www.tsa.gov/blog/2009/06/st-louis-incident-update.html> and 
<http://www.tsa.gov/blog/2009/04/incident-at-st-louis-international.html>. Most of those 
comments directly concerned the question of what are TSA standard operating procedures. 

Numerous other checkpoint incidents have generated news reports, public interest and 
questions concerning TSA's checkpoint and screening procedures. 
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There is a specific, imminent deadline and planned Congressional action, and a 
particularized public interest in relation to that Congressional debate and decision, in the 
specific information that is the subject of this request. Expedited processing is thus warranted. 

I certify that my statements concerning the need for expedited processing are true and 
correct to the best of my knowledge and belief. 

As I have made this request in the capacity of a journalist, and the very reason for this 
appeal is that time is of the essence, and because the TSA has already delayed beyond the 
statutory limits in acting on my request and providing notice of its receipt and action on my 
request (I did not receive confirmation of receipt of my request or ntoice of the denial of my 
request for expedited processing until today, 19 days after I assume the TSA received my e- 
mail on October 15th), I would appreciate your expediting the consideration of my appeal in 
every way possible. In any case, I will expect to receive your decision within 20 business days, 
as required by the statute. 

Sincerely, 




m 

Edward Hasbrouck 

Consultant on travel-related issues 
The Identity Project 
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Edward Hasbrouck 
The Identity Project 
1736 Franklin Street, 9th Floor 
Oakland, CA 94612 

edward@hasbrouck. org 
telephone 510-208-7744 



October 15, 2009 



Transportation Security Administration 
Freedom of Information Act (FOIA) Division 
TSA-20, East Tower' 
601 South 12th Street 
Arlington, VA 22202-4220 

fax 571-227-1406 t 

FOIA.TSA@dhs.gov 



FOIA REQUEST 

Fee benefit requested 
Fee waiver requested 
Expedited processing requested 

Dear FOIA Officer: 



Pursuant to the federal Freedom of Information Act, 5 U.S.C. § 552, 1 request access to 
and copies of the most recent version of the TSAs "Screening Management Standard 
Operating Procedures (SOP)", including any and all appendices, attachments, enclosures, 
supplements, updates, interpretive or guidance notes, usage instructions, or the like. Portions of 
an earlier version of this document were released by you in response to our FOIA request 
TSA08-0723. 

As a representative of the news media I am only required to pay for the direct cost of 
duplication after Hie first 100 pages. Through this request, I am gathering information on TSA 
procedures at checkpoints that is of current interest to the public because without this 
information, there is no way for members of the public to anticipate what to expect at TSA 
checkpoint or to know what actions by TSA employees or contractors or members of the public 
the TSA believes are permitted or required. This information is being sought on behalf of The 
Identity Project ('TOP"). IDP provides advice, assistance, publicity, and legal defense to those 
who find their rights infringed or their legitimate activities curtailed by demands for 

The Identity Project FOIA request for TSA Screening Management SOP (page 1 of 3) 
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Walton, Kimberly 



From: 
Sent: 
To: 
Subject: 



Janet, Kevin <TSA FOIA> 

Saturday, November 07, 2009 2:43 PM 

Walton, Kimberly 

Re: Message from an unidentified caller () 




His request is dated 10/15, we opened the emailed copy of request on 18/23 and by letter 
dated 10/26 we denied expedited processing. I sen t him electronic copy of my letter on 11/3. 
This action by the foia office was within the|J2IBJbusiness days rule for responding to request 
for expedited processing. Upon receipt of appeal we have 20 days to respond to the appeal. 




Original Message 

From: Walton, Kimberly 

To: Danet, Kevin <TSA FOIA>; 

Sent: Sat Nov 07 11:21:47 200T 

Subject: Re: Message from an unidentified caller () 



(b) (6) 



Did we respond to his initial request? 

Was the initial request for expedited processing? 

Did we respond to the request for expedited processing? 

What is he appealing? The request for expedited processing or ??? 

What is the time line for responding to an appeal? 

Do we have his e-mail address? 




Kimberly Walton, Special Counselor 



Original Message 

From: Janet, Kevin <TSA F0IA> 

To: Walton, Kimberly 

Sent: Fri Nov 06 20:40:30 2009 

Subject: Re: Message from an unidentified caller () 



Original Message 

Fro m: Walton. KimbeKb 
To:_ 

lanetj Kevin <TSA FOIA> 
Sent: Fri Nov 06 19:35:09 2009 
Subject: Fw: Message from an unidentified caller () 




(b) (5) 



Kimberly Walton, Special Counselor 



Original Message 

From: Unity Voicemail System 

To: Walton, Kimberly 

Sent: Fri Nov 06 18:42:08 2009 

Subject: Message from an unidentified caller () 



Edward Hasbrouck 
The Identity Project 
1736 Franklin Street, 9th Floor 
Oakland, CA 94612 

edward@hasbrouck.org 
telephone 510-208-7744 



October 15, 2009 



Transportation Security Administration 
Freedom of Information Act (FOIA) Division 
TSA-20, East Tower 
601 South 12th Street 
Arlington, VA 22202-4220 

fax 571-227-1406 
FOIA.TSA@dhs.gov 



FOIA REQUEST 

Fee benefit requested 
Fee waiver requested 
Expedited processing requested 

Dear FOIA Officer: 

Pursuant to the federal Freedom of Information Act, 5 U.S.C. § 552, 1 request access to 
and copies of the most recent version of the TSA's "Screening Management Standard 
Operating Procedures (SOP)", including any and all appendices, attachments, enclosures, 
supplements, updates, interpretive or guidance notes, usage instructions, or the like. Portions of 
an earlier version of this document were released by you in response to our FOIA request 
TSA08-0723. 

As a representative of the news media I am only required to pay for the direct cost of 
duplication after the first 100 pages. Through this request, I am gathering information on TSA 
procedures at checkpoints that is of current interest to the public because without this 
information, there is no way for members of the public to anticipate what to expect at TSA 
checkpoint or to know what actions by TSA employees or contractors or members of the public 
the TSA believes are permitted or required. This information is being sought on behalf of The 
Identity Project ("IDP"). IDP provides advice, assistance, publicity, and legal defense to those 
who find their rights infringed or their legitimate activities curtailed by demands for 
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identification, and builds public awareness about the effects of ID requirements on fundamental 
rights. IDP is a program of the First Amendment Project, a nonprofit organization providing 
legal and educational resources dedicated to protecting and promoting First Amendment rights. 

One of the principal activities of IDP is publication of the informational and educational 
Web site at <http://www.papersPlease.org>, where we have published documents obtained in 
response to our previous FOIA requests, including the portions of the Screening Management 
SOP previously released for dissemination to the general public. This information will also be 
publicized through my own Web site and blog of travel news, information, and advice,"The 
Practical Nomad", at <http://hasbrouck.org> and <http://hasbrouck.org/blog>, which has been a 
leading source of news concerning TS A practices, and in the sections concerning airport 
security in future editions of my book, "The. Practical Nomad: How to Travel Around the 
World" (Avalon Travel, 4 th edition, 2007). 

Please waive any applicable fees. Release of the information is in the public interest 
because it will contribute significantly to public understanding of government operations and 
activities. There has been, and continues to be, extensive interest in what, if any, rules or 
procedures govern activities by the TSA, TSA contractors, third parties, and the public at TS A 
checkpoints. 

As we have reported on our Web site at <http://www.papersplease.org/wp/2009/06/04/ 
are-there-any-rules-at-airport-checkpoints/>, the TSA's Chief Privacy Officer has stated 
publicly, in response to our questions, that he does not know if there are any rules or 
regulations specifying what TSA employees or contractors, or travelers, are required or 
permitted to do at TSA checkpoints. To the best of our knowledge, and belief, there are no 
statutes, rules, or regulations specifying these procedures, rights, or obligations. 

In the absence of statutes or regulations, public disclosure and availability of the 
Screening Management SOP -- as the Identity Project intends to make through publication on 
our Web site -- is essential to any public understanding of TSA checkpoint operations, of what 
rights and authority the TSA claim, and of TSA expectations with respect to the conduct of TSA 
employees and contractors and of members of the public. 

If my request is denied in whole or part, I ask that you justify all deletions by reference 
to specific exemptions of the act. I will also expect you to release all segregable portions of 
otherwise exempt material. I, of course, reserve the right to appeal your decision to withhold 
any information or to deny a waiver of fees. 

Please provide expedited processing of this request which concerns a matter of urgency. 
As a journalist and public educator, I am primarily engaged in disseminating information. The 
public has an urgent need for information about TSA screening procedures because on 
September 17, 2009, President Obama nominated Erroll G. Southers to be to be an Assistant 
Secretary of Homeland Security for Transportation Security and Administrator of the TSA, as 

The Identity Project FOIA request for TSA Screening Management SOP (page 2 of 3) 



reported at <http://www.whitehouse.gov/tlie j3ress_office/Presidential-nominations-sent-to-the- 
Senate-9/17/09/>. Hearings on this nomination will be scheduled imminently in the Senate. 

TSA screening procedures are central to the duties of Administrator of the TSA. Public 
knowledge of current TSA screening procedures is essential for informed consideration of this 
nomination and for informed public input to their Senators concerning questions about these 
procedures to be asked, and issues to be discussed, by the Senate in advising and considering 
whether to consent to this appointment. I certify that my statements concerning the need for 
expedited processing are true and correct to the best of my knowledge and belief. Expedited 
processing of this request is essential if members of the public are to have time to review the 
current TSA screening procedures, formulate questions about them, and make those questions 
known to their Senators prior to the confirmation hearings or confirmation vote. 

Please respond as soon as possible to confirm your receipt of this request. I look 
forward to your complete reply within 20 business days, as the statute requires. 

Thank you for your assistance. 

Sincerely, 




Edward Hasbrouck 

Consultant on travel-related issues 
The Identity Project 
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Security 
Administration 



October 26, 2009 



Mr. Edward Hasbrouck 
The Identity Project 
1736 Franklin Street, 9 th Floor 
Oakland, CA 94612 

Re; TSA1 0-0052 

Dear Mr. Hasbrouck: 

This acknowledges receipt of your Freedom of Information Act (FOIA) request to the 
Transportation Security Administration (TS A), dated October 15, 2009, and to your request for a 
waiver of all assessable FOIA fees and expedited treatment. Your request was received in this 
office on October 23, 2009. Specifically, you requested a copy of the most recent version of the 
TSA's "Screening Management Standard Operating Procedures (SOP). 

We have determined to waive any fees associated with the processing of your request. As it 
relates to your request for expedited treatment, your request is denied. 

Under the DHS FOIA regulation, expedited processing of a FOIA request is warranted if the 
request involves "circumstances in which the lack of expedited treatment could reasonably be 
expected to pose an imminent threat to the life or physical safety of an individual," 6 C.F.R. § 
5.5(d)(l)(i), or "an urgency to inform the public about an actual or alleged federal government 
activity, if made by a person primarily engaged in disseminating information/' 6" C.F.R. § 
5.5(d)(l)(ii). Requesters that seek expedited processing must submit a statement explaining in 
detail the basis for the request, and thatstatement must be certified by the requester to be true 
and correct. 6 C.F.R. § 5.5(d)(3). 

Your request for expedited processing is denied because you do not qualify for either category. 
You failed to demonstrate a particular urgency to inform the public about the government 
activity involved in die request beyond the public's right to know about government activity 
generally. Your letter was conelusory in nature and did not present any facts to justify a grant of 
expedited processing under the applicable standards. 

If you deem the decision to deny expedited treatment of your request an adverse determination, 
you may exercise your appeal rights. In the event that you may wish to appeal (his determination 
an administrative appeal may be made in writing to Kimberly Walton, Special Counselor, Office 
of the Special Counselor, Transportation Security Administration, 601 South 12 n Street, East 
Building, E7-121S, Arlington, VA 20598-6020. Your appeal must be submitted within 60 
days from the date of this determination, ft should contain your FOIA request number and slate, 
to the extent possible, the reasons why you believe the initial determination should be reversed. 
In addition, the envelope in which the appeal is mailed in should be prominently marked "FOIA 



Appeal." Please note the Special Counselor's determination will be administratively final Your 
envelope and letter should be marked "Freedom of Information Act Appeal. u The implementing 
Department regulations establish the criteria under which the FOJA is administered. Copies of 
the FOIA and regulations are available at www.DHS.gov. 

Your request has been assigned reference number TSAI 0-0052. Please refer to this identifier in 
any future correspondence. You may contact this office at 1-866-364-2872. 

Sincerely, 

Kevin J. Janet 
FOIA Officer 
Freedom of Information Act 



www.d lis.gov 




U.S. Department of liomclniul Security 

Office of the Special Counselor 
601 South 12"' Street 
AriiiJj>toii,VA20598-f><03 

Transportation 
., ; «B Security 
K W^y Administration 



Bdward Hasbrouck FOIA Appeal Case Number: TSA10-0052 

The Identity Project 

1736 Franklin Street, 9 th Floor 

Oakland C A 94612 

Dear Mr. Hasbrouck: 

This is in response to your letter appealing the October 26, 2009 denial of expedited processing on 
your request for the Transportation Security Administration (TS A) Screening Management 
Standard Operating Procedures (Screening SOP). In your original request, you assert that the 
public has "no way" to anticipate what to expect at an airport screening checkpoint, and that the 
information is needed prior to the confirmation hearings for the new nominee for TSA 
Administrator. As discussed below, I do not agree with your conclusion that there is an urgency to 
inform the public as to the contents of the Screening SOP. 

As you state in your letter of November 3, 2009, your request was fust submitted to TSA on the 
same day as the first confirmation hearing and expedited processing clearly would not serve any 
public purpose. Moreover, the Screening SOP has been in existence for years, public interaction 
with the screening process has been a daily experience for millions of passengers for years, there 
is extensive information on the TSA website on what the public can expect as part of the screening 
process r www.tsa.gov ), and the fact that there would be a nominee for TSA Administrator that 
would have to undergo a confirmation process has been public knowledge for months. Your 
decision to request the SOP a full month after the announcement of the nomination of 
Mr. Southers to be TSA Administrator and so close to the confirmation hearings does not create 
any greater urgency for the document that warrants expedited processing. Further, the Screening 
SOP contains Sensitive Security Information (SSI) protected from disclosure under the Freedom 
of Information Act under 49 USC 1 14(r) and its implementing regulations at 49 CFR Part 1 520, 
and cannot be posted on your website for public viewing as you intend. 

Based on the foregoing, I deny your appeal. This is the final decision on your appeal. I am the 
Transportation Security Administration official responsible for this decision. Should you choose 
to do so, you may seek judicial review of this decision pursuant to the provisions of 5 U.S.C. §. 
552(a)(4)(B) in the United States District Court in the district in which you reside, or in which the 
agency records are situated, or in the District of Columbia. 

Sincerely, 




Kimberly Walton 
Special Counselor 
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Edward Hasbrouck 

The Identity Project 

1736 Franklin Street, 9th Floor 

Oakland, CA 94612 

edward@hasbrouck.org 
telephone 510-208-7744 



October 15, 2009 



Transportation Security Administration 
Freedom of Information Act (FOIA) Division 
TSA-20, East Tower " 
601 South 12th Street 
Arlington, VA 22202-4220 

fax 571-227-1406 
FOIA.TSA@dhs.gov 



FOIA REQUEST 

Fee benefit requested 
Fee waiver requested 
Expedited processing requested 

Dear FOIA Officer: 

Pursuant to the federal Freedom of Information Act, 5 U.S.C. § 552, 1 request access to 
and copies of the most recent version of the TSA's "Screening Management Standard 
Operating Procedures (SOP)", including any and all appendices, attachments, enclosures, 
supplements, updates, interpretive or guidance notes, usage instructions, or the like. Portions of 
an earlier version of this document were released by you in response to our FOIA request 
TSA08-0723. 

As a representative of the news media I am only required to pay for the direct cost of 
duplication after the first 100 pages. Through this request, I am gathering information on TSA 
procedures at checkpoints that is of current interest to the public because without this 
information, there is no way for members of the public to anticipate what to expect at TSA 
checkpoint or to know what actions by TSA employees or contractors or members of the public 
the TSA believes are permitted or required, This information is being sought on behalf of The 
Identity Project ("IDP"). IDP provides advice, assistance, publicity, and legal defense to those 
who find their rights infringed or their legitimate activities curtailed by demands for 
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U.S. Department of Homeland Security 

Office of the Special Counselor 
601 South 12* Street 
Arlington, VA 20598-6033 

0wlm Transportation 
Security 
Administration 



DEC - 9 2010 

FOIA Appeal Case Number: TSA10-0052 



Mr. Edward Hasbrouck 
The Identity Project 
1736 Franklin Street, 9 th Floor 
Oakland, CA 94612 

Dear Mr, Hasbrouck: 

This letter is in response to your letter dated August 3, 2010, in which you appealed the 
Transportation Security Administration's (TSA) denial of your Freedom of Information Act 
(FOIA) request. Specifically, you have challenged the assertion of FOIA Exemptions b(2) and 
b(3) of the FOIA. For the reasons provided below, I am denying your appeal and affirming the 
application of Exemptions b(2) and b(3) to the withheld information. 

In denying your request in full, TSA stated that the Screening Management SOP is being withheld 
in its entirety pursuant to Exemptions b(2) and b(3) of the FOIA. Furthermore, in describing, the 
application of Exemption b(2) to the specific records, the FOIA Office stated that "certain portions 
of the requested records are properly withheld from disclosure as 'high 2' information." You 
argue that exemption b(2) does not apply since the impact of the SOP affects members of the 
public, and that TSA should segregate and release any reasonably segregable information. There 
is no question that the Screening Management SOP is an internal document the release of which 
risks circumvention of agency rules applicable to screening. The applicable test under the FOIA 
does not look to the impact the document may have on the public, but rather whether the 
document is an internal document, and if so, whether its release would risk circumvention of 
agency rules or regulations. 

The FOIA Office also asserted Exemption b(3) to withhold information as Sensitive Security 
Information (SSI) pursuant to 49 USC 1 14(r) and its implementing regulations. TSA made a 
determination that the entire SOP is SSI notwitiistanding portion-marking of earlier versions. You 
argue that the document was placed on a government website with redactions that could be 
manipulated to reveal the redacted content. Improper redaction of the SOP that resulted in an 
unauthorized disclosure does not change the analysis under the FOIA. 

This is the final decision on your appeal. I am the Transportation Security Administration official 
responsible for this decision. Should you choose to do so, you may seek judicial review of this 
decision pursuant to the provisions of 5 U.S.C. § 552(a)(4)(B) in the United States District Court 



2 



in the district in which you reside, or in which the agency records are situated, or in the District of 
Columbia, 



Sincerely, 

./ i ' 






Kimberly Walton 
Special Counselor 



www.tsa.gov 
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From: 

Sent: - -iougmh|^J^p09 11:27 AM 

Subject: NE^OIATASKIN^CASE#TSA1()-0052) 



Good morning | 

Please review the attachment below: 



10 0052 Tasking 
sheet, Request... 

Identify any Information in the responsive records you found during your search that you believe should be 
withheld, and explain why you believe its release would be harmful. Forward all responses along with the 
completed tasking sheet. Please return the completed tasking sheet to me even if there are no responsive records 
found. We need it for our files. 

Thank you In advance. 



FOIA Assistant 
I Transportation Security Administration HQ {TSA) 

Office of Special Counselor (OSC) 

Freedom of Info rmation Act Office (FOiA) 
§ Direct: 571.227.mfl 

Main: 866.364.2872 

Fax: 671.227.1406 






^% Transportation 
IjS purity 



FOIA Request Certification 



INSTRUCTIONS: FOIA Points-of-Contact (POCs) will complete Section II and forward responsive records 
by mall to the TSA Headquarters FOIA Office, TSA-20, or by e-mail to the tasking individual, unless 
otherwise noted and explained below. If the search identifies TSA has a large volume of responsive 
records, FOIA POCs must contact the FOIA Office as soon as possible following receipt of this issued form 
to provide a cost estimate prior to continuing to process the request. Questions should be directed to the 
FOIA Office at (571) 227-2300, 866-FOIA-TSA (866-364-2872). 



SECTION I: CASE SUSPENSE & IDENTIFICATION 



FOIA OFFICE USE ONLY 



F OIA POC response requlrod on or before:. 11/0 9/09 
FOIA POCs [direct e-mails replies <o7| 
FOIA Case No.rTSAI 0-0052 . 



Action Office(s): TSA-29 




Date: -11/03/09 



Request Received From : Edwa idji asbro uck of T he I dentity Pro jc c t_. 



Requester Seeks: (see attached request for further doscn'plion) 



SECTION II: -FO A POC 



Name: 



Phone No. 



Tille: 



Part g.XRo c onwV etidatl ons (Check al! Itial epplyehdpmWoapprbpnM&^Wonsesy^-:: 



□ 



1. Release all responsive records, (identify records and from where retrieved) 



2. Withhold select responsive records, (explain) 



a 



3. Withhold all responsive records, (explain) 



D 



4. No responsive records. Search failed to identify and/or locate responsive records, (explain) 



□ 



□ 



5. Recommend FOIA Office contact the following DHS Component, TSA Office and/ or individuals, identified, 
in order to search for responsive records. (Identify) 






Search Time (hrs.) /Pay Band 

_. 



/ 



Processing Time (hrs.) / Pay Band 



/ 



/ 



/ 



.— — : ,.. '- : ■ —.. ' . .. ' ■■ ■ — ■■ — ■■ -.-- ..:: - -—' ■■ - ■ ■- : - - • ■ .--^r-r-.Tg'; .'- ■ -.■ ..- .-■•-— 

PART D. Response Certification --":-_ 



Attorney Time (his.) I Pay Band^ 



/ 



/ 



i certify that a search reasonably calculated to uncover all responsive records, paper and electronic, has been conducted and a!i 
responsive records have been reviewed, copied and provided to the HQ FOIA Office -TSA-20, or otherwise noted with explanations and/or 
recommendations provided herein. 



FOIA POC S ignat ure : 



Date: 



TSA Form 360 1, 2/09 [File: 3600.1.2] 



Edward Hasbrouck 

The Identity Project 

1736 Franklin Street, 9th Floor 

Oakland, CA 94612 

edward@hasbrouck.org 
telephone 510-208-7744 



October 15, 2009 



Transportation Security Administration 
Freedom of Information Act (FOIA) Division 



TSA-20, East Tower TSAF0IA DIVISION - V ■•& '£>. ^_ 

601 South 12th Street ^^ill^Jft^ 

fax 571-227-1406 SUSPENSE 0-Mt-.J-l|-D-O)^- u 



ou i sown i ^n sireer ,. r v5t m _ v *rjy^z.f-=r 

Arlington, VA 22202-4220 l " J \ . VpA^^A^ 



SUSPEHStOATli-..l-l-[-0- 
FOIA.TSA@dhs.gov SPECIAL INSTRUCViOHS: 



FOIA REQUEST 

Fee benefit requested 
Fee waiver requested 
Expedited processing requested 

Dear FOIA Officer: 

Pursuant to the federal Freedom of Information Act, 5 U.S.C. § 552, 1 request access to 
and copies of the most recent version of the TSA's "Screening Management Standard 
Operating Procedures (SOP)", including any and all appendices, attachments, enclosures, 
supplements, updates, interpretive or guidance notes, usage instructions, or the like. Portions of 
an earlier version of this document were released by you in response to our FOIA request 
TSA08-0723. 

As a representative of the news media I am only required to pay for the direct cost of 
duplication after the first 100 pages. Through this request, I am gathering information onTSA 
procedures at checkpoints that is of current interest to the public because without this 
information, there is no way for members of the public to anticipate what to expect at TSA 
checkpoint or to know what actions by TSA employees or contractors or members of the public 
the TSA believes are permitted or required. This information is being sought on behalf of The 
Identity Project ("IDP"). 1DP provides advice, assistance, publicity, and legal defense to those 
who find their rights infringed or their legitimate activities curtailed by demands for 
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identification, and builds public awareness about the effects of ID requirements on fundamental 
rights. 1DP is a program of the First Amendment Project, a nonprofit organization providing 
legal and educational resources dedicated to protecting and promoting First Amendment rights. 

One of the principal activities oflDP is publication of the informational and educational 
Web site at <http://www.papersPtease.org>, where we have published documents obtained in 
response to our previous FOIA requests, including the portions of the Screening Management 
SOP previously released for dissemination to the general public. This information will also be 
publicized through my own Web site and blog of travel news, information, and advice/The 
Practical Nomad", at <http://hasbrouck.org> and <http://liasbrouck.org/blog>, which has been a 
leading source of news concerning TSA practices, and in the sections concerning airport 
security in future editions of my book, "The Practical Nomad: How to Travel Around the 
World" (Avalon Travel, 4 ,h edition, 2007). 

Please waive any applicable fees. Release of the information is in the public interest 
because it will contribute significantly to public understanding of government operations and 
activities. There has been, and continues to be, extensive interest in what, if any, rules or 
procedures govern activities by the TSA, TSA contractors, third parties, and the public at TSA 
checkpoints. 

As we have reported on our Web site at <http://www.papersplease.org/wp/2009/06/04/ 
are-there-any-rules-at-airport-checkpoints/>, theTSA's Chief Privacy Officer has stated 
publicly, in response to our questions, that he does not know if there are any rules or 
regulations specifying what TSA employees or contractors, or travelers, are required or 
permitted to do at TSA checkpoints. To the best of our knowledge, and belief, there are no 
statutes, rules, or regulations specifying these procedures, rights, or obligations. 

In the absence of statutes or regulations, public disclosure and availability of the 
Screening Management SOP - as the Identity Project intends to make through publication on 
our Web site - is essential to any public understanding of TSA checkpoint operations, of what 
rights and authority the TSA claim, and of TSA expectations with respect to the conduct of TSA 
employees and contractors and of members of the public. 

If my request is denied in whole or part, I ask that you justify all deletions by reference 
to specific exemptions of the act. 1 will also expect you to release all segregable portions of 
otherwise exempt material. 1, of course, reserve the right to appeal your decision to withhold 
any information or to deny a waiver of fees. 

Please provide expedited processing of this request which concerns a matter of urgency. 
As a journalist and public educator, 1 am primarily engaged in disseminating information. The 
public has an urgent need for information about TSA screening procedures because on 
September 17, 2009, President Obama nominated Erroll G. Southers to be to be an Assistant 
Secretary of Homeland Security for Transportation Security and Administrator of the TSA, as 
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reported at <http://svw\v.\vhitehouse.gov/the_press_office/Presidential-nominations-sent-to-the- 
Senate-9/17/09/>. Hearings on this nomination will be scheduled imminently in the Senate. 

TSA screening procedures are central to the duties of Administrator of the ISA. Public 
knowledge of current TSA screening procedures is essential for informed consideration of this 
nomination and for informed public input to their Senators concerning questions about these 
procedures to be asked, and issues to be discussed, by the Senate in advising and considering 
whether to consent to this appointment. I certify that my statements concerning the need for 
expedited processing are true and correct to the best of my knowledge and belief. Expedited 
processing of this request is essential if members of the public are to have time to review the 
current TSA screening procedures, formulate questions about them, and make those questions 
known to their Senators prior to the confirmation hearings or confirmation vote. 

Please respond as soon as possible to confirm your receipt of this request. I look 
forward to your complete reply within 20 business days, as the statute requires. 

Thank you for your assistance. 

Sincerely, 



Edward Hasbrouck 

Consultant on travel-related issues 
The Identity Project 
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From: . Edward Hasbrouck [edward@hasbrouck.org] 

Sent: Wednesday, October 21, 2009 2:34 PM 

To: Foia 

Subject: delivery problem a with FOIA request 

Attachments: Attachment information.; TSA-FOIA-screeningSOP.pdf 

Please reply to confirm your receipt of the attached FOIA request and request for expedited 
processing, as sent by e-mail and Express Hail last Thursday. 

Please also confirm your address for physical delivery of FOIA requests. 

According to the Postal Service, they have been unsuccessful for almost a week in attempting 
to delivery the copy of my request sent to the address listed for FOIA requests on your Web 
site. As you can see from the tracking detail below, the Postal Service says that the 
receipient had my FOIA requests forwarded (I don't know why or to where), and has left 
notices without it being claimed. My request was addressed to: 

Transportation Security Administration 

Freedom of Information Act (FOIA) Division TSA-20, East Tower 

601 South 12th Street 

Arlington, VA 22202-4220 

If TSA is not accepting postal delivery of FOIA requests at this address, please let me know 
the correct address to which to send them 

Many thanks, 

Edward Hasbrouck 

-- Forwarded message follows 

Date sent: Tue, 20 Oct 2009 23:29:39 -0500 (CDT) 

To: edwardjShasbrouck.orfi 

From: "U.S._Postal_Service_"<U,S._Postal_Service@usps.com> 

subject: USPS Shipment Info for EH85 1598 474U S 

This is a post-only message. Please do not respond. 

Edward Hasbrouck has requested that you receive the current Track & Confirm information, as 
shown below. 

Current Track & Confirm e-mail information provided by the U.S. Postal Service. 

Label Number: EH85 1598 474U S 

Service Type: Express Mail PO-Add 

Shipment Activity Location Date & 

Time 

Notice Left ARLINGTON VA 22202 

10/19/09 ll:51am 






Notice Left 
11:48am 

Forwarded 
11:11am 



ARLINGTON VA 22202 



ARLINGTON VA 22282 



Arrival at Post Office ARLINGTON VA 22282 
11:11am 



Acceptance 
2:51pm 



SAN FRANCISCO CA 94118 



Processed through Sort SAN FRANCISCO CA 94128 
1:33pm Facility 



18/19/69 
18/16/89 
10/16/89 
18/15/09 
18/15/89 



For more information, or if you have additional questions on Track a Confirm services and 
features, please visit the Frequently Asked Questions 
(FAQs) section of our Track & Confirm site at 
http://ww-j.usps.com/shipping/trackandconfirmfaqs.htm 



End of forwarded message 



Edward Hasbrouck 
< edward(3hasbrouck ■ org > 
< http : //hasbrouck . org > 
+1-415-824-8214 



"The Practical Nomad: How to Travel Around the World" 
(4th edition 2887) 

"The Practical Nomad Guide to the Online Travel Marketplace' 
< http : //www . practicalnomad . com > 

Around-the-World and multi-stop international air tickets: 
< http://hasbrouck.org/tickets/ > 




U.S. Department of Homeland Security 
Arlington, VA 22202 

Transportation 

Security 

Administration 



Date : November 20, 2009 

Subject: FOIA: TSA1 0-0052 



From: 



To: 



Director, SSI Office 

Office of the Special Counselor 

Kevin Janet, FOIA Officer, FOIA/PA Division 
Transportation Security Administration 



Per your request, the attached file has been reviewed for Sensitive Security Information (SSI). 
The information identified as SSI reveals security screening information. Therefore, the 
information in the file should be withheld under FOIA Exemption 3-49 CFR 1520.5(9)(i). 
Please note that additional FOIA exemptions might apply to other portions of the documents. 

Our shorthand for redaction citations, as you know, is to note the paragraph within 49 CFR 
1 520.5(b). Thus, for example: (6)(i) means Exemption 3-49 CFR 1 520.5(b)(6)(f). The term 
"RLS" is shorthand for release, meaning to "ignore any previous SSI redactions because this 
information is not SSI and Exemption 3 does not apply"; the term "WIF" is shorthand for 
"withhold this entire page [or document] in full"; "RIF" means "this entire page [or document] is 
not SSI and Exemption 3 does not apply." 

If, during your review or that of the Office of Chief Counsel (OCC), any questions arise 
regarding the recommendations made by this office, please feel free to contact us on extension 7- 

3513. .'.':: 



Attachments: TS A 10-0052 



www.tsa.gov. 






U.S. Department of l-fotitcJand Security 

Freedom of Information Act Office 
Arlington, VA 20598-6020 




TSA Case Number: TSA10-0134 



Mr. Edward Hasbrouck 

The Identity Project DEC 1 5 2010 

1736 Franklin Street, 9 th Floor 

Oakland, CA 94612 

Dear Mr. Hasbrouck: 

This letter is in response to your Freedom of Information Act (FOIA) request dated 
December 10, 2009, that you made to the Transportation Security Administration (TSA). 
You requested information pertaining to TSA's Operations Directives or Management 
Directives. Specifically, you requested the following: 

1. The TSA's "Screening Checkpoint Standard Operating Procedures (SOP) 1 ' 

2. The TSA's "Checked Baggage Screening Standard Operating Procedures (SOP)" 

3. Each of the TSA "Notices of Inspection (NOI)" 

4. The TSA's "Frequently Asked Questions (FAQ) that may be accessed by Training 
Coordinators and TSMs" 

5. TSA Operations Directive 400-50-1-8, Travel Document Checker Implementation 
Procedures" and any other TSA Operations Directives or Management Directives 
related to "travel documents", travel document checking, ID checking, or identity 
verification. 

6. The list and index of TSA Operations Directives 

7. The list and index of TSA Management Directives 

Your request was processed pursuant to the FOIA, 5 U.S.C. § 552. 

We have completed our search and review of documents (916 pages) in response to items 
1, 2, 4 and 6 of your request. These documents are being withheld in their entirety under 
Exemptions "high 2", 3 and 6 of the FOIA. An explanation of each of these exemptions is 
outlined below. 

In response to item 5 of your request we located documents (12 pages) of which portions 
are being withheld under Exemptions "high 2", 3 and 6 of the FOIA. An explanation of each 
of these exemptions is outlined below. Please be advised that this Operations 



www.tsn.gov 



Directive is no longer valid, because TSA has taken over the Travel Document Checker 
function and no longer enters into Memoranda of Agreements or issues Letters of 
Notification. 

In response to item 3 of your FOIA request, we located 1 page and are releasing this 
document in its entirety to you. 

In response to item 7 of your request this information can be located on the TSA website at 
http://www .tsa.g ov/research/foia/foia directives.shtm . 



Exemption (b)(2) 

Exemption (b) (2) of the FOIA exempts from mandatory disclosure records that are "related 
solely to the internal personnel rules and practices of an agency." The courts have 
interpreted the exemption to encompass two distinct categories of information: (1) internal 
matters of a relatively trivial nature - often referred to as "Low" 2 information; and (2) more 
substantial internal matters, the disclosure of which would risk circumvention of a legal 
requirement -- often referred to as "High" 2 information. 

We have determined that certain portions of the requested records should be withheld from 
disclosure as "high" (b)(2) information, in that they contain sensitive materials. Sensitive 
materials are exempt from mandatory disclosure under "high 2" when the requested 
documents are predominantly internal, and disclosure significantly risks circumvention of a 
regulation or statute, including civil enforcement and regulatory matters. 

Sensitive materials are exempt from disclosure under "high" (b)(2) when the requested 
document is predominantly internal, and disclosure significantly risks circumvention of a 
regulation or statute, including civil enforcement and regulatory matters. Whether there 
is any public interest in disclosure is legally irrelevant. Rather, the concern under "high" 
(b)(2) is that a FOIA disclosure should not benefit those attempting to violate the law 
and avoid detection. 

Exemption (b)(3) 

This information reveals Sensitive Security Information (SSI) and is exempt from 
disclosure under Exemption 3 of the FOIA. Exemption 3 permits the withholding of 
records specifically exempted from disclosure by another Federal statute. Section 
114(r) of title 49, United States Code, exempts from disclosure SSI that "would be 
detrimental to the security of transportation" if disclosed. The TSA regulations 
implementing Section 1 14(r) are found in 49 CFR Part 1520. 

Pursuant to 49 C.F.R. Section 1520.5(b)(6)(i), details of any security inspection or 
investigation of an alleged violation of aviation or maritime transportation security 
requirements of Federal law that could reveal a security vulnerability, including the identity 
of the Federal special agent or other Federal employee who conducted the inspection or 
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audit constitutes SSI. This information is exempt from disclosure under 49 C.F.R. Section 
1520.15(a). 

Pursuant to Section 1520.5(b)(9)(i), the following information regarding security screening 
under aviation or maritime transportation security requirements of Federal law: any 
procedures, including selection criteria and comments, instructions, and implementing 
guidance pertaining thereto, for screening of persons, accessible property, checked 
baggage, U.S. mail, stores, and cargo, that is conducted by the Federal government or any 
other unauthorized person constitutes SSI and is exempt from disclosure under 49 C.F.R. 
Section 1520.15(a). 

Exemption (b)(6) 

Exemption (b)(6) of the FOIA permits the government to withhold all identifying information 
that applies to a particular individual when the disclosure of such information "would 
constitute a clearly unwarranted invasion of personal privacy." This requires the balancing 
of the public's right to disclosure against the individual's right to privacy. After performing 
this analysis, we have determined that the privacy interest in the identities of the individuals 
in the records you have requested outweigh any minimal public interest in disclosure of the 
information. Please note that any personal interest you may have in that information does 
not factor into the aforementioned balancing test. 

Fees 

The fees incurred to process your request do not exceed the minimum threshold necessary 
for charge and, therefore, there is no fee associated with the processing of this request. 

Administrative Appeal 

In the event that you may wish to appeal this determination, an administrative appeal may 
be made in writing to Kimberly Walton, Special Counselor, Office of the Special Counselor, 
Transportation Security Administration, 601 South 12 th Street, East Building, E7-121S, 
Arlington, VA 20598-6033. Your appeal must be submitted within 60 days from the date 
of this determination. It should contain your FOIA. request number and state, to the extent 
possible, the reasons why you believe the initial determination should be reversed. In 
addition, the envelope in which the appeal is mailed in should be prominently marked "FOIA 
Appeal." Please note that the Special Counselor's determination of the appeal will be 
administratively final. 
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If you have any questions pertaining to your request, please feel free to contact the FOIA 
Office at 1-866-364-2872 or locally at- 571-227-2300. 



Sincerely, 




loward Plofker 
Acting FOIA Officer 
Freedom of Information Act Office 



Enclosure 



www.tsa.gov 



/ • 



July 1,2010 



FOIA Number: TSA-10-0134 




MEDIA Requester- Mr. Edward Hasbrouck, Identity Project 



ATTN: CHIEF COUNSEL - Review and Concurrence 
ISSUE: SOP 

The requester has asked for the following information. 

© The TSA's "Screening Checkpoint Standard Operating Procedures (SOP)" 

• The TSA's "Checked Baggage Screening Standard Operating Procedures (SOP)" 

• Each of the TSA "Notices of Inspection (NOIf 

o The TSA's "Frequently Asked Questions (FAQ)". 

© TSA Operations Directive 400-50-1-8, Travel Document Checker Implementation Procedures" 
and any other TSA Operations Directives or Management Directives related to "travel 
documents", travel document checking, ID checking, or identity verification. 

• The list and index of TSA Operations Directives 

© The list and index of TSA Management Directives 

DISCUSSION: 

H Request was tasked to TSA-29 - OSO for records. They provided their recommendations and 
records under the BACKGROUND TAB 



RECOMMENDATION: 
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Edward Hasbronck 

The Identity Project 

1736 Franklin Street, 9th Floor 

Oakland, C A 94612 

edward@hasbrouck;org 
telephone 510-208-7744 



December 9, 2009 



Transportation Security Administration 
Freedom of Information Act (FOIA) Division 
TS A-20, 1 1 th Floor, East Tower 
601 South 12th Street 
Arlington, VA 20598-4220 

FOIA.TSA@dhs.gov 

FOIA REQUEST 

Fee benefit requested 
Fee waiver requested 

Dear FOIA Officer: 



Pursuant to the federal Freedom of Information Act, 5 U.S.C. § 552, 1 request access to 
and copies of the most recent version of each of the following documents, including any and 
all appendices, attachments, enclosures, supplements, updates, change notices, revisions, 
interpretive or guidance notes, usage instructions, or the like, including any such supplements, 
updates, or revisions contained in TSA Operations Directives or Management Directives: 



I. 
2. 
3. 
4. 



5. 



6. 
7. 



The TSA's "Screening Checkpoint Standard Operating Procedures (SOP)" 

The TSA's "Checked Baggage Screening Standard Operating Procedures (SOP)" 

Each of the TSA "Notices of Inspection (NOI)". 

The TSA's "Frequently Asked Questions (FAQ)". According to the Screening Management 

SOP as posted at fbo.gov, "FAQs may be accessed by Training Coordinators and TSMs at 

https://tsaweb001/spb. To request access to the FAQ, contact TSAScreeningSOPs@dhs.gov. " 

TSA Operations Directive 400-50-1-8, Travel Document Checker Implementation Procedures" 

and any other TSA Operations Directives or Management Directives related to "travel 

documents", travel document checking, ID checking, or identity verification. 

The list and index of TSA Operations Directives. 

The list and index of TSA Management Directives. 
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Each of these documents is mentioned in the unredacted version of the TSA's "Screening 
Management Standard Operating Procedures (SOP)" posted at < http://www.fbo.gov/utils/dZip? 
base=dbfleQ63790c5202ce3e7d83aSb5cdcl&class=document_package&id=4be9bf2272ddddc 
e4d84f0 1 eeSObafeO . (In this version, black boxes are coded to appear in places as a separate 
"layer" of the PDF document, but the text itself is unredacted in the raw file, and completely 
accessible to reading, selection, copying, and pasting from any PDF reader software.) 

As a. representative of the news media I am only required to pay for the direct cost of 
duplication after the first 100 pages. Through this request, I am gathering information onTSA 
screening procedures that is of current interest to the public because without this information, 
there is no way for members of the public to anticipate what to expect at TSA checkpoint or to 
know what actions by TSA employees or contractors or members of the public the TSA 
believes are permitted or required. This information is being sought on behalf of The Identity 
Project ("IDP"). IDP provides advice, assistance, publicity, and legal defense to those who find 
their rights infringed or their legitimate activities curtailed by demands for identification, and 
builds public awareness about the effects of ID requirements on fundamental rights. IDP is a 
program of the First Amendment Project, a nonprofit organization providing legal and 
educational resources dedicated to protecting and promoting First Amendment rights. 

One of the principal activities of IDP is publication of the informational and educational 
Web site at <http://www.papersPlease.org>, where we have published documents obtained in 
response to our previous FOIA requests, including the excerpts from the Screening 
Management SOP released in response to our previous FOIA request, for dissemination to the 
general public. This information will also be publicized through my own Web site and blog of 
travel news, information, and advice,"The Practical Nomad", at <http://hasbrouck.org> and 
<http://liasbrouck.org/blog>, which has been a leading source of news concerning TSA 
practices, and in the sections concerning airport security in future editions of my book, "The 
Practical Nomad: How to Travel Around the World" (Avalon Travel, 4 ,h edition, 2007). 

Please waive any applicable fees. Release of the information is in the public interest 
because it will contribute significantly to public understanding of government operations and 
activities. There has been, and continues to be, extensive interest in what, if any, rules or 
procedures govern activities by the TSA, TSA contractors, third parties, and the public at TSA 
checkpoints, as well as concerning the posting of the Screening Management SOP at fbo.gov. 

To the best of our knowledge, and belief, there are no statutes, rules, or regulations 
specifying these procedures, rights, or obligations. In the absence of statutes or regulations, 
public disclosure and availability of the requested documents — as the Identity Project intends 
to make through publication on our Web site — is essential to any public understanding of TSA 
checkpoint operations, of what rights and authority the TSA claim, and of TSA expectations 
with respect to the conduct of TSA employees and contractors and of members of the public. 

If my request is denied in whole or part, I ask that you justify all deletions by reference 
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to specific exemptions of the act. I will also expect you to release all segregable portions of 
otherwise exempt material. I, of course, reserve the right to appeal your decision to withhold 
any information or to deny a waiver of fees. 

Please respond as soon as possible to confirm your receipt of this request. I look 
forward to your complete reply within 20 business days, as the statute requires. 

If you do not expect to provide a complete response within 20 days, I request that you 
inform me within that time of how to exercise my right to appeal any constructive denial of this 
request. I intend to promptly appeal any constructive denial, and I need to know at what 
address such an appeal will be accepted. In response to my previous and still pending request 
for documents including the Screening Management SOP - which was sent to the address 
published by you in your most recent FOIA notice in the Federal Register and the current Code 
of Federal Regulations — I was provided with a different address for FOIA requests and 
appeals. But since no updated FOIA notice has been published by you in the Federal Register, 
I have no way to know whether that address is current, or at what address you are now 
accepting FOIA requests or appeals (or will be, as of the date of any appeal I might file). 

I believe that this is a serious, ongoing violation of your obligation under FOIA to 
maintain a current, valid address in the CFR, at which FOIA requests and appeals are accepted, 
and to publish timely notice of any change of address in Federal Register. I have already 
reported this violation to the DHS Office of the Inspector General as well as to the TSA. 

Since the same address is also included in numerous TSA System of Records Notices 
(SORNs) published pursuant to the Privacy Act, and since no new SORNs have been published 
with a new address for any of those TSA Systems of Records, I believe that those TSA 
employees operating Systems of Records without the publication in the Federal Register of a 
valid SORN for each system of records including a valid current address at which requests are 
actually being accepted are probably in ongoing criminal violation of the Privacy Act. 

I reiterate my complaint of (1) violation of FOIA and (2) probable criminal violation of 
the Privacy Act by TSA employees, and request that you acknowledge receipt of these 
complaint, advise me of the person or office to whom they has been referred for investigation 
and enforcement (including criminal investigation and enforcement) and corrective action, and 
confirm that this complaint will be included in TSA and DHS reporting of complaints of both 
FOIA violations and (criminal) Privacy Act violations by the TSA. 

Sincerely, 



Edward Hasbrouck 

Consultant on travel-related issues 
The Identity Project 
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Date: 

Subject: 

From: 

To: 



August 3, 2010 

FOIA: TSA10-0134 

Deputy Manager, SSI Branch 

Office of Security Services and Assessments 

Kevin Janet, FOIA Officer, FOIA/PA Division 
Transportation Security Administration 



U.S. Department of Homeland Security 
Arlington, VA 22202 

Transportation 

Security 

Administration 



(b) (5) 



Per your request, the attached file has been reviewed for Sensitive Security Information (SSI). 
The information identified as SSI reveals security screening information. Therefore, the 
information in the file should be withheld under FOIA Exemption 3-49 CFR 1 520.5(b)(9)(i). 
Please note that additional FOIA exemptions might apply to other portions of the documents. 

Our shorthand for redaction citations, as you know, is to note the paragraph within 49 CFR 
1520.5(b). Thus, for example: (6)(i) means Exemption 3-49 CFR 1 520.5(b)(6)(i). The term . 
"RLS" is shorthand for release, meaning to "ignore any previous SSI redactions because this 
information is not SSI and Exemption 3 does not apply"; the term "WIF" is shorthand for 
"withhold this entire page [or document] in full"; "RIF" means "this entire page [or document] is 
not SSI and Exemption 3 does not apply." 

If, during your review or that of the Office of Chief Counsel (OCC), any questions arise 
regarding the recommendations made by this branch, please feel free to contact us on extension 




www.fsa.gov 



(b) (6) 



From: 
Sent: 
To: 
Subject: 



RjdavJulvSO^OICHy^M 
RE: Emailing: 10-0134 



(b) (5) 



From: | 

Se nt: Wed 7, : 8 20 :i 1:25 AM 

To:|H 

Subject: RE: Emailing: 10-0134 




Original Message 

From: 

Sen t j Tn o.sdfiv. J.u.iv 27, 

Subject: RE: Emailing: 10-0134 



:03 PM 



II g^ 

In response to #4 below, does flDBsfl have a copy of the FAQs, if so do you know which case you provided them to him in, he is on 
vacation this week. 

Thanks much. 



(b) (6) 



.. — Original Message- 

From:| 

Ser 

To:| 

Subject: RE: Emailing: 10-0134 



;my\|ejdavJJebru|r^^^OI -:)9j56 



b) 6 



AM 



You don't need th e passwo rd. All the requested documents were 
hand-delivered to| Hyesterday. 



Office of Security Operations 

60! S. 12th Street, East Tower, E5-357N 

Arlington, VA 22202 

Phone: 571-227-J 

Fax: 571-227-1919 



Original Message- 

From:| 

Sen t: Tuesday, February 23, 20 10 9:56 AM 

To : HKSl^^HlHI 

Subject: RE: Emailing: 10-0134 

Can you send me the password? Thanks 

Original Message- 

FronvJ 

Sent: Thursday, February iG 2010 K: 

To: | 

Cc: 

Subject: FW: Emailing: 10-0134 

In addition, please send the password we will need. 

O riginal Message- 

From:| 

Sent: Thursday, February 110 20 i o 6 AM 

Taj 

Ccj 

Subject: FW: Emailing: 10-0134 






f you have any questions please contact me directly. 



Thanks. 



Original Message- 

From:| 

Sen t: Thursday, Februar y 18, 2010 8:45 AM 

ToiT 

Subject: FW: Emailing: 10-0134 



Original Mcssage- 

From:| 

Sen t: Wednesday, February 17, 20 03:50 PM 

To:P 

Subject: RE: Emailing: 10-0134 



You can disregard this response. 



b 5 



(b) (5) 



Check with Kevin-he met withllDllD^Bto discuss this 



b) 6 ) 



Office of Security Operations 

601 S. 12th Street, East Tower, E5-357N 



Arlington, VA 22202 
Phone: 571-227-B 
Fax: 571-227-1919 



O riginal Messaae- 

From:l 

Sent: Wednesday, February 17»2Q 03:45 PM 

To:[ 

Subject: RE: Emailing: 1 0-0 1 34 



Hi 



Can you send me that passwordJQ3_ 

Thanks 




-O rigii 
From: | 
Sen t: Wednesday, J anuary 20, 20 1 10:22 AM 

'I'o:S31^Hll 

Subject: FW: Emailing: 10-0134 

Importance: High 



This is the response to FOIA- 10-0 134. Most of the material is SSI and 
it's password protected using the password that was in effect on 
1/4/201 0. Please note that some of the material is not included-it 
consists of videos imbedded in the SOPs available on a CD. I'm trying 
to get a copy for the FOIA office from our procedures folks. 



Office of Security Operations 

601 S. 12th Street, East Tower, E5-357N 

Arlington, VA 22202 

Phone: 57I-227J 

Fax: 571-227-1919 



From 

S e ntJnesda^J2£ij£iiib£r22^{ 

Tofl| 

Subject: Emailing: 10-0134 
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009 3:50 PM 



Attached to this email is an 8MB zip file that contains the documents 
referenced in the FOIA request. In accordance with the 7 items 
requested, here are the Procedures Division's responses: 

1. Checkpoint SOP is attached. This represents the text of the 
Checkpoint SOP. There are videos that accompany the text that could 



not 



be attached. Please iet me know if you would like copies of the 
videos. 

2. Checked Baggage SOI 3 is attached. 

3. The only Notice of Inspection is attached. 

4. The FAQ is a database, not a document. 

5. TSA OD 400-50- 1-8A (the latest version of this OD) is attached, 
along with 2 attachments to this OD. 

6. A list of current OD's is attached. 

7. The Procedures Division does not write MDs. Perhaps OHC may be able 
to assist. 



All of the attached, as referenced above, are Sensitive Security 
Information (SSI). All have been protected with the current national 
password. 

Regards, 
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Transportation Security Specialist 
Office of Security Operations 
Department of Hom eland Security 
fW)57l.227F 



(b) (b) 



(b) (6) 
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.____ Original Message 

From;! 

To(_ 

Sent: Tue Dec 22 14:10:17 2009 

Subject: FW: NEW FOIA TASKING (CASE ffTSAIO-0134) 

Hello 

Attached is a FOIA request for documents that your office is responsible 
for. Please provide me with the documents requested as soon as 
possible. I realize that most (if not all) of these cannot be released; 
however, we are still responsible for providing all of them to the FOIA 
office. 

If you have any questions, please let me know. 

Thanks, 



(b) (6) 



Office of Security Operations 

601 S. 12th Street, East Tower, E5-357N 



Arlington, VA 2 2202 
Phone; 571-227-^H 
Fax: 571-227-1919 




009 8:09 AM 



Subject: NEW FOIA TASKING (CASE //TSAI0-OI34) 
Importance: High 



Good morningj 

Please review the attachment below: 

«I0 0134 Tasking sheet, Request & Email» 

Identify any information in the responsive records you found during your 
search that you believe should be withheld, and explain why you believe 
its release would be harmful. Forward all responses along with the 
completed tasking sheet. Please return the completed tasking sheet to 
me even if there are no responsive records found since we will need the 
form for our files. 

Thank you in advance, 



(b) (6) 



FOIA Assistant 

Transportation Security Administration HQ (TSA) Office of Special 

Counselor (OS C) Free dom of Information Act Office (FOIA) 

Direct: 57 1.227HBI 
Main: 866.364.2872 
Fax: 571.227.1406 



The message is ready to be sent with the following file or link 
attachments: 

10-0134 



Note: To protect against computer viruses, e-mail programs may prevent 
sending or receiving certain types of file attachments. Check your 
e-mail security settings to determine how attachments are handled. 



b (6) 



From: 

Sent: 

To: 

Cc: 

Subject: 



Thursday. February 18. 2010 10:46 AM 



(b 6 



FW: Emailing: 10-0134 



In addition, please send the password we will need. 
Original Message 
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From: 

Sent: Thursday, February 18, 201G 9 :.■:". 

To: 

Cc: 

Subject: FW: Emailing: 10-0134 



m (R\ 



(b)(5) (b)(6) 



you have any questions please contact me directly. Thanks 
•Original Message 



From: 

Sen t: Thursday, F ebruary 18, 2010 8:45 AM 

To: S3ES^^^H TSA FOIA 
Subject: FW: Emailing: 10-0134 



Original Message-- — 

From: ffl^^HH <TSA> 

Sent: Wednesday, February 17, '/J, ■:.'■ 

To: 

Subject: RE: Emailing: 10-0134 



(b) (6) 



You can disregard this response. 



b (5) 



(b) 5) 



Check with Kevin- -he met with 
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to discuss this 



Office of Security Operations 

601 S. 12th Street, East Tower, E5-357N 

Arlington, VA 22202 

Phone: 571-227-Hf 

Fax: 571-227-1919 



-Original Message- 



F rom : 



Sen t: Wednesday,, February 17, 2010 3:45 PM 

to: HSnmHUHHIH^H 

Subject: RE: Emailing: 10-0134 



Hi 



Can you send me that password, I am going to check with 
we need to provide those videos. Thanks 

Original Message- 

From: 

Sen t: Wednesday, January 20, 2010 10:22 AM 

To: MDICSM 

Subject: FW: Emailing: 10-0134 
Importance: High 



to see if 



[flia: 



This is the response to FOIA-10-0134. Most of the material is SSI and 
it's password protected using the password that was in effect on 
1/4/2010. Please note that some of the material is not included- -it 
consists of videos imbedded in the SOPs available on a CD. I'm trying 
to get a copy for the FOIA office from our procedures folks. 
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Office of Security Operations 

601 S. 12th Street, East Tower, E5-357N 

Arlington, VA 22202 

Phono: 571-227 401®] 
Fax: 571-227-1919 



Original Messag e 

From: [Q] 

Sen t: Tuesday, December 22, 2009 3:50 PM 

To: [0I(M 

Subject: Emailing: 10-0134 



Attached to this email is an 8MB zip file that contains the documents 
referenced in the FOIA request. In accordance with the 7 items 
requested, here are the Procedures Division's responses: 

1. Checkpoint SOP is attached. This represents the text of the 
Checkpoint SOP. There are videos that accompany the text that could not 
be attached. Please let me know if you would like copies of the 
videos . 

2. Checked Baggage SOP is attached. 

3. The only Notice of Inspection is attached. 

4. The FAQ is a database, not a document. 



5. TSA OD 400-50-1-8A (the latest version of this OD) is attached, 
along with 2 attachments to this OD. 

6. A list of current OD's is attached. 

7. The Procedures Division does not write MDs. Perhaps OHC may be able 
to assist. 



All of the attached, as referenced above, are Sensitive Security 
Information (SSI). All have been protected with the current national 
password. 

Regards, 



(b) (6) 



Transportation Security Specialist 
Office of Security Operations 
Department of Home land Security 
(W) 571. 227 J ~ 
(C) 




(b) (6) 



Original Message 

From: 

To: 

Sent: Tue Dec 22 14:10:17 2009 

Subject: FW: NEW FOIA TASKING (CASE #TSA10-0134) 

Hello 



b (6) 



Attached is a FOIA request for documents that your office is responsible 
for. Please provide me with the documents requested as soon as 
possible. I realize that most (if not all) of these cannot be released; 
however, we are still responsible for providing all of them to the FOIA 
office. 



If you have any questions, please let 
Thanks, 



me know. 



Office of Security Operations 

601 S. 12th Street, East Tower, E5-357N 

Arlington, VA 22202 

Phone: 571-227-flMBB 

Fax: 571-227-1919 



From: 

Sen t: Tuesd ay.: 0< ?.r j.5, 2009 8:09 AM 

To : 82] 

Subject: NEW FOIA TASKING (CASE #TSA10-0134) 

Importance: High 



FOIA G off ice* faG PeleaSedj however > we are sti11 responsible for providing all of them to the 

If you have any questions , please let me know. 
Thanks, 



(hi m 



Office of Security Operations 

601 S. 12th Street, East Tower, E5-357N 

Arlington, VA 22202 

Phone: 571-227-^ 

Fax: 571-227-1919 



(b) (6) 



From: 

Sen t: Tuesday, December 15. 2 009 8:09 AM 

To: B9 

Subject: NEW FOIA TASKING (CASE #TSA10-0134) 

Importance: High 



Good morning 

Please review the attachment below: 

<<10 0134 Tasking sheet, Request & Email>> 

Identify any information in the responsive records you found during your search that you 
believe should be withheld, and explain why you believe its release would be harmful. 
Forward all responses along with the completed tasking sheet. Please return the completed 
tasking sheet to me even if there are no responsive records found since we will need the form 
for our files. 

Thank you in advance/ 



FOIA Assistant 

Transportation Security Administration HQ (TSA) Office of Special Counselor (OSC) Freedom of 
Information Act OfH^e (FOIA) 
Direct: 571. 227 1 
Main: 866.364.2872 
Fax: 571.227.1406 



The message is ready to be sent with the following file or link attachments: 
10-0134 



Note: To protect against computer viruses, e-mail programs may prevent sending or receiving 
certain types of file attachments. Check your e-mail security settings to determine how 
attachments are handled. 



U.S. Department of Homeland Security 

Freedom of Information Act Office 
601 SotitIil2 ,h Street 
Arlington, VA 20598-6020 




ACTION 

MEMORANDUM FOR: 
FROM: 

SUBJECT: 



Special Counselor Kimberly Walton 

Kevin J. Janet, FOIA Officer 
Freedom of Information Act Office 

FOIA Request TSA10-0134 Edward Hasbrouck 



Purpose 

Mr. Edward Hasbrouck appealed TSA's failure to respond to his Freedom of Information Act 
(FOIA) request within 20 business days. 



Background 

On March' 8, 2010, Mr. Hasbrouck submitted a FOIA request in which he requested copies of the 
most recent version of each of the following documents, including any and all appendices, 
attachments, enclosures, supplements, updates, change notices, revisions, interpretive or guidance 
notes, usage instructions, or the like, including any such supplements, updates, or revisions 
contained in TSA Operations Directives or Management Directives: 

1 . The TSA's "Screening Checkpoint Standard Operating Procedures (SOP)". 

2. The TSA's "Checked Baggage Screening Standard Operating Procedures (SOP)". 

3 . Each of the TSA "Notices of Inspection (NOI)". 

4. The TSA's "Frequently Asked Questions (FAQ)". 

5 . TSA Operations Directive 400-50- 1 -8, Travel Document Checker Implementation 
Procedures" and any other TSA Operations Directives or Management Directives related 
to "travel documents", travel document checking, ID checking, or identity verification. 

6. The list and index of TSA Operations Directives. 

7. The list and index of TSA Management Directives. 

On March 9, 2010, the FOIA Office received an appeal letter from Mr. Hasbrouck. 



www.tsa.gov 



U.S. Department of Homeland Security 

Office of Ihc Special Counselor 
<£0I South I2 ,h Street 
Ai'lingtoii, VA 20598-6033 




MAR 2 5 2010 

FOIA Appeal Case Number: TSA10-0134 
Edward Hasbrouck 
The Identity Project 
1736 Franklin Street, 9 ,h Floor 
Oakland, CA 94612 

Dear Mr. Hasbrouck: 

This letter is in response to your letter dated March 8, 2010, in which you appealed the 
Transportation Security Administration's (TSA) failure to respond to your Freedom of 
Information Act (FOIA) request within 20 business days. Specifically, you requested copies of 
the most recent version of each of the following documents, including any and all appendices, 
"attachments, enclosures, supplements, updates, change notices, revisions, interpretive or guidance 
notes, usage instructions, or the like, including any such supplements, updates, or revisions 
contained in TSA Operations Directives or Management Directives: 

1 . The TSA's "Screening Checkpoint Standard Operating Procedures (SOP)". 

2. The TSA's "Checked Baggage Screening Standard Operating Procedures (SOP)". 

3. Each of the TSA "Notices of Inspection (NOI)". 

4. The TSA's "Frequently Asked Questions (FAQ)". 

5 . TSA Operations Directive 400-50- 1 -8, Travel Document Checker Implementation 
Procedures" and any other TSA Operations Directives or Management Directives related 
to "travel documents", travel document checking, ID checking, or identity verification. 

6. The list and index of TSA Operations Directives. 

7. The list and index of TSA Management Directives. 

As described herein, I am denying your appeal in as much as the matters addressed in your letter 
are not administratively appealable under the FOIA. 

Under the FOIA, you have the right to administratively appeal any adverse determination the TSA 
makes on your FOIA request. For example, you may appeal the denial of records in full or in part, 
denials of requests for fee waivers and denials of requests for expedited processing. My review of 
your letter shows that you argue that TSA "constructively denied" your request by its lack of 
response within the statutory time limits. Constructive denial is not administratively appealable 
since the term is deemed to incorporate the exhaustion of all administrative remedies, including 
the administrative appeal process, thereby allowing an aggrieved requester to seek immediate 
judicial review. 



This is the final decision on your appeal. I am the Transportation Security Administration official 
responsible for this decision. Should you choose to do so, you may seek judicial review of this 
decision pursuant to the provisions of 5 U.S.C. § 552(a)(4)(B) in the United States District Court 
in the district in which you reside, or in which the agency records are situated, or in the District of 
Columbia. 

Sincerely, 

Kimberly Walton 
Special Counselor 



www.tsa.gov 



'. —.-- - — l Edward Hasbrouck 

^1 lQ\t£L _ The Identity Project 

'.:':: ^W\lfy\ 1736 Franklin Street, 9th Floor 

• •,-" . ZC ] Oakland, CA 94612 

edward@hasbrouck.org 
telephone 510-208-7744 



December 9, 2009 

Transportation Security Administration 
Freedom of Information Act (FOIA) Division 
TSA-20, 11th Floor, East Tower 
601 South 12th Street 
Arlington, VA 20598-4220 

FOIA.TSA@dhs.gov 

FOIA REQUEST 

Fee benefit requested 
Fee waiver requested 

Dear FOIA Officer: 

Pursuant to the federal Freedom of Information Act, 5 U.S.C. § 552, 1 request access to 
and copies of the most recent version of each of the following documents, including any and 
all appendices, attachments, enclosures, supplements, updates, change notices, revisions, 
interpretive or guidance notes, usage instructions, or the like, including any such supplements, 
updates, or revisions contained in TSA Operations Directives or Management Directives; 

1 . The TSA's "Screening Checkpoint Standard Operating Procedures (SOP)" 

2. The TSA's "Checked Baggage Screening Standard Operating Procedures (SOP)" 

3 . Each of the TSA "Notices of Inspection (NOI)". 

4. The TSA's "Frequently Asked Questions (FAQ)' 5 . According to the Screening Management 
SOP as posted at fbo.gov, "FAQs may be accessed by Training Coordinators and TSMs at 
https://tsaweb001/spb. To request access to the FAQ, contact TSAScreeningSOPs@dhs.gov. " 

5. TSA Operations Directive 400-50-1-8, Travel Document Checker Implementation Procedures" 
and any other TSA Operations Directives or Management Directives related to "travel 
documents", travel document checking, ID checking, or identity verification. 

6. The list and index of TSA Operations Directives. 

7. The list and index of TSA Management Directives. 
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Bach of these documents is mentioned in the unredacted version of the TSA's "Screening 
Management Standard Operating Procedures (SOP)" posted at < http://wwvv.fto.gov/utils/dZip? 
base^lhncQ6379'0c5202cc3e7d83a5b5edcl&class==dociiment_package&id=4be9bf2272ddddc 
e4d84f()lec50bafec >. (In this version, black boxes are coded to appear in places as a separate 
"layer" of the PDF document, but the text itself is unredacted in the raw file, and completely 
accessible to reading, selection, copying, and pasting from any PDF reader software.) 

As a representative of the news media I am only required to pay for the direct cost of 
duplication after the first 100 pages. Through this request, I am gathering information onTSA 
screening procedures that is of current interest to the public because without this information, 
there is no way for members of the public to anticipate what to expect at TSA checkpoint or to 
know what actions by TSA employees or contractors or members of the public the TSA 
believes are permitted or required. This information is being sought on behalf of The Identity 
Project ("IDP"). IDP provides advice, assistance, publicity, and legal defense to those who find 
their rights infringed or their legitimate activities curtailed by demands for identification, and 
builds public awareness about the effects of ID requirements on fundamental rights. IDP is a 
program of the First Amendment Project, a nonprofit organization providing. legal and 
educational resources dedicated to protecting and promoting First Amendment rights. 

One of the principal activities of IDP is publication of the informational and educational 
Web site at <http://www.papersPlease.org>, where we have published documents obtained in 
response to our previous FOIA requests, including the excerpts from the Screening 
Management SOP released in response to our previous FOIA request, for dissemination to the 
general public. This information will also be publicized through my own Web site and blog of 
travel news, information, and advice,"The Practical Nomad", at <http://hasbrouck.org> and 
<http://hasbrouck.org/blog>, which has been a leading source of news concerning TSA 
practices, and in the sections concerning airport security in future editions of my book, "The 
Practical Nomad: How to Travel Around the World" (Avalon Travel, 4 ,h edition, 2007). 

Please waive any applicable fees. Release of the information is in the public interest 
because it will contribute significantly to public understanding of government operations and 
activities. There has been, and continues to be, extensive interest in what, if any, rules or 
procedures govern activities by the TSA, TSA contractors, third parties, and the public at TSA 
checkpoints, as well as concerning the posting of the Screening Management SOP at fbo.gov. 

To the best of our knowledge, and belief, there are no statutes, rules, or regulations 
specifying these procedures, rights, or obligations. In the absence of statutes or regulations, 
public disclosure and availability of the requested documents — as the Identity Project intends 
to make through publication on our Web site -- is essential to any public understanding of TSA 
checkpoint operations, of what rights and authority the TSA claim, and of TSA expectations 
with respect to the conduct of TSA employees and contractors and of members of the public. 

If my request is denied in whole or part, I ask that you justify all deletions by reference 
The Identity Project FOIA request for TSA screening documents (page 2 of 3) 



to specific exemptions of the act. I will also expect you to release all segregable portions of 
otherwise exempt material. I, of course, reserve the right to appeal your decision to withhold 
any information or to deny a waiver of fees. 

Please respond as soon as possible to confirm your receipt of this request. I look 
forward to your complete reply within 20 business clays, as the statute requires. 

If you do not expect to provide a complete response within 20 days, I request that you 
inform me within that time of how to exercise my right to appeal any constructive denial of this 
request. I intend to promptly appeal any constructive denial, and I need to know at what 
address such an appeal will be accepted. In response to my previous and still pending request 
for documents including the Screening Management SOP - which was sent to the address 
published by you in your most recent FOIA notice in the Federal Register and the current Code 
of Federal Regulations - I was provided with a different address for FOIA requests and 
appeals. But since no updated FOIA notice has been published by you in the Federal Register, 
I have no way to know whether that address is current, or at what address you are now 
accepting FOIA requests or appeals (or will be, as of the date of any appeal I might file). 

I believe that this is a serious, ongoing violation of your obligation under FOIA to 
maintain a current, valid address in the CFR, at which FOIA requests and appeals are accepted, 
and to publish timely notice of any change of address in Federal Register. I have already . 
reported this violation to the DFIS Office of the Inspector General as well as to the TSA.- 

Since the same address is also included in numerous TSA System of Records Notices 
(SORNs) published pursuant to the Privacy Act, and since no new SORNs have been published 
with a new address for any of those TSA Systems of Records, I believe that those TSA 
employees operating Systems of Records without the publication in the Federal Register of a 
valid SORN for each system of records including a valid current address at which requests are 
actually being accepted are probably in ongoing criminal violation of the Privacy Act. 

I reiterate my complaint of (1) violation of FOIA and (2) probable criminal violation of 
the Privacy Act by TSA employees, and request that you acknowledge receipt of these 
complaint, advise me of the person or office to whom they has been referred for investigation 
and enforcement (including criminal investigation and enforcement) and corrective action, and 
confirm that this complaint will be included in TSA and DHS reporting of complaints of both 
FOIA violations and (criminal) Privacy Act violations by the TSA. 

Sincerely, 



Edward Hasbrouck 

Consultant on travel-related jssues 
The Identity Project 
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Edward Hasbrouck 

The Identity Project 

1 736 Franklin Street, 9th Floor 

Oakland, CA 946 12 

edward@hasbrouck.org 
telephone 510-208-7744 (office) 
415-824-0214 (cell/mobile) 
s 

March 8, 2010 
Kimberly Walton, Special Counselor 
Office of the Special Counselor 
Transportation Security Administration 
601 South 12th St., East BIdg., E7-121S 
Arlington, VA 20598-6020 

FOIA Appeal (appeal of constructive denial) 
Your reference number: TSA10-0134 

Dear Counselor Walton: 

This is an appeal under the Freedom of Information Act, 5 U.S.C. §552. 

On December 9, 2009, we made a FOIA request to your agency for records related to 
TSA practices including specified TSA's "Standard Operating Procedures (SOP)". On 
December 15, 2009, we received a letter acknowledging receipt of our request by your agency 
on December 10, 2009 and invoking a 10-day extension of time for your response. Copies of 
our request and your agency's letter confirming its receipt are enclosed. . 

We have not yet received any records in response to our request, or any notice of any 
substantive determination by your agency with respect to our request. It has been substantially 
more than 30 business days (20 days plus the 10-day extension) since our request was received 
by your agency. Accordingly, we deem our request to be constructively denied in its entirety. 

We appeal the constructive denial of our request. As the FOIA requires, we expect that 
you will act on this appeal and produce responsive documents within 20 working days. 

Sincerely, 



Edward Hasbrouck 

Consultant on travel-related issues 

The Identity Project 
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Edward Hasbrouck 

The Identity Project 

1736 Franklin Street, 9th Floor 

Oakland, CA 94612 

edward@hasbrouck.org 
telephone 510-208-7744 



December 9, 2009 



Transportation Security Administration 
Freedom of Information Act (FOIA) Division 
TS A-20, 1 1 th Floor, East Tower 
601 South 12th Street 
Arlington, VA 20598-4220 

FOIA.TSA@dhs.gov 

FOIA REQUEST 

Fee benefit requested 
Fee waiver requested 

Dear FOIA Officer: 

Pursuant to the federal Freedom of Information Act, 5 U.S.C. § 552, 1 request access to 
and copies of the most recent version of each of the following documents, including any and 
all appendices, attachments, enclosures, supplements, updates, change notices, revisions, 
interpretive or guidance notes, usage instructions, or the like, including any such supplements, 
updates, or revisions contained in TSA Operations Directives or Management Directives: 

1 . The TSA's "Screening Checkpoint Standard Operating Procedures (SOP)" 

2. The TSA's "Checked Baggage Screening Standard Operating Procedures (SOP)" 

3. Each of the TSA "Notices of Inspection (NOI)". 

4. The TSA's "Frequently Asked Questions (FAQ)". According to the Screening Management 
SOP as posted at fbo.gov, "FAQs may be accessed by Training Coordinators and TSMs at 
https://tsaweb001/spb. To request access to the FAQ, cnntact TSAScreeningSOPs@dhs.gov. " 

5. TSA Operations Directive 400-50-1-8, Travel Document Checker Implementation Procedures" 
and any other TSA Operations Directives or Management Directives related to "travel 
documents", travel document checking, ID checking, or identity verification. 

6. The list and index of TSA Operations Directives. 

7. The list and index of TSA Management Directives. 
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Each of these documents is mentioned in the unredacted version of the TSA's "Screening 
Management Standard Operating Procedures (SOP)" posted at < http://wm v.i Do.gov/utUs/dZip? 
base=dbfle063790c5202ce3e7d83a5b5edcl«feclass=document_package&id=4bc9bf2272ddddc 
e4d8 4fDlee50bafec >. (In this version, black boxes are coded to appear in places as a separate 
"layer" of the PDF document, but the text itself is unredacted in the raw file, and completely 
accessible to reading, selection, copying, and pasting from any PDF reader software.) 

As a representative of the news media I am only required to pay for the direct cost of 
duplication after the first 100 pages. Through this request, I am gathering information on TSA 
screening procedures that is of current interest to the public because without this information, 
there is no way for members of the public to anticipate what to expect at TSA checkpoint or to 
know what actions by TSA employees or contractors or members of the public the TSA 
believes are permitted or required. This information is being sought on behalf of The Identity 
Project ("IDP"). IDP provides advice, assistance, publicity, and legal defense to those who find 
their rights infringed or their legitimate activities curtailed by demands for identification, and 
builds public awareness about the effects of ID requirements on fundamental rights. IDP is a 
program of the First Amendment Project, a nonprofit organization providing legal and 
educational resources dedicated to protecting and promoting First Amendment rights. 

One of the principal activities of IDP is publication of the informational and educational 
Web site at <http://www.papersPlease.org>, where we have published documents obtained in 
response to our previous FOIA requests, including the excerpts from the Screening 
Management SOP released in response to our previous FOIA request, for dissemination to the 
general public. This information will also be publicized through my own Web site and blog of 
travel news, information, and advice/The Practical Nomad", at <http://hasbrouck.org> and 
<http://hasbrouck.org/blog>, which has been a leading source of news concerning TSA 
practices, and in the sections concerning airport security in future editions of my book, "The 
Practical Nomad: How to Travel Around the World" (Avalon Travel, 4 ,h edition, 2007). 

Please waive any applicable fees. Release of the information is in the public interest 
because it will contribute significantly to public understanding of government operations and 
activities. There has been, and continues to be, extensive interest in what, if any, rules or 
procedures govern activities by the TSA, TSA contractors, third parties, and the public at TSA 
checkpoints, as well as concerning the posting of the Screening Management SOP at fbo.gov. 

To the best of our knowledge, and belief, there are no statutes, rules, or regulations 
specifying these procedures, rights, or obligations. In the absence of statutes or regulations, 
public disclosure and availability of the requested documents -- as the Identity Project intends 
to make through publication on our Web site - is essential to any public understanding of TSA 
checkpoint operations, of what rights and authority the TSA claim, and of TSA expectations 
with respect to the conduct of TSA employees and contractors and of members of the public. 

If my request is denied in whole or part, I ask that you justify all deletions by reference 
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to specific exemptions of the act. I will also expect you to release all segregable portions of 
otherwise exempt material. I, of course, reserve the right to appeal your decision to withhold 
any information or to deny a waiver of fees. 

Please respond as soon as possible to confirm your receipt of this request. I look 
forward to your complete reply within 20 business days, as the statute requires. 

If you do not expect to provide a complete response within 20 days, I request that you 
inform me within that time of how to exercise my right to appeal any constructive denial of this 
request. I intend to promptly appeal any constructive denial, and I need to know at what 
address such an appeal will be accepted. In response to my previous and still pending request 
for documents including the Screening Management SOP - which was sent to the address 
published by you in your most recent FOIA notice in the Federal Register and the current Code 
of Federal Regulations — I was provided with a different address for FOIA requests and 
appeals. But since no updated FOIA notice has been published by you in the Federal Register, 
I have no way to know whether that address is current, or at what address you are now 
accepting FOIA requests or appeals (or will be, as of the date of any appeal I might file). 

I believe that this is a serious, ongoing violation of your obligation under FOIA to 
maintain a current, valid address in- the CFR, at which FOIA requests and appeals are accepted, 
and to publish timely notice of any change of address in Federal Register. I have already 
reported this violation to the DHS Office of the Inspector General as well as to the TSA. 

Since the same address is also included in numerous TSA System of Records Notices 
(SORNs) published pursuant to the Privacy Act, and since no new SORNs have been published 
with a new address for any of those TSA Systems of Records, I believe that those TSA 
employees operating Systems of Records without the publication in the Federal Register of a 
valid SORN for each system of records including a valid current address at which requests are 
actually being accepted are probably in ongoing criminal violation of the Privacy Act. 

I reiterate my complaint of (1) violation of FOIA and (2) probable criminal violation of 
the Privacy Act by TSA employees, and request that you acknowledge receipt of these 
complaint, advise me of the person or office to whom they has been referred for investigation 
and enforcement (including criminal investigation and enforcement) and corrective action, and 
confirm that this complaint will be included in TSA and DHS reporting of complaints of both 
FOIA violations and (criminal) Privacy Act violations by the TSA. 

Sincerely, 



Edward Hasbrouck 

Consultant on travel-related issues 
The Identity Project 
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UNITED STATES 
K)SmLSERViCE^ 



Date: 12/11/2009 
Edward Hasbrouck: 

The following is in response to your 12/11/2009 request for delivery information on your 
Express Mail(R) item number EG13 7707 231 U S. The delivery record shows that this item 
was delivered on 12/11/2009 at 11:12 AM in DHS, VA 20598 to E TRUCH. The scanned 
image of the recipient information is provided below. 



rtiH«\ 




Signature of Recipient: ( \ f*f~*!/( " f\JC *^ 




tltod 

HI* 



/C/d / rx/ {A ' « 



Address of Recipient: j^ 



&W/p ' ^"Zw??? 



Thank you for selecting the PostalService for your mailing needs. If you require additional 
assistance, please contact your local Post Office or postal representative. 



Sincerely, 

United States Postal Service 



U.S. Department of Iloiiielnml Security 
Washington, 1X3 20528-6020 




December 10, 2009 

Mr. Edward Hasbrouck 
The Identity Project 
1736 Franklin Street, 9 Ul Floor 
Oakland, CA 94612 

Re: TSA10-0134 

Dear Mr. Ilasbrouck: 

This letter acknowledges receipt of your Freedom of Information Act (FOIA) request to the 
Transportation Security Administration (TSA), dated December 9, 2009, and to your request for 
a waiver of all assessable FOIA fees. Your request was received in this office on December 10, 
2009. Specifically, you requested access to and copies of records related to TSA Operations 
Directives or Management Directives. 

Due to the increasing number of FOIA requests received by this office, we may encounter some 
delay in processing your request. Per Section 5.5(a) of the DHS FOIA regulations, 6 CF.R. Part 
5, the Department processes FOIA requests according to their order of receipt. Although DHS' 
goal is to respond within 20 business days of receipt of your request, the FOIA does permit a 10- 
day extension of this time period. As the subject matter of your request is of substantial interest 
to two or more components of this Department or of substantial interest to another agency, we 
will need to consult with those entities before we issue a final response. Due to these unusual 
circumstances, TSA will invoke a 10-day extension for your request, as allowed by Title 5 
U.S.C. § 552(a)(6)(B). If yon care to narrow the scope of your request, please contact our office. 
We will make every effort to comply with your request in a timely manner. 

As it relates to your fee waiver request, I have reviewed your letter thoroughly and have 
determined that you have not presented a convincing argument that you are entitled to a blanket 
waiver of fees. 

The DHS FOIA Regulations, 6 CFR § 5,il(k)(2), set forth six factors to examine in determining 
whether the applicable legal standard for a fee waiver has been met. ' We will consider these 
factors in our evaluation of your request for a fee waiver: 

(1) Whether the subject of the requested records concerns "the operations or activities of 
the government;" 

(2) Whether the disclosure is "likely to contribute" to an understanding of government 
operations or activities; 

(3) Whether disclosure of the requested information will contribute to the understanding 
of the public at large, as opposed to the individual understanding of the requestor or a 
narrow segment of interested persons; 



(4) Whether the contribution to public understanding of government operations or 
activities will be "significant;" 

(5) Whether the requester has a commercial interest that would be furthered by the 
requested disclosure; and 

(6) Whether the magnitude of any identified commercial interest to the requestor is 
sufficiently large in comparison with the public interest in disclosure, that disclosure is 
primarily in the commercial interest of the requestor. 

As a requester, you bear the burden under the FOIA of showing that the fee waiver requirements 
have been met. Based on my review of your December 9, 2009 letter and for the reasons stated 
herein, I have determined that your fee waiver request is deficient because your request for a fee 
waiver has failed to satisfy each of the required factors, I am denying your fee waiver request. 

Provisions of the Act allow us to recover part of the cost of complying with your request. We 
shall charge you for records in accordance with the DHS Interim FOIA regulations as they apply 
to media requestors. As a media requestor you will be charged 10-cents a page for duplication, 
although the first 1 00 pages are free. We will construe the submission of your request as an 
agreement to pay up to $25.00. You will be contacted before any further fees are accrued. 

You have the right to appeal the determination to deny your fee waiver request. In the event that 
you may wish to appeal this determination an administrative appeal may be made in writing to 
Kimberly Walton, Special Counselor, Office of the Special Counselor, Transportation Security 
Administration, 601 South 12 Ul Street, East Building, B7-121S, Arlington, VA 22202-4220. 
Your appeal must be submitted within 60 days from the date of this determination. It should 
contain your FOIA request number and state, to the extent possible, the reasons why you believe 
the initial determination should be reversed. In addition, the envelope in which the appeal is 
mailed in should be prominently marked "FOIA Appeal." Please note the Special Counselor's 
determination will be administratively final. Your envelope and letter should be marked 
"Freedom of Information Act Appeal," The implementing Department regulations establish the 
criteria under which the FOIA is administered, Copies of the FOIA and regulations are available 
at www.DHS.gov. 

Your request has been assigned reference number TSA10-0134, Please refer. to this identifier in 
any future correspondence. If you have any questions, or would like to discuss this matter, 
please feel free to contact this office at 86(5.364.2872. 

Sincerely, 



Kevin J. Janet 
FOIA Officer 
Freedom of Information Act 



www.dhs.gov 
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From: FOIA 

Sent: MnnHav Marnh 08 9010 3'54 P M 

To: Kjjl 

Subject: FW: FOIA appeals (appeals or constructive denial) 

FYI 

Original Message 

From: Edward Hasbrouck [mailto:edward@hasbrouck.org] 

Sent: Monday, March 08, 2010 11:23 AM 

To: Walto n, Kimberly 

Cc: Foiaj | 

Subject: F0IAappea1^(appeals of constructive denial) 

Attached please find copies of my appeals of the constructive denial of 3 of my FOIA 
requests, your reference numbers TSA10-0134, TSA10-0179, and 
TSA10-0248, as also being sent today by Express Mail. 

Please reply to confirm your receipt of these appeals. 

Also attached is a copy of my pending appeal of the TSA's constructive denial of my my FOIA 
request TSA10-0052, and the confirmation from the U.S. Postal Service that this appeal was 
received and signed for on your behalf on December 11, 2009. Please advise me of the status 
of this appeal. 

Sincerely, 

Edward Hasbrouck 



Edward Hasbrouck 

< edward(a)hasbrouck.org > 

< http : //hasbrouck . org > 

1130 Treat Ave., San Francisco, CA 94110, USA 

+1-415-824-0214 

consultant to The Identity Project (IDP), a program of the First Amendment Project 
< http://www.papersplease.org > 

"Congress shall make no law ... abridging ... the right of the people peaceably to assemble" 
(U.S. Constitution, Amendment 1) 

"Everyone has the right to freedom of movement and residence within the borders of each 

state. Everyone has the right to leave any country; including his own, and to return to his 

country." 

(Universal Declaration of Human Rights, Article 13) 

"Liberty of movement is an indispensable condition for the free development of a person." 
(United Nations Human Rights Committee, General Comment No. 27) 



Attachment TSAiO-0052-appeal Attachment TSAiO-0134-appeal Attachment TSAiO-0179-appeal Attachment 
information, .txt .pdf information..txt .pdf information..txt .pdf information.,txt 



TSA10-0248-appeal 
.pdf 



Good morning 

Please review the attachment below: 

<<10 0134 Tasking sheet. Request & Email>> 

Identify any information in the responsive records you found during your 
search that you believe should be withheld, and explain why you believe 
its release would be harmful. Forward all responses along with the 
completed tasking sheet. Please return the completed tasking sheet to 
me even if there are no responsive records found since we will need the 
form for our files . 

Thank you in advance, 
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FOIA Assistant 

Transportation Security Administration HQ (TSA) Office of Special 

Counselor (OSC) Freed om of Information Act Office (FOIA) 

Direct: 571.227, 

Main: 866.364.2872 

Fax: 571.227.1406 



The message is ready to be sent with the following file or link 
attachments : 

10-0134 



Note: To protect against computer viruses, e-mail programs may prevent 
sending or receiving certain types of file attachments. Check your 
e-mail security settings to determine how attachments are handled. 




Transportation 

Security 

Administration 



FOIA Request Certification 



INSTRUCTIONS: FOIA Points-of-Contact (POCs) will complete Section II and forward responsive records 
by mail to the TSA Headquarters FOIA Office. TSA-20, or by e-mail lo the tasking individual, unless 
otherwise noted and. explained below. If the search identifies TSA has a large volume of responsive 
records, FOIA POCs must contact the FOIA Office as soon as possible following receipt of this issued form 
to provide a cost estimate prior to continuing to process the request. Questions should be directed lo the 
FOIA Office at (571) 227-2300, 866-FOIA-TSA (866-364-2872). 



FOIA OFFICE USE ONLY 



FOIA POC response required on or before: 12/22/09 



FOIA POCs direct e-mails replies to: 



FOIACaseNo.: TSA10-0134 



Date: 12/15/09 



Action Office(s): TSA-291 



Request Received From: Edward Hasbrouck of The Identity Project 



Requester Seeks: (see attached request for further description) 

l^fATC pntaot In formation 
Name' 
Title: 



Phone No. 



Part B. Recommendations (Check oil t hat op ply e nd provide opproprieto re sponses) 



1. Release all responsive records, (identify records and from where retrieved) 




D 



□ 



4. No responsive records. Search failed to identify and/or locate responsive records, (explain) 



5. Recommend FOIA Office contact the following DHS Component, TSA Office and/ or individuals, identified, 
in order to search for responsive records, (identify) 



PART C, Cost Estimate 




Processing Time (his.) /Pay Band 



/ 



Attorney Time (hrs.)_/Poy Bond 
_/_ _^ 

_ 7 "^'Z 

T " 



certify that a search reason; 
responsive records have been rj 
recommendations provided herej 



I F OIA POC S ignature: 



^^H 1 



electronic, has been concluded and all 
• otherwise nojed with explanations and/or 



TSA Form 3601, 2/09 IFilc: M 



\ 



L, 
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From: 
Sent: 
To: 
Subject: 



Mnnrtaw Fohman/fll 9010 Q-9Q Al 



b 6 



FY! - TSA-29s response to TSA10-0134 saved to Sdrive 



FOIA Assistant 

Transportation Security Administration HQ (TSA) 

Office of Special Counselor (OSC) 

Freedom of Info rmation A ct Office (FOIA) 

Direct: 571. 227H 

Main: 866.364.2872 

Fax: 571.227.1406 




Transportation 

fM Security 
*§jsgW Administration 



FOIA Request Certification 



INSTRUCTIONS; FOIA Points-of-Confacl (POCs) will complete Section II and forward responsive records 
by mail to the TSA Headquarters FOIA Office, TSA-20, or by e-mail to the tasking individual, unless 
otherwise noted and explained below. If the search identifies TSA has a large volume of responsive 
records FOIA POCs must contact the FOIA Office as soon as possible following receipt of this issued form 

cr?A°«i e 3 ?,™ timate prior t0 continuin 9 (o process the request. Questions should be directed to the 
FOIA Office at (571) 227-2300, 866-FOIA-TSA (866-364-2072). 



SECTION:!: CASE SUSPENSE&IIDENTIFICAf ION 



FOIA POG response required on or before : 12/22/09 
FOIA POCs direct B-malls replies to: 
FOIA Case No.: TSA10-0134 



FOIA OFFICE USE ONLY 



Action Office(s): TSA-29| 



Date: 12/15/09 



Request Received From: Edward Hasbrouck of The Identity Project 



Requester Seeks: (see attached request for further description) 



SECTION It: FOIAPO& 



^la^j^pta^ofomiaugrfi 1 ^'^ 



Name: 



Title: 



T^iSWPS? 



Phone No.: 






1. Release all responsive records, (identify records and from where retrieved} 




a 



a 



4. No responsive records. Search failed to identify and/or locate responsive records, (explain) 



5. Recommend FOIA Office contact the following DHS Component, TSA Office and/ or individuals, identified, 
in order to search for responsive records, (identify) 



MMiWil : :""- ;: " " ,*° - : . v .■•'•-'.' 



arch Time (firs.) /P. 



Sn/ 



/ 



Processing Time (hrs.) / Pay Band 



/ 



Attorney Time (hrs.) / Pay Band 



/ 



^^MMJLmWI^^^^i^W £?££■!;• ^ySX ■%:{'£ ■■^mVff^y ^< { -Zi :*&^™&*Z&&&T 



I certify thai a search reason 

responsive records havs been 
recommendations provided here 

FOIA POC Signature: 



TSA Form 360 1, 2/09 [File 



v^/ V 



llronlc, has b$en conducted and all 
prwise noted with explanations and/or 
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From: 

Sent: 

To: 

Cc: 

Subject: 

Attachments: 



Edward Hasbrouck [edward@hasbrouck.org] 
Monday, January 04, 2010 2:22 PM 



FOIA 
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Ke. ruiA request address 



Attachment information.; 10 0179 Acknowledgement Ltr.pdf 



Dear FOIA office: 

According to your acknowledgment letter for FOIA case TSA10-0179, as attached, "Your request 
was received in this office on December 24, 2009." 

However, that acknowledgement was sent from the same e-mail address 
( foia .tsafldhs .gov ) to which my request was sent on December 18, 2009. 

If " foia . tsaOdhs . gov " isn't received in the FOIA office, where is it received? Where was my 
request for the 6 days from December 18 to 24? 

And most importantly, what e-mail address for FOIA requests, if any, *is* received in the 
FOIA office without such an inexplicable delay? 

It appears that *neither* the e-mail address nor the postal address on your Web site actually 
is received in your office for almost a week. This is unconscionable, and in violation of 
FOIA. It is especially egregious and damaging not to have a functional direct e-mail address 
for FOIA requests when you know that the address in the most recent FOIA notice in the 
Federal Register and the CFR is entirely incorrect, *and* when you know that due to internal 
DHS procedures for handling postal mail it is substantially delayed at best, and in some case 
lost without a trace. 

I reiterate my complaint of violation of FOIA, and my demand that you forthwith bring the TSA 
into compliance with FOIA through the publication of an accurate FOIA notice in the Federal 
Register, updating the CFR, along with updated SORN's for all TSA systems of records to 
comply with the Privacy Act. 

Sincerely, 

Edward Hasbrouck 

On 24 Dec 2009 at 11:37, "FOIA" <F0IA < FQIA.tsa(adhs.gov >> wrote: 

Subject: YOUR FOIA INQUIRY 

Date sent: Thu, 24 Dec 2009 11:37:28 -0500 

From: "FOIA" <FOIA.tsa@dhs.gov> 

To: <edward@hasbrouck.org> 

Copies to: "FOIA" <FOIA.tsa@dhs.gov> 



Good morning Mr. Hasbrouck, 

Attached below is your acknowledgement letter to case number 
TSA10-0179. A hard copy should arrive in the mail by next week. If 
you have any questions or concerns, please feel free to contact us at 
(866) 364 - 2872 or via e-mail at FOIA.TSAflDHS.GOV . 

<<10 0179 Acknowledgement Ltr.pdf >> 

Thank you, 



> 

> Transportation Security Administration HQ (TSA) Office of Special 

> Counselor (OSC) Freedom of Information Act Office (FOIA) 

> Main: 866.364.2872 

> Fax: 571.227.1406 



Edward Hasbrouck 

< edward(a)hasbrouck.org > 

< http : //hasbrouck .org > 

1130 Treat Ave., San Francisco, CA 94110, USA 

+1-415-824-0214 

consultant to The Identity Project (IDP), a program of the First Amendment Project 
< http://wwvKpapersplease.org > 

"Congress shall make no law . . . abridging . . . the right of the people peaceably to assemble" 
(U.S. Constitution, Amendment 1) 

"Everyone has the right to freedom of movement and residence within the borders of each 

state. . Everyone has the right to leave any country, including his own, and to return to his 

country." 

(Universal Declaration of Human Rights, Article 13) 

"Liberty of movement is an indispensable condition for the free development of a person." 
(United Nations Human Rights Committee, General Comment No. 27) 



Edward Hasbrouck 
The Identity Project 
1736 Franklin Street, 9th Floor 
Oakland, CA 946 12 

edward@hasbronck.org 

telephone 510-208-7744 (office) 

415-824-0214 (cell/mobile) 

March 8, 2010 
Kimberly Walton, Special Counselor 
Office of the Special Counselor 
Transportation Security Administration 
601 South 12th St., East Bldg., E7-121S 
Arlington, VA 20598-6020 

FOIA Appeal (appeal of constructive denial) 
Your reference number: TSA1 0-0134 

Dear Counselor .Walton: 

This is an appeal under the Freedom of Information Act, 5 U.S.C. §552. 

On December 9, 2009, we made a FOIA request to your agency for records related to 
TSA practices including specified TSA's "Standard Operating Procedures (SOP)". On 
December 1 5, 2009, we received a letter acknowledging receipt of our request by your agency 
on December 10, 2009 and invoking a 10-day extension of time for your response. Copies of 
our request and your agency's letter confirming its receipt are enclosed. 

We have not yet received any records in response to our request, or any notice of any 
substantive determination by your agency with respect to our request. It has been substantially 
more than 30 business days (20 days plus the 10-day extension) since our request was received 
by your agency. Accordingly, we deem our request to be constructively denied in its entirety. 

We appeal the constructive denial of our request. As the FOIA requires, we expect that 
you will act on this appeal and produce responsive documents within 20 working days. 

Sincerely, 

Edward Hasbrouck 

Consultant on travel-related issues 

The Identity Project 

TSA 10-0 134, FOIA appeal of constructive denial (page 1 of 1) 



Edward Hasbrouck 
The Identity Project 
1736 Franklin Street, 9th Floor 
Oakland, CA 94612 

edwar d@has brouck . org 
telephone 510-208-7744 



December 9, 2009 



Transportation Security Administration 
Freedom of Information Act (FOIA) Division 
TSA-20, 1 1th Floor, East Tower 
601 South 12th Street 
Arlington, VA 20598-4220 

FOIA.TSA@dhs.gov 

FOIA REQUEST 

Fee benefit requested 
Fee waiver requested 

Dear FOIA Officer: 

Pursuant to the federal Freedom of Information Act, 5 U.S.C. § 552, 1 request access to 
and copies of the most recent version of each of the following documents, including any and 
all appendices, attachments, enclosures, supplements, updates, change notices, revisions, 
interpretive or guidance notes, usage instructions, or the like, including any such supplements, 
updates, or revisions contained in TSA Operations Directives or Management Directives: 

1 . The TSAs "Screening Checkpoint Standard Operating Procedures (SOP)" 

2. The TSA's "Checked Baggage Screening Standard Operating Procedures (SOP)" 

3. Each of the TSA "Notices of Inspection (NOl)". 

4. The TSA's "Frequently Asked Questions (FAQ)". According to the Screening Management 
SOP as posted at fbo.gov, "FAQs may be accessed by Training Coordinators and TSMs at 
https://tsaweb001/spb. To request access to the FAQ, contact TSAScreeningSOPpQdhs.gQv," 

5 . TSA Operations Directive 400-50-1-8, Travel Document Checker Implementation Procedures" 
and any other TSA Operations Directives or Management Directives related to "travel 
documents", travel document checking, ID checking, or identity verification. 

6. The list and index of TSA Operations Directives. 

7. The list and index of TSA Management Directives. 
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Each of these documents is mentioned in the unredacted version of the TSA's "Screening 
Management Standard Operating Procedures (SOP)" posted at <http://www.fbo.gov/utils/dZip? 
base-dbfle063790c5202ce3e7d83a5b5edcl&ciass=docmnent package&id=4be9bf2272ddddc 
e4d84f0 1 ee5Qbafec >. (In this version, black boxes are coded to appear in places as a separate 
"layer" of the PDF document, but the text itself is unredacted in the raw file, and completely 
accessible to reading, selection, copying, and pasting from any PDF reader software.) 

As a representative of the news media I am only required to pay for the direct cost of 
duplication after the first 100 pages. Through this request, I am gathering information on TSA 
screening procedures that is of current interest to the public because without this information, 
there is no way for members of the public to anticipate what to expect at TSA checkpoint or to 
know what actions by TSA employees or contractors or members of the public the TSA 
believes are permitted or required. This information is being sought on behalf of The Identity 
Project ("IDP"). IDP provides advice, assistance, publicity, and legal defense to those who find 
their rights infringed or their legitimate activities curtailed by demands for identification, and 
builds public awareness about the effects of ID requirements on fundamental rights. IDP is a 
program of the First Amendment Project, a nonprofit organization providing legal and 
educational resources dedicated to protecting and promoting First Amendment rights. 

One of the principal activities of IDP is publication of the informational and educational 
Web site at <http://www.papersPlease.org>, where we have published documents obtained in 
response to our previous FOIA requests, including the excerpts from the Screening 
Management SOP released in response to our previous FOIA request, for dissemination to the 
general public. This information will also be publicized through my own Web site and blog of 
travel news, information, and advice,"The Practical Nomad", at <http://liasbrouck.org> and 
<http://hasbrouck.org/blog>, which has been a leading source of news concerning TSA 
practices, and in the sections concerning airport security in future editions of my book, "The 
Practical Nomad: How to Travel Around the World" (Avalon Travel, 4 lh edition, 2007). 

Please waive any applicable fees. Release of the information is in the public interest 
because it will contribute significantly to public understanding of government operations and 
activities. There has been, and continues to be, extensive interest in what, if any, "rules or 
procedures govern activities by the TSA, TSA contractors, thud parties, and the public at TSA 
checkpoints, as well as concerning the posting of the Screening Management SOP at fbo.gov. 

To the best of our knowledge, and belief, there are no statutes, rules, or regulations 
specifying these procedures, rights, or obligations. In the absence of statutes or regulations, 
public disclosure and availability of the requested documents -- as the Identity Project intends 
to make through publication on our Web site -- is essential to any public understanding of TSA 
checkpoint operations, of what rights and authority the TSA claim, and of TSA expectations 
with respect to the conduct of TSA employees and contractors and of members of the public. 

If my request is denied in whole or part, I ask that you justify all deletions by reference 
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to specific exemptions of the act. I will also expect you to release all segregable portions of 
otherwise exempt material. I, of course, reserve the right to appeal your decision to withhold 
any information or to deny a waiver of fees. 

Please respond as soon as possible to confirm your receipt of this request. I look 
forward to your complete reply within 20 business days, as the statute requires. 

If you do not expect to provide a complete response within 20 days, I request that you 
inform me within that time of how to exercise my right to appeal any constructive denial of this 
request. I intend to promptly appeal any constructive denial, and I need to know at what 
address such an appeal will be accepted. In response to my previous and still pending request 
for documents including the Screening Management SOP - which was sent to the address 
published by you in your most recent FOIA notice in the Federal Register and the current Code 
of Federal Regulations — I was provided with a different address for FOIA requests and 
appeals. But since no updated FOIA notice has been published by you in the Federal Register, 
I have no way to know whether that address is current, or at what address you are now 
accepting FOIA requests or appeals (or will be, as of the date of any appeal I might file). 

I believe that this is a serious, ongoing violation of your obligation under FOIA to 
maintain a current, valid address in the CFR, at which FOIA requests and appeals are accepted, 
and to publish timely notice of any change of address in Federal Register. I have already 
reported this violation to the DHS Office of the Inspector General as well as to the TSA. 

Since the same address is also included in numerous TSA System of Records Notices 
(SORNs) published pursuant to the Privacy Act, and since no new SORNs have been published 
with a new address for any of those TSA Systems of Records, I believe that those TSA 
employees operating Systems of Records without the publication in the Federal Register of a 
valid SORN for each system of records including a valid current address at which requests are 
actually being accepted are probably in ongoing criminal violation of the Privacy Act. 

I reiterate my complaint of (1) violation of FOIA and (2) probable criminal violation of 
the Privacy Act by TSA employees, and request that you acknowledge receipt of these 
complaint, advise me of the person or office to whom they has been referred for investigation 
and enforcement (including criminal investigation and enforcement) and corrective action, and 
confirm that this complaint will be included in TSA and DHS reporting of complaints of both 
FOIA violations and (criminal) Privacy Act violations by the TSA. 

Sincerely, 



Edward Hasbrouck 

Consultant on travel-related issues 
The Identity Project 
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UNnjED STATES 
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Date: 12/11/2009 
Edward Hasbrouck: 

The following is in response to your 12/1 1/2009 request for delivery information on your 
Express Mail(R) item number EG13 7707 231 U S. The delivery record shows that this item 
was delivered on 12/1 1/2009 at 1 1 :1 2 AM in DHS, VA 20598 to E TRUCH. The scanned 
image of the recipient information is provided below. 
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Address of Recipient: ftJJ 
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Thank you for selecting the Postal Service for your mailing needs. If you require additional 
assistance, please contact your local Post Office or postal representative. 



Sincerely, 

United States Postal Service 



U.S. Department of Homeland Security 
Washington, DC 20528-6020 
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December 10, 2009 

Mr. Edward Hasbrouck 
The Identity Project 
1736 Frankliti Street, 9 th Floor 
Oakland, CA 94612 

Re: T3A10-0134 

Dear Mr. Hasbrouck: 

This letter acknowledges receipt of your Freedom of Information Act (FOIA) request to the 
Transportation Security Administration (TSA), dated December 9, 2009, and to your request for 
a waiver of ail assessable FOIA fees. Your request was received in this office on December 10, 
2009. Specifically, you requested access to and copies of records related to TSA Operations 
Directives or Management Directives. 

Due to the increasing number of FOIA requests received by this office, we may encounter some 
delay in processing your request, Per Section 5.5(a) of the DHS FOIA regulations, 6 C.F.R, Part 
5, the Department processes FOIA requests according to their order of receipt. Although DHS' 
goal is to respond within 20 business days of receipt of your request, the FOIA does permit a 10- 
day extension of this time period. As the subject matter of your request is of substantial interest 
to two or more components of this Department or of substantial interestto another agency, we 
will need to consult with those entities before we issue a final response. Due to these unusual 
circumstances, TSA will invoke a 1 0-day extension for your request, as allowed by Title 5 
U.S.C. § 552(a)(6)(B). If you care to narrow the scope of your request, please contact our office. 
We will make every effort to comply with your request in a timely manner. 

As it relates to your fee waiver request, I have reviewed your letter thoroughly and have 
determined that you have not presented a convincing argument that you are entitled to a blanket 
waiver of fees. 

The DHS FOIA Regulations, 6 CFR § 5.1 l(k)(2), set forth six factors to examine in determining 
whether the applicable legal standard for a fee waiver has been met. ' We will consider these 
factors in our evaluation of your request for a fee waiver: 

(1) Whether the subject of the requested records concerns "the operations or activities of 
the government;" 

(2) Whether the disclosure is "likely to contribute" to an understanding of government 
operations or activities; 

(3) "Whether disclosure of the requested information will contribute to the understanding 
of the public at large, as opposed to the individual understanding of the requestor or a 
narrow segment of interested persons; 



(4) Whether the contribution to public understanding of government operations or 
activities will be "significant;" 

(5) Whether the requester has a commercial interest that would be furthered by the 
requested disclosure; and 

(6) Whether the magnitude of any identified commercial interest to the requestor is 
sufficiently large in comparison with the public interest in disclosure, that disclosure is 
primarily in the commercial interest of the requestor. 

As a requester, you bear the burden under the FOIA of showing that the fee waiver requirements 
have been met. Based on my review of your December 9, 2009 letter and for the reasons stated 
herein, I have determined that your fee waiver request is deficient because your request for a fee 
waiver has failed to satisfy each of the required factors, I am denying your fee waiver request, 

Provisions of the Act allow us to recover part of the cost of complying with your request. We 
shall charge you for records in accordance with the DHS Interim FOIA regulations as they apply 
to media requestors. As a media requestor you will be charged 10-cents a page for duplication, 
although the first 100 pages are free. We will construe the submission of your request as an 
agreement to pay up to $25.00. You will be contacted before any further fees are accrued. 

You have the right to appeal the determination to deny your fee waiver request. In the event that 
you may wish to appeal this determination an administrative appeal may be made in writing to 
Kimberly Walton, Special Counselor, Office of tho Special Counselor, Transportation Security 
Administration, 601 South 12 th Street, East Building, E7-121S, Arlington, VA 22202-4220. ' 
Your appeal must be submitted within 60 days from the date of this determination. It should 
contain your FOIA request number and state, to the extent possible, the reasons why you believe 
the initial determination should be reversed. In addition, the envelope in which the appeal is 
mailed in should be prominently marked "FOIA Appeal." Please note the Special Counselor's 
determination will be administratively final. Your envelope and letter should be marked 
"Freedom of Information Act Appeal." The implementing Department regulations establish the 
criteria under which the F.OIA is administered. Copies of the FOIA and regulations are available 
at www.DHS.gov. 

Your request has bQQii assigned reference number TSA10-0134. Please refer. to this identifier in 
any future correspondence. If you have any questions, or would like to discuss this matter, 
please feel free to contact this office at 866,364.2872. 

Sincerely, 



Kevin J. Janet 
FOIA Officer 
Freedom of Information Act 
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Edward Hasbrouck 
The Identity Project 
1736 Franklin Street, 9th Floor 
Oakland, CA 94612 

edward@hasbrouck. org 
telephone 510-208-7744 



\ 
December 9, 2009 



Transportation Security Administration 
Freedom of Information Act (FOIA) Division 
TSA-20, 11th Floor, East Tower 
601 South 12th Street 
Arlington, VA 20598-4220 

FOIA.TSA@dhs.gov 

FOIA REQUEST 

Fee benefit requested 
Fee waiver requested 

Dear FOIA Officer: 

Pursuant to the federal Freedom of Information Act, 5 U.S.C. § 552, 1 request access to 
and copies of the most recent version of each of the following documents, including any and 
all appendices, attachments, enclosures, supplements, updates, change notices, revisions, 
interpretive or guidance notes, usage instructions, or the like, including any such supplements, 
updates, or revisions contained in TSA Operations Directives or Management Directives: 

1. . The. TS A's "Screening Checkpoint Standard Operating Procedures (SOP) " 

2. The TS A's "Checked Baggage Screening Standard Operating Procedures (SOP) " 

3. Each of the TSA "Notices of Inspection (NOI)". ^ 

4. The TSA's "Frequently Asked Questions (FAQ)". According to the Screening Management 
SOP as posted at fbo.gov, "FAQs may be accessed by Training Coordinators and TSMs at 
https://tsaweb001/spb. To request access to the FAQ, contact TSAScreeningSOPs(%dhs.gov. " 

5 . TSA Operations Directive 400-50- 1-8, Travel Document Checker Implementation Procedures" 
and any other TSA Operations Directives or Management Directives related to "travel 
documents", travel document checking, ID checking, or identity verification. 

6. The list and index of TSA Operations Directives. 

7. The list and index of TSA Management Directives. 
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Each of these documents is mentioned in the unredacted version of the TSA's "Screening 
Management Standard Operating Procedures (SOP)" posted at <http://www.fbo.gov/utils/dZip? 
base-dbfle063790c5202ce3e7d83a5b5edcl&class=document package&id=4be9bf2272dddde 
e4d84f0 1 ee50bafec> . (In this version, black boxes are coded to appear in places as a separate 
"layer" of the PDF document, but the text itself is unredacted in the raw file, and completely 
accessible to reading, selection, copying, and pasting from any PDF reader software.) 

As a representative of the news media I am only required to pay for the direct cost of 
duplication after the first 100 pages. Through this request, I am gathering information on TSA 
screening procedures that is of current interest to the public because without this information, 
there is no way for members of the public to anticipate what to expect at TSA checkpoint or to 
know what actions by TSA employees or contractors or members of the public the TSA 
believes are permitted or required. This information is being sought on behalf of The Identity 
Project ("IDP"). IDP provides advice, assistance, publicity, and legal defense to those who find 
their rights infringed or their legitimate activities curtailed by demands for identification, and 
builds public awareness about the effects of ID requirements on fundamental rights. IDP is a 
program of the First Amendment Project, a nonprofit organization providing legal and 
educational resources dedicated to protecting and promoting First Amendment rights. 

One of the principal activities of IDP is publication of the informational and educational 
Web site at <http://www.papersPlease.org>, where we have published documents obtained in 
response to our previous FOIA requests, including the excerpts from the Screening 
Management SOP released in response to our previous FOIA request, for dissemination to the 
general public. This information will also be publicized through my own Web site and blog of 
travel news, information, and advice,"The Practical Nomad", at <http://hasbrouck.org> and 
<http://hasbrouck.org/blog>, which has been a leading source of news concerning TSA 
practices, and in the sections concerning airport security in future editions of my book, "The 
Practical Nomad: How to Travel Around the World" (Avalon Travel, 4 th edition, 2007). 

Please waive any applicable fees. Release of the information is in the public interest 
because it will contribute significantly to public understanding of government operations and 
activities. There has been, and continues to be, extensive interest in what, if any, rules or 
procedures govern activities by the TSA, TSA contractors, third parties, and the public at TSA 
checkpoints, as well as concerning the posting of the Screening Management SOP at fbo.gov. 

To the best of our knowledge, and belief, there are no statutes, rules, or regulations 
specifying these procedures, rights, or obligations. In the absence of statutes or regulations, 
public disclosure and availability of the requested documents -- as the Identity Project intends 
to make through publication on our Web site ■- is essential to any public understanding of TSA 
checkpoint operations, of what rights and authority the TSA claim, and of TSA expectations 
with respect to the conduct of TSA employees and contractors and of members of the public. 

If my request is denied in whole or part, I ask that you justify all deletions by reference 
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to specific exemptions of the act. I will also expect you to release all segregable portions of 
otherwise exempt material. I, of course, reserve the right to appeal your decision to withhold 
any information or to deny a waiver of fees. 

Please respond as soon as possible to confirm your receipt of this request. I look 
forward to your complete reply within 20 business days, as the statute requires. 

If you do not expect to provide a complete response within 20 days, I request that you 
inform me within that time of how to exercise my right to appeal any constructive denial of this 
request. I intend to promptly appeal any constructive denial, and I need to know at what 
address such an appeal will be accepted. In response to my previous and still pending request 
for documents including the Screening Management SOP - which was sent to the address 
published by you in your most recent FOIA notice in the Federal Register and the current Code 
of Federal Regulations - 1 was provided with a different address for FOIA requests and 
appeals. But since no updated FOIA notice has been published by you in the Federal Register, 
I have no way to know whether that address is current, or at what address you are now 
accepting FOIA requests or appeals (or will be, as of the date of any appeal I might file). 

I believe that this is a serious, ongoing violation of your obligation under FOIA to 
maintain a current, valid address in the CFR, at which FOIA requests and appeals are accepted, 
and to publish timely notice of any change of address in Federal Register. I have already 
reported this violation to the DHS Office of the Inspector General as well as to the TSA. 

Since the same address is also included in numerous TSA System of Records Notices 
(SORNs) published pursuant to the Privacy Act, and since no new SORNs have been published 
with a new address for any of those TSA Systems of Records, I believe that those TSA 
employees operating Systems of Records without the publication in the Federal Register of a 
valid SORN for each system of records including a valid current address at which requests are 
actually being accepted are probably in ongoing criminal violation of the Privacy Act. 

I reiterate my complaint of (1) violation of FOIA and (2) probable criminal violation of 
the Privacy Act by TSA employees, and request that you acknowledge receipt of these 
complaint, advise me of the person or office to whom they has been referred for investigation 
and enforcement (including criminal investigation and enforcement) and corrective action, and 
confirm that this complaint will be included in TSA and DHS reporting of complaints of both 
FOIA violations and (criminal) Privacy Act violations by the TSA. 

Sincerely, 




+4 

Edward Hasbrouck 

Consultant on travel-related issues 
The Identity Project 
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From: 

Sent: 

To: 

Subject: 

Attachments: 

Importance: 
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;dnesdav January 20, 2010 10:22 AM 

: W: Emailing: 10-0134 
10-0134.zip 

High 
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This is the response to FOIA-10-0134. Most of the material is SSI and it's password 
protected using the password that was in effect on 1/4/2010. Please note that some of the 
material is not included--it consists of videos imbedded in the SOPs available on a CD. I'm 
trying to get a copy for the FOIA office from our procedures folks. 
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Office of Security Operations 

601 S. 12th Street, East Tower, E5-357N 

Arlington, VA 22202 

Phone: 571-227-fl 

Fax: 571-227-1919 



Original Message 

From : 

Sen t: Tuesday, December 22, 2 009 3:50 PM 

To: | 

Subject: Emailing: 10-0134 
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Attached to this email is an 8MB zip file that contains the documents referenced in the FOIA 
request. In accordance with the 7 items requested, here are the Procedures Division's 
responses : 

1. Checkpoint SOP is attached. This represents the text of the Checkpoint SOP. There are 
videos that accompany the text that could not be attached. Please let me know if you 
would like copies of the videos. 

2. Checked Baggage SOP is attached. 

3. The only Notice of Inspection is attached. 

4. The FAQ is a database, not a document. 

5. TSA OD 400-50-1-8A (the latest version of this OD) is attached, along with 2 attachments 
to this OD. 

6. A list of current OD's is attached. 

7. The Procedures Division does not write MDs. Perhaps OHC may be able to assist. 



All of the attached; as referenced above, are Sensitive Security Information (SSI) 
been protected with the current national password. 

Regards , 
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All have 



Transportation Security Specialist 
Office of Security Operations 
Department of Homeland Security 
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To: 

Sent: Tue Dec 22 14:10:17 2009 

Subject: FW: NEW FOIA TASKING (CASE #TSA10-0134) 
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Hello 
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Attached is a FOIA request for documents that your office is responsible for. Please provide 
me with the documents requested as soon as possible. I realize that most (if not all) of 
these cannot be released; however, we are still responsible for providing all of them to the 
FOIA office. 

If you have any questions, please let me know. 

Thanks, 
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Office of Security Operations 

601 S. 12th Street, East Tower, E5-357N 

Arlington, VA 

Phone: 571-227 

Fax: 571-227-1919 
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December 15, 2009 8:09 AM 



From: I 
Seni 

To : 

Subject: NEW FOIA TASKING (CASE #TSA10-0134) 
Importance: High 



Good morning I 

Please review the attachment below: 

<<10 0134 Tasking sheet. Request & Email>> 

Identify any information in the responsive records you found during your search that you 
believe should be withheld, and explain why you believe its release would be harmful. 
Forward all responses along with the completed tasking sheet. Please return the completed 



tasking sheet to me even if there are no responsive records found since we will need the form 
for our files . 

Thank you in advance, 
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FOIA Assistant 

Transportation Security Administration HQ (ISA) Office of Special Counselor (OSC) Freedom of 

Information Act Offic e (FOIA) 

Direct: 571.227 

Main: 866.364.2872 

Fax: 571.227.1406 



The message is ready to be sent with the following file or link attachments: 
10-0134 

Note: To protect against computer viruses, e-mail programs may prevent sending or receiving 
certain types of file attachments. Check your e-mail security settings to determine how 
attachments are handled. 



U.S. l)c|)iu(it!cn( of HcjttU'limtf Security 

Washington, DC 20528- 6(120 
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Mr. Edward Hasbrouck 
The Identity Project 
1736 Franklin Street, 9 ,h Floor 
Oakland, CA 94612 

Re: TSA10-0134 

Dear Mr. Hasbrouck: 

This letter acknowledges receipt of your Freedom of Information Act (FOIA) request to the 
Transportation Security Administration (TS A), dated December 9, 2009, and to your request for 
a waiver of all assessable FOIA fees. Your request was received in this office on December 10, 
2009. Specifically, you requested access to and copies of records related to TSA Operations 
Directives or Management Directives. 

Due to the increasing number of FOIA requests received by this office, we may encounter some 
delay in processing your request. Per Section 5.5(a) of the DHS FOIA regulations, 6 C.F.R. Part 
5, the Department processes FOIA requests according to their order of receipt. Although DHS* 
goal is to respond within 20 business days of receipt of your request, the FOIA does permit a 10- 
day extension of this time period. As the subject matter of your request is of substantial interest 
to two or more components of this Department or of substantial interest to another agency, we 
will need to consult with those entities before we issue a final response. Due to these unusual 
circumstances, TSA will invoke a 10-day extension for your request, as allowed by Title 5 
U.S.C. § 552(a)(6)(B). If you care to narrow the scope of your request, please contact our office. 
We will make every effort to comply with your request in a timely manner. 

As it relates to your fee waiver request, I have reviewed your letter thoroughly and have 
determined that you have not presented a convincing argument that you are entitled to a blanket 
waiver of fees. 

The DHS FOIA Regulations, 6 CFR § 5.1 l(k)(2), set forth six factors to examine in determining 
whether the applicable legal standard for a fee waiver has been met. We will consider these 
factors in our evaluation of your request for a fee waiver: 

(1) Whether the subject of the requested records concerns "the operations or activities of 
the government;" 

(2) Whether the disclosure is "likely to contribute" to an understanding of government 
operations or activities; 

(3) Whether disclosure of the requested information will contribute to the understanding 
of the public at large, as opposed to the individual understanding of the requestor or a 
narrow segment of interested persons; 



(4) Whether the contribution to public understanding of government operations or 
activities will be "significant;" 

(5) Whether the requester has a commercial interest that would be furthered by the 
requested disclosure; and 

(6) Whether the magnitude of any identified commercial interest to the requestor is 
sufficiently large in comparison with the. public interest in disclosure, that disclosure is 
primarily in the commercial interest of the requestor. 

As a requester, you bear the burden under the FOIA of showing that the fee waiver requirements 
have been met. Based on my review of your December 9, 2009 letter and for the reasons stated 
herein, I have determined that your fee waiver request is deficient because your request for a fee 
waiver has failed to satisfy each of the required factors, I am denying your fee waiver request. 

Provisions of the Act allow us to recover part of the cost of complying with your request. We 
shall charge you for records in accordance with the DHS Interim FOIA regulations as they apply 
to media requestors. As a media requestor you will be charged 10-ccnts a page for duplication, 
although the first 100 pages are free. We will construe the submission of your request as an 
agreement to pay up to $25.00. You will be contacted before any further fees are accrued. 

You have the right to appeal the determination to deny your fee waiver request. In the event that 
you may wish to appeal this determination an administrative appeal may be made in writing to 
Kimberly Walton, Special Counselor, Office of the Special Counselor, Transportation Security 
Administration, 601 South 12 th Street, East Building, E7-121S, Arlington, VA 22202-4220. 
Your appeal must be submitted within 60 days from the date of this determination. It should 
contain your FOIA request number and state, to the extent possible, the reasons why you believe 
the initial determination should be reversed. In addition, the envelope in which the appeal is 
mailed in should be prominently marked "FOIA Appeal." Please note the Special Counselor's 
determination will be administratively final. Your envelope and letter should be marked 
"Freedom of Information Act Appeal." The implementing Department regulations establish the 
criteria under which the FOIA is administered. Copies of the FOIA and regulations are available 
at www.DHS.gov. 

Your request has been assigned reference number TSA10-0134. Please refer to this identifier in 
any future correspondence. If you have any questions, or would like to discuss this matter, 
please feel free to contact this office at 866.364.2872. 

Sincerely, 



Kevin J. Janet 
FOIA Officer 
Freedom of Information Act 
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From: 
Sent: 
To: 
Subject: 

Importance: 
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ie.p.<iav_.J '^.r..|mber1^009 8:09 AM 
NEW FOIA TASKING (CASE #TSA10-0134) 
High 



Good morningjffl 

Please review Tneauachment below: 



10 0134 Tasking 
sheet, Request... 



Identify any information in the responsive records you found during your search that you believe should be 
withheld, and explain why you believe its release would be harmful. Forward all responses along with the 
completed tasking sheet. Please return the completed tasking sheet to me even if there are no responsive records 
found since we will need the form for our files. 

Thank you in advance, 
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FOIA Assistant 

Transportation Security Administration HQ (TSA) 

Office of Special Counselor (OSC) 

Freedom of Information Act Office (FOIA) 

Direct: 571.227.1 

Main: 866.364.2872 

Fax: 571.227.1406 




Transportation 

Security 

Administration 



FOIA Request Certification 



INSTRUCTIONS: FOIA Points-of-Contact (POCs) will complete Section II and forward responsive records 
by mail to the TSA Headquarters FOIA Office, TSA-20, or by e-mail to the tasking individual, unless 
otherwise noted and explained below. If the search identifies TSA has a large volume of responsive 
records, FOIA POCs must contact the FOIA Office as soon as possible following receipt of this issued form 
to provide a cost estimate prior to continuing to process the request. Questions should be directed to the 
FOIA Office at (571) 227-2300, 866-FOIA-TSA (866-364-2872). 



SECTION h CASE SUSPENSE ^IDENTIFICATION: 



FOIA OFFICE USE ONLY 



FOIA POC response required on or before: 12/22/09 



FOIA POCs direct e-mails replies to: 



FOIA Case No.: TSA10-0134 



Date: 12/15/09 



Action Office(s): TSA-25 



Request Received From: Edward Hasbrouck of The Identity Project 



Requester Seeks: (see attached request for further description) 



rSEeTION]ll:c- FOIA POC 



Part M Contact TrifOr^atiorV 









Name: 



Phone No.: 



Title: 



■;■ .; ; .. ; r. .;."■:■: ~-, : . ..;/. ;■ -^ ,. -■ . - 



Part B; Re op mm ehdatio tis (Check -ail th atepply and pro videappro pnate 'r esponses) ,, ;'> , , 
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1. Release all responsive records, (identify records and from where retrieved) 



2. Withhold select responsive records, (explain) 



□ 



3. Withhold all responsive records, (explain) 



□ 



4. No responsive records. Search failed to identify and/or locate responsive records, (explain) 



□ 



Q 



5. Recommend FOIA Office contact the following DHS Component, TSA Office and/ or individuals, identified, 
in order to search for responsive records, (identify) 



JpARTC/Cost Estimate- 



Search Time (hrs.) / Pay Band 



Processing Time (hrs.) / Pay Band 



Attorney Time (hrs.) / Pay Band 



/ 



/ 



/ 



/ 



/ 



/ 



PART D. Response Certification 



i certify that a search reasonably calculated to uncover all responsive records, paper and electronic, has been conducted and all 
responsive records have been reviewed, copied and provided to the HQ FOIA Office -TSA-20, or otherwise noted with explanations and/or 
recommendations provided herein. 



FOIA POC Signature: 



Date; 



TSA Form 360 1 , 2/09 [File: 3600. 1 .2] 
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From: 

Sent: 

To: 

Subject: 

Attachments: 



b 6 



Janet, Kevin <TSA FO!A>fl 
^^|dn||d|^)ecember 09, 2009 9:31 PM 

Fw: FOIA request 

Attachment information.; TSA-FOIA-screening.pdf 



Print these out., acknowlesge and 

Original Message 

From: Edward Hasbrouck <edward@hasbrouck.org> 

To: Foia <FOIA. tsa@dhs.gov> 

Cc: TSA-ContactCenter <Tsa-ContactCenter@dhs.gov>; 

Sent: Wed Dec 09 20:37:04 2009 

Subject: FOIA request 



Thanks. 



b 6 



Attached please find a FOIA request for documents related to TSA screening procedures. I am 

copying this request to " TSA-ContactCenter(3dhs . gov " 

becuase that address also appears as contact address on some of the TSA FOIA Web pages, and 

to Mr. Janet , because the last time I sent a FOIA request to " FOIA. TSAOdhs. gov " , I eventually 

received a message claiming that it had not been received in the TSA FOIA office until 8 days 

later. 

Sincerely, 

Edward Hasbrouck 



Edward Hasbrouck 
< edward@hasbrouck.org > 
< http://hasbrouck.org > 
+1-415-824-0214 



U.S. Department of Homeland Security 
Washington, DC 20528-6020 



^g§r^& Transportation 
[29b£ Security 
9 ^^ /! Administration 

December 24, 2009 

■ 

Mr. Edward Hasbrouck 
The Identity Project 
1736 Franklin Street, 9 th Floor 
Oakland, CA 94612 

Re: TSA10-0179 

Dear Mr. Hasbrouck: 

This letter acknowledges receipt of your Freedom of Information Act (FOIA) request to the 
Transportation Security Administration (TSA), dated December 1 8, 2009, and to your request for 
a waiver of all assessable FOIA fees. Your request was received in this office on December 24, 
2009. Specifically, you requested access to and copies of the most recent version of TSA 
Operations Directives or Management Directives. 

Due to the increasing number of FOIA requests received by this office, we may encounter some 
delay in processing your request. Per Section 5.5(a) of the DHS FOIA regulations, 6 C.F.R. Part 
5, the Department processes FOIA requests according to their order of receipt. Although DHS' 
goal is to respond within 20 business days of receipt of your request, the FOIA does permit a 10- 
day extension of this time period. As the subject matter of your request is of substantial interest 
to two or more components of this Department or of substantial interest to another agency, we 
will need to consult with those entities before we issue a final response. Due to these unusual 
circumstances, TSA will invoke a 10-day extension for your request, as allowed by Title 5 
U.S.C. § 552(a)(6)(B). If you care to narrow the scope of your request, please contact our office. 
We will make every effort to comply with your request in a timely manner. 

As it relates to your fee waiver request, I have reviewed your letter thoroughly and have 
determined that you have not presented a convincing argument that you are entitled to a blanket 
waiver of fees. 

The DHS FOIA Regulations, '6 CFR § 5.1 l(k)(2), set forth six factors to examine in determining 
whether the applicable legal standard for a fee waiver has been met. We will consider these 
factors in our evaluation of your request for a fee waiver: 

(1) Whether the subject of the requested records concerns "the operations or activities of 
the government;" 

(2) Whether the disclosure is "likely to contribute" to an understanding of government 
operations or activities; 

(3) Whether disclosure of the requested information will contribute to the understanding 
of the public at large, as opposed to the individual understanding of the requestor or a 
narrow segment of interested persons; 



(4) Whether the contribution to public understanding of government operations or 
activities will be "significant;" 

(5) Whether the requester has a commercial interest that would be furthered by the 
requested disclosure; and 

(6) Whether the magnitude of any identified commercial interest to the requestor is 
sufficiently large in comparison with the public interest in disclosure, that disclosure is 
primarily in the commercial interest of the requestor. 

As a requester, you bear the burden under the FOIA of showing that the fee waiver requirements 
have been met. Based on my review of your December 1 8, 2009 letter and for the reasons stated 
herein, I have determined that your fee waiver request is deficient because your request for a fee 
waiver has failed to satisfy each of the required factors, I am denying your fee waiver request. 

Provisions of the Act allow us to recover part of the cost of complying with your request. We 
shall charge you for records in accordance with the DHS Interim FOIA regulations as they apply 
to media requestors. As a media requestor you will be charged 1 0-cents a page for duplication, 
although the first 1 00 pages are free. We will construe the submission of your request as an 
agreement to pay up to $25.00. You will be contacted before any further fees are accrued. 

You have the right to appeal the determination to deny your fee waiver request. In the event that 
you may wish to appeal this determination an administrative appeal may be made in writing to 
Kimberly Walton, Special Counselor, Office of the Special Counselor, Transportation Security 
Administration, 601 South 12 th Street, East Building, E7-121S, Arlington, VA 20598-6020. " 
Your appeal must be submitted within 60 days from the date of this determination. It should 
contain your FOIA request number and state, to the extent possible, the reasons why you believe 
the initial determination should be reversed. In addition, the envelope in which the appeal is 
mailed in should be prominently marked "FOIA Appeal." Please note the Special Counselor's 
determination will be administratively final. Your envelope and letter should be marked 
"Freedom of Information Act Appeal." The implementing Department regulations establish the 
criteria under which the FOIA is administered. Copies of the FOIA and regulations are available 
atwww.DHS.gov. 

Your request has been assigned reference number TSA10-0179. Please refer to this identifier in 
any future correspondence. If you have any questions, or would like to discuss this matter, 
please feel free to contact this office at 866.364.2872. 




„evm J. Janet 
FOIA Officer 
Freedom of Information Act 



www.d1is.gov 



(b) (6) 



From: 
Sent: 
To: 
Subject: 



b) (6) 



Wednesday, June 30, 201 11:36 AM 
Janet, Kevin <TSA FOIA>;~ 
RE: NEW FOIA TASKING 



It's listed as SCO ~ 18 pages. 
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Office of Security Operations 

601 S. 12th Street, East Tower, E5-357N 

Arlington, VA 22202 

Phone: 571-227§ 

Fax: 571-227-1919 



From: Janet, Kevin <TSA FOIA> 

Se nt: Wednesday, June 30, 2010 10:30 AM 

ToiF 

Subject: 




b 6 



b 5 



here's the page count for the SOPs. 



what is the overall page count for the first SOP listed? 
Thanks. 



b 5 



Sent: Wednesday, June 30, 2010 7:45 AM 
To: Janet, Kevin <TSA FOIA> 



b 6 



Subject: RE: NEW FOIA TASKING (CASE #TSA10-0179) 



Kevin, 



1. Screening Checkpoint SOP, Rev, 8, May 28, 2008 with FIVE interim changes: 

SCO SOP, Rev. 8 18 pages 

Interim Chg. dtd 8/1/08 8 pages 

Interim Chg. dtd 11/13/08 4 pages 

Interim Chg. dtd 4/29/09 14 pages 

Interim Chg. dtd 2/18/10 6 pages 

Interim Chg. dtd 5/2/10 4 pages 

NOTE: This document has additional information contained in imbedded video clips and other media 
that is not included in page counts. 

2. Screening Management SOP, Rev. 3, Chg. 6, November 2, 2009— This document has been separated into 3 
separate, stand alone documents : 

Scrng Mgmt., Rev. 3, Chg 7 57 pages 

Travel Document Checker SOP 



l 



(formerly Appendix 2) 22 pages 
Specialized Screening, Version 1 

(formerly Chapter 4) 45 pages 

3. Checked Baggage SOP, Rev. 4, Chg. 1, April 29, 2009 59 pages 

4. Advanced imaging Technology (WBI) Rev. 2, Chg. 1, November 3, 2008— document no longer exists 

5. Advanced Imaging Technology (WBI), Rev. 4, May 19, 2009 31 pages 

6. Playbook SOP, October 30, 2009 53 pages 

7. Colorimetric SOP, Rev. 1, Chg. 1, September 4, 2009 7 pages - 

8. Stand Off Detection, Rev. 2, Chg. 2, October 23, 2009 13 pages 

9. Visible Intermodai Protection and Response, June 9, 2008 25 pages 

10. Bomb Appraisal Officer, Rev. 1, Chg. 1, December 3, 2009 34 pages 

11. SPOT, Rev. 1, January 23, 2009 35 pages 



Office of Security Operations 

601 S. 12th Street, East Tower, E5-357N 

Arlington, VA 22202 

Phone: 571 -227 j 

Fax: 571-227-1919 



From: Janet, Kevin <TSA FOIA> 
Se nt: Tuesday, June 29, 2010 3:00 PM 

To: H3EIE 

Subje^tn<CTEWKJlAl7\5KlNG (CASE #TSA10-0179) 



I have a request for all SOPs referenced « File: SOP SSI 12.9XJ9.pdf » in Gale's memorandum, I've attached a copy for 
your convenience. Thanks. 



From:|_ 

Sent: Tuesday, June 29, 2010 2: IP P: 

To: Janet, Kevin <TSA FOIA>;( 

Subject: RE: NEW FOIA TASKING (CASE #TSA10-0179) 



Kevin, 

Which ones were you looking for specifically? 



(b) (6) 



Office of Security Operations 

601 S. 12th Street, East Tower, E5-357N 

Arlington, VA 22202 

Phone: 571-227EH 

Fax: 571-227- 




From: Janet, Kevin <TSA FOIA> 

Sent: Tuesday, June 29, 2010 1:22 

Toi 

Subject: RE: NEW F( 



d0-0179) 



(b) (6) 

(b) (5) 



just left you a message^ 
this it vvoula^^aDi^lus^nanTs. 



If one of you folks could help out on 



From:! 

Sent: Thursday, January 21, 2010 2:53 PM 

To: Janet, Kevin <TSA FOIA> 

Cc: Walton, Kimberly;|_ 

Subject: RE: NEW FOIA TASKING (CASE #TSA10-017< 



Yes, that is correct. OSO's FOIA POC,B [will co mplete and return the FOIA Request Certification for this 

request, checking Recommendation 3.[g HIHHHHHT" ex P lanation box ' indicate: Per December 8, 

2009, directive from TSA's Acting Administrator, all screening SOPs are SSI in their entirety in accordance with 49 C.F.R. 
1520.5(b)(9)(i). These SOPs and any portion thereof will only be released to covered persons who have a need to know 
in accordance with 49 C.F.R 1520.7 and 1520.11. 



<< File: SOP SSI 12. 9. 09.pdf >> 




Thanks, 



From: Janet, Kevin <TSA FOIA> 

Sen t: Thursday, Janua ry 21, 2010 2:49 PM 

To: S3EI9HHB 

Cc: Walton, Kimberly 

Subject: RE: NEW FOIA TASKING (CASE #TSA10-0179) 



[just wanted to memorialize the gist of our conversation and to provide Kim Walton with operational awareness 
concerning our meeting and discussion of the SOPs. The identity Project (Edward Hasbrouck), has filed a request for the 



"12 SOPs" referenced in Gale Rossides congressional testimony. A copy of the request is attached. Based on Gale' s 
12/8/2009 Memorandum these SOPs are considered SSI in their entirety. 




From| 

Sent: Thursday, January 21, 2010 12:30 PM 

To: Janet, Kevin <TSA FOIA> 

Subject: FW: NEW FOIA TASKING (CASE #TSA10-0179) 



Hi Kevin. 1 am the AGM in OSO who supervises the office that handles FOIA requests. Our POC 
senior leadership has asked me to get with you 



(b) (5) 



OSO 



Id love to have a quick chat with you today if you are in. 



Thank you. 



Assistant General Manager 
For Communications 
Office of Security Operations 
(571) 227- 



« File: 10 0179 Tasking sheet, Request & Email » 



Edward Hasbrouck 

The Identity Project 

1736 Franklin Street, 9th Floor 

Oakland, CA 9461 2 

edward@hasbrouck.org 

telephone 510-208-7744 (office) 
435-824-0214 (cell/mobile) 

March 8, 2010 
Kimberly Walton, Special Counselor 
Office of the Special Counselor 
Transportation Security Administration 
601 South 12th St., EastBldg., B7-121S 
Arlington, VA 20598-6020 

FOIA Appeal (appeal of constructive denial) 
Your reference number: TSA10-0179 

Dear Counselor Walton: 

This is an appeal under the Freedom of Information Act, 5 U.S.C. §552. 

On December 1 8, 2009, we made a FOIA request to your agency for records related to 
TSA "Standard Operating Procedures (SOP's)". On December 31, 2009, we received a letter 
acknowledging receipt of our request by your agency on December 24, 2009 and invoking a 
10-day extension of time for your response. Copies of our request and your agency's letter 
confirming its receipt are enclosed. 

We have not yet received any records in response to our request, or any notice of any 
substantive determination by your agency with respect to our request. It has been substantially 
more than 30 business days (20 days plus the 10-day extension) since our request was received 
by your agency. Accordingly, we deem our request to be constructively denied in its entirety. 

We appeal the constructive denial of our request. As the FOIA requires, we expect that 
you will act on this appeal and produce responsive documents within 20 working days. 

Sincerely, 

Edward Hasbrouck 
Consultant on travel-related issues 
The Identity Project 

TSA 10-0 179, FOIA appeal of constructive denial (page 1 of 1) 




Edward Hasbrouck 
The Identity Project 
1736 Franklin Street, 9th Floor 
Oakland, CA 94612 

edward@hasbrouck.org 

office 510-208-7744 

cell/mobile 415-824-0214 

December 18, 2009 

Transportation Security Administration 
Freedom of Information Act (FOIA) Division 
TSA-20, 11th Floor, East Tower 
601 South 12th Street 
Arlington, VA 20598-6020 

(by Express Mail and by e-mail to FOIA.TSA@dhs.gov) 

FOIA REQUEST 

Fee benefit requested 
Fee waiver requested 

Dear FOIA Officer: 

This is a request pursuant to the federal Freedom of Information Act, 5 U.S.C. § 552. 

In testimony before the Subcommittee on Transportation Security and Infrastructure Protection 
of the House Committee on Homeland Security on December 16, 2009, TSA Acting Administrator Gail 
Rossides referred to "TSA's 12 other SOPs" [Standard Operating Procedures. Archived video of that 
testimony is available on the Committee Web site at: 
<http://homeland.house.gov/Hearings/index.asp7ID-230>. 

I request access to and copies of the most recent version of each of the following documents, 
including any and all appendices, attachments, enclosures, supplements, updates, change notices, 
revisions, interpretive or guidance notes, usage instructions, or the like, including any such 
supplements, updates, or revisions contained in TSA Operations Directives or Management Directives: 

1. The 12 TSA "Standard Operating Procedures (SOPs)" referred to by Acting Admin. Rossides. 

2. Any other TSA Standard Operating Procedures, regardless of their number. 

3. The list and index of TSA Standard Operating Procedures. 

As a representative of the news media I am only required to pay for the direct cost of 
duplication after the first 100 pages. Through this request, I am gathering information on TSA 
procedures that is of current interest to the public because without this information, there is no way for 
members of the public to know what actions by TSA employees or contractors or members of the 
public the TSA believes are permitted or required. This information is being sought on behalf of The 

The Identity Project FOIA request for all TSA SOPs (page 1 of 2) 



Identity Project ("IDP"). IDP provides advice, assistance, publicity, and legal defense to those who 
find their rights infringed or their legitimate activities curtailed by demands for identification, and 
builds public awareness about the effects of ID requirements on fundamental rights. IDP is a program 
of the First Amendment Project, a nonprofit organization providing legal and educational resources 
dedicated to protecting and promoting First Amendment rights. 

One of the principal activities of IDP is publication of the informational and educational Web 
site at <http://www.papeisPlease.org>, where we have published documents obtained in response to our 
previous FOIA requests, including the excerpts horn the Screening Management SOP released in 
response to our previous FOIA request, for dissemination to the general public. This information will 
also be publicized through my own Web site and blog of travel news, information, and advice. 

Please waive any applicable fees. Release of the information is in the public interest because it 
will contribute significantly to public understanding of government operations and activities. It is self- 
evident that the TSA "Standard Operating Procedures" relate to the government operations and 
activities. There has been, and continues to be, extensive interest in TSA procedures, the posting of the 
Screening Management SOP at fbo.gov, and the relationship of the Screening Management SOP to 
other SOPs, as discussed by Acting Administrator Rossides in her Congressional testimony. The 
Identity Project is a nonprofit organization with no commercial interest in this information. 

There are no statutes or regulations specifying these procedures. In the absence of statutes or 
regulations, public disclosure and availability of the requested documents is essential to any public 
understanding of TSA operations, of what rights and authority the TSA claim, and of TSA expectations 
with respect to the conduct of TSA employees and contractors and of members of the public. 

This information will be made available to die public. Pursuant to 44 U.S.C. 3506(d)(4)(b), 
neither the TSA nor any agency may, "except where specifically authorized by statute ... restrict or 
regulate the use, resale, or redissemination of public information by the public." The FOIA statute does 
not authorize any such restriction on the use or reddisemination of information released pursuant to 
FOIA, and we intend to exercise fully our rights to use and public redissemination through our Web site 
of any records released in response to this request. 

If my request is denied in whole or part, I ask that you justify all deletions by reference to 
specific exemptions of the act. I will also expect you to release all segregable portions of otherwise 
exempt material. I, of course, reserve the right to appeal your decision to withhold any information or 
to deny a waiver of fees. 

Please respond as soon as possible to confirm your receipt of this request. I look forward to 
your complete reply within 20 business days, as the statute requires. 

Sincerely, 



Edward Hasbrouck 

Consultant on travel-related issues 
The Identity Project 

The Identity Project FOIA request for all TSA SOPs (page 2 of 2) 
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December 24, 2009 

Mr. Edward Hasbrouck 
The Identity Project 
1736 Franklin Street, 9 ,h Floor 
Oakland, CA 94612 

Re: TSA 1 0-0179 

Dear Mr. Hasbrouck: 

This letter acknowledges receipt of your Freedom of Information Act (FOIA) request to the 
Transportation Security Administration (TSA), dated December 1 8, 2009, and to your request for 
a waiver of all assessable FOIA fees, Your request was received in (his office on December 24, 
2009. Specifically, you requested access to and copies of the most recent version of TSA 
Operations Directives or Management Directives. 

Due to the increasing number of FOIA requests received by this office, we may encounter some 
delay in processing your request. Per Section 5.5(a) of the DHS FOIA regulations, 6 C.F.R. Part 
5, the Department processes FOIA requests according to their order of receipt. Although DHS' 
goal is to respond within 20 business days of receipt of your request, the FOIA does permit a 10- 
day extension of this time period. As the subject matter of your request is of substantial interest 
to two or more components of this Department or of substantial interest to another agency, we 
will need to consult with those entities before we issue a final response. Due to these unusual 
circumstances, TSA will invoke a 10-day extension for your request, as allowed by Title 5 
U.S.C. § 552(a)(6)(B). If you care to narrow the scope of your request, please contact our office. 
We will make every effort to comply with your request in a timely manner. 

As it relates to your fee waiver request, I have reviewed your letter thoroughly and have 
determined that you have not presented a convincing argument that you are entitled to a blanket 
waiver of fees. 

The DHS FOIA Regulations, 6 CFR § 5.1 l(k)(2), set forth six factors to examine in determining 
whether the applicable legal standard for a fee waiver has been met. We will consider these 
factors in our evaluation of your request for a fee waiver: 

(1) Whether the subject of the requested records concerns "the operations or activities of 
the government;" 

(2) Whether the disclosure is "likely to contribute" to an understanding of government 
operations or activities; 

(3) Whether disclosure of the requested information will contribute to the understanding 
of the public at large, as opposed to the individual understanding of the requestor or a 
narrow segment of interested persons; 






(4) Whether the contribution to public understanding of government operations or 
activities will be "significant;" 

(5) Whether the requester has a commercial interest that would be furthered by the 
requested disclosure; and 

(6) Whether the magnitude of any identified commercial interest to the requestor is 
sufficiently large in comparison with the public interest in disclosure, that disclosure is 
primarily in the commercial interest of the requestor. 

As a requester, you bear the burden under the FOIA of showing that the fee waiver requirements 
have been met. Based on my review of your December 18, 2009 letter and for the reasons stated 
herein, I have determined that your fee waiver request is deficient because your request for a fee 
waiver has failed to satisfy each of the required factors, I am denying your fee waiver request. 

Provisions of the Act allow us to recover part of the cost of complying with your request. We 
shall charge you for records in accordance with the DHS Interim FOIA regulations as they apply 
to media requestors. As a media requestor you will be charged 10-cents a page for duplication, 
although the first 100 pages are free. We will construe the submission of your request as an 
agreement to pay up to $25.00. You will be contacted before any further fees arc accrued. 

You have the right to appeal the determination to deny your fee waiver request. In the event that 
you may wish to appeal this determination an administrative appeal may be made in writing to 
Kimberly Walton, Special Counselor, Office of the Special Counselor, Transportation Security 
Administration, 601 South 12 th Street, East Building, E7-121S, Arlington, VA 20598-6020. 
Your appeal must be submitted within 60 days from the date of this determination. It should 
contain your FOIA request number and state, to the extent possible, the reasons why you believe 
the initial determination.should be reversed. In addition, the envelope in which the appeal is 
mailed in should be prominently marked "FOIA Appeal." Please note the Special Counselor's 
determination will be administratively final. Your envelope and letter should be marked 
"Freedom of Information Act Appeal." The implementing Department regulations establish the 
criteria under which the FOIA is administered. Copies of the FdA and regulations are available 
at www.DHS.gov. 

Your request has been assigned reference number TSA10-0179. Please refer to this identifier in 
any future correspondence. If you have any questions, or would like to discuss this matter, 
please feel free to contact this office at 866.364.2872. 

Sincerel 




..evin J. Janet 
FOIA Officer 
Freedom of Information Act 



wwv.d/is.gov 




U.S. Department of I loiuclnnil Security 



Freedom ofliifornintioii Act Office 
601 South 12* Street 

Arlington, VA 20598-6020 



Transportation 

Security 

Administration 



ACTION 



MEMORANDUM FOR: 
FROM: 

SUBJECT: 



Special Counselor Kimberly Walton 

Kevin J. Janet, FOI A Officer 
Freedom of Information Act Office 

FOIA Request TSA1 0-0179 Edward Hasbrouck 



Purpose 

Mr. Edward Hasbrouck appealed TSA's failure to respond to his Freedom of Information Act 
(FOIA) request within 20 business days. 



•\v- 



Background ,. . 

On rvfarcti 8, 2010, Mr. Hasbrouck submitted a FOIA request in which he requested copies of the 
most recent version of each of the following documents, including any and all appendices, 
attachments, enclosures, supplements, updates, change notices, revisions, interpretive or guidance 
notes, usage instructions, or the like, including any such supplements, updates, or revisions 
contained in TSA Operations Directives or Management Directives: 

1 . The 12 TSA "Standard Operating Procedures (SOPs)" referred to by the Acting Admin. 
Rossides. 

2. Any other TSA Standard Operating Procedures, regardless of their number. 

3 . The list and index of TSA Standard Operating Procedures. 

On March 9, 2010, the FOIA Office received an appeal letter from Mr. Hasbrouck. 



Discussion 




www.tsa.gov 



Recommendation 




Approve Disapprove 

Modify Needs more discussion 

Tabs: 

Signature: Response letter for signature. 

Concurrence: Response letter with concurrence blocks. 

Background: Tab 1 12/18/09 FOIA request. 

Incoming: 

FOIA Appeal letter from requester 



www.tsa.gov 



U.S. Department of Homeland Security 

Office of (he Special Counselor 
601 South 12 th Street 
Arlington, VA 20598-6033 




MAR 2 5 2010 

FOIA Appeal Case Number: TSA10-0179 

Edward Hasbrouck 

The Identity Project 

1736 Franklin Street, 9 th Floor 

Oakland, CA 94612 

Dear Mr. Hasbrouck: 

This letter is in response to your letter dated March 8, 2010, in which you appealed the 
Transportation Security Administration's (TSA) failure to respond to your Freedom of 
Information Act (FOIA) request within 20 business days. Specifically, you requested copies of 
the most recent version of each of the following documents, including any and all appendices, 
attachments, enclosures, supplements, updates, change notices, revisions, interpretive or guidance 
notes, usage instructions, or the like, including any such supplements, updates, or revisions 
contained in TSA Operations Directives or Management Directives: 

1 . The 12 TSA "Standard Operating Procedures (SOPs)" referred to by the Acting Admin. 
Rossides. 

2. Any other TSA Standard Operating Procedures, regardless of their number. 

3. The list and index of TSA Standard Operating Procedures. 

As described herein, I am denying your appeal in as much as the matters addressed in your letter 
are not administratively appealable under the FOIA. 

Under the FOIA, you have the right to administratively appeal any adverse determination the TSA 
makes on your FOIA request. For example, you may appeal the denial of records in full or in part, 
denials of requests for fee waivers and denials of requests for expedited processing. My review of 
your letter shows that you argue that TSA "constructively denied" your request by its lack of 
response within the statutory time limits. Constructive denial is not administratively appealable 
since the term is deemed to incorporate the exhaustion of all administrative remedies, including 
the administrative appeal process, thereby allowing an aggrieved requester to seek immediate 
judicial review. 

This is the final decision on your appeal. I am the Transportation Security Administration official 
responsible for this decision. Should you choose to do so, you may seek judicial review of this 
decision pursuant to the provisions of 5 U.S.C. § 552(a)(4)(B) in the United States District Court 



in the district in which you reside, or in which the agency records are situated, or in the District of 
Columbia. 



Sincerely, 




Kimberly Walton 
Special Counselor 



www.tsn.gov 



Edward Hasbrouck 
The Identity Project 
1736 Franklin Street, 9th Floor 
_ A Oakland, CA94612 

I &/& U I pa edward@hasbrouck.org 

//JPf, office 510-208-7744 

'/°y/0 L> l cell/mobile 415-824-0214 

December 18, 2009 

Transportation Security Administration 
Freedom of Information Act (FOI A) Division 
TSA-20, 11th Floor, East Tower 
601 South 12th Street 
Arlington, VA 20598-6020 

(by Express Mail and by e-mail to FOIA.TSA@dhs.gov) 

FOIA REQUEST 

Fee benefit requested 
Fee waiver requested 

Dear FOIA Officer: 

This is a request pursuant to the federal Freedom of Information Act, 5 U.S.C. § 552. 

In testimony before the Subcommittee on Transportation Security and Infrastructure Protection 
of the House Committee on Homeland Security on December 16, 2009, TSA Acting Administrator Gail 
Rossides referred to "TSA's 12 other SOPs" [Standard Operating Procedures. Archived video of that 
testimony is available on the Committee Web site at: 
<http://homeland.house.gov/Hearings/index.asp?ID=230>. 

I request access to and copies of the most recent version of each of the following documents, 
including any and ail appendices, attachments, enclosures, supplements, updates, change notices, 
revisions, interpretive or guidance notes, usage instructions, or the like, including any such 
supplements, updates, or revisions contained in TSA Operations Directives or Management Directives: 

,^-YpThe 12 TSA "Standard Operating Procedures (SOPs)" referred to by Acting Admin. Rossides. 
Jc (V Any other TSA Standard Operating Procedures, regardless of their number. 
c!,t ' "3. The list and index of TSA Standard Operating Procedures. 

As a representative of the news media I am only required to pay for the direct cost of 
duplication after the first 100 pages. Through this request, I am gathering information on TSA 
procedures that is of current interest to the public because without this information, there is no way for 
members of the public to know what actions by TSA employees or contractors or members of the 
public the TSA believes are permitted or required. This information is being sought on behalf of The 

The Identity Project FOIA request for all TSA SOPs (page i of 2) 



Identity Project ("IDP"). IDP provides advice, assistance, publicity, and legal defense to those who 
find their rights infringed or their legitimate activities curtailed by demands for identification, and 
builds public awareness about the effects of ID requirements on fundamental rights. IDP is a program 
of the First Amendment Project, a nonprofit organization providing legal and educational resources 
dedicated to protecting and promoting First Amendment rights. 

One of the principal activities of IDP is publication of the informational and educational Web 
site at <http://www.papersPlease.org>, where we have published documents obtained in response to our 
previous FOIA requests, including the excerpts from the Screening Management SOP released in 
response to our previous FOIA request, for dissemination to the general public. This information will 
also be publicized through, my own Web site and blog of travel news, information, and advice. 

Please waive any applicable fees. Release of the information is in the public interest because it 
will contribute significantly to public understanding of government operations and activities. It is self- 
evident that the TSA "Standard Operating Procedures" relate to the government operations and 
activities. There has been, and continues to be, extensive interest in TSA procedures, the posting of the 
Screening Management SOP at fbo.gov, and the relationship of the Screening Management SOP to 
other SOPs, as discussed by Acting Administrator Rossides in her Congressional testimony. The 
Identity Project is a nonprofit organization with no commercial interest in this information. 

There are no statutes or regulations specifying these procedures. In the absence of statutes or 
regulations, public disclosure and availability of the requested documents is essential to any public 
understanding of TSA operations, of what rights and authority the TSA claim, and of TSA expectations 
with respect to the conduct of TSA employees and contractors and of membeis of the public. 

This information will be made available to the public. Pursuant to 44 U.S.C. 3506(d)(4)(b), 
neither the TSA nor any agency may, "except where specifically authorized by statute ... restrict or 
regulate the use, resale, or redissemination of public information by the public. " The FOIA statute does 
not authorize any such restriction on the use or reddisemination of information released pursuant to 
FOIA, and we intend to exercise fully our rights to use and public redissemination through our Web site 
of any records released in response to this request. 

If my request is denied in whole or part, I ask that you justify all deletions by reference to 
specific exemptions of the act. I will also expect you to release all segregable portions of otherwise 
exempt material. I, of course, reserve the right to appeal your decision to withhold any information or 
to deny a waiver of fees. 

Please respond as soon as possible to confirm your receipt of this request. I look forward to 
your complete reply within 20 business days, as the statute requires. 



Sincerely, 




Edward Hasbrouck 

Consultant on travel-related issues 
The Identity Project 



The Identity Project FOIA request for all TSA SOPs (page 2 of 2) 



Edward Hasbrouck 
The Identity Project 
1736 Franklin Street, 9th Floor 
Oakland, CA 946 12 

edward@hasbrouck.org 

telephone 510-208-7744 (office) 

415-824-0214 (cell/mobile) 

March 8, 2010 
Kimberly Walton, Special Counselor 
Office of the Special Counselor 
Transportation Security Administration 
601 South 12th St., East Bldg., E7-121S 
Arlington, VA 20598-6020 

FOIA Appeal (appeal of constructive denial) 
Your reference number: TSA10-0179 

Dear Counselor Walton: 

This is an appeal under the Freedom of Information Act, 5 U.S.C. §552. 

On December 18, 2009, we made a FOIA request to your agency for records related to 
TSA "Standard Operating Procedures (SOP's)". On December 3 1 , 2009, we received a letter 
acknowledging receipt of our request by your agency on December 24, 2009 and invoking a 
10-day extension of time for your response. Copies of our request and your agency's letter 
confirming its receipt are enclosed. 

We have not yet received any records in response to our request, or any notice of any 
substantive determination by your agency with respect to our request. It has been substantially 
more than 30 business days (20 days plus the 10-day extension) since our request was received 
by your agency. Accordingly, we deem our request to be constructively denied in its entirety. 

We appeal the constructive denial of our request. As the FOIA requires, we expect that 
you will act on this appeal and produce responsive documents within 20 working days. 

Sincerely, 



Edward Hasbrouck 
Consultant on travel-related issues 
The Identity Project 

TSA 10-0 1 79, FOIA appeal of constructive denial (page I of 1) 



Edward Hasbvouck 

The Identity Project 

1736 Franklin Street, 9th Floor 

Oakland, C A 946 12 
j 

edward@hasbronck.org 

office 510-208-7744 

cell/mobile 415-824-0214 

December 18, 2009 

Transportation Security Administration 
Freedom of Information Act (FOIA) Division 
TSA-20, 11th Floor, East Tower 
601 South 12th Street 
Arlington, VA 20598-6020 

(by Express Mail and by e-mail to FOIA.TSA@dhs.gov) 

FOIA REQUEST 

Fee benefit requested 
Fee waiver requested 

Dear FOIA Officer: 

This is a request pursuant to the federal Freedom of Information Act, 5 U.S.C. § 552. 

In testimony before the Subcommittee on Transportation Security and Infrastructure Protection 
of the House Committee on Homeland Security on December 16, 2009, TS A Acting Administrator Gail 
Rossides referred to "TSA's 12 other SOPs" [Standard Operating Procedures. Archived video of that 
testimony is available on the Committee Web site at: 
<http://homeland.house,gov/Hearings/index.asp?ID=230>. 

I request access to and copies of the most recent version of each of the following documents, 
including any and all appendices, attachments, enclosures, supplements, updates, change notices, 
revisions, interpretive or guidance notes, usage instructions, or the like, including any such 
supplements, updates, or revisions contained in TSA Operations Directives or Management Directives: 

1. The 12 TSA "Standard Operating Procedures (SOPs)" referred to by Acting Admin. Rossides. 

2. Any other TSA Standard Operating Procedures, regardless of their number. 

3. The list and index of TSA Standard Operating Procedures. 

As a representative of the news media I am only required to pay for the direct cost of 
duplication after the first 100 pages. Through this request, I am gathering information on TSA 
procedures that is of current interest to the public because without this information, there is no way for 
members of the public to know what actions by TSA employees or contractors or members of the 
public the TSA believes are permitted or required. This information is being sought on behalf of The 

The Identity Project FOIA request for all TSA SOPs (page 1 of 2) 



Identity Project ("IDP"). IDP provides advice, assistance, publicity, and legal defense to those who 
find their rights infringed or their legitimate activities curtailed by demands for identification, and 
builds public awareness about the effects of ID requirements on fundamental rights. IDP is a program 
of the First Amendment Project, a nonprofit organization providing legal and educational resources 
dedicated to protecting and promoting First Amendment rights. 

One of the principal activities of IDP is publication of the informational and educational Web 
site at <http://www.papersPlease.org>, where we have published documents obtained in response to our 
previous FOIA requests, including the excerpts from the Screening Management SOP released in 
response to our previous FOIA request, for dissemination to the general public. This information will 
also be publicized through my own Web site and blog of travel news, information, and advice. 

Please waive any applicable fees. Release of the information is in the public interest because it 
will contribute significantly to public understanding of government operations and activities. It is self- 
evident that the TSA "Standard Operating Procedures" relate to the government operations and 
activities. There has been, and continues to be, extensive interest in TSA procedures, the posting of the 
Screening Management SOP at fbo.gov, and the relationship of the Screening Management SOP to 
other SOPs, as discussed by Acting Administrator Rossides in her Congressional testimony. The 
Identity Project is a nonprofit organization with no commercial interest in this information. 

There are no statutes or regulations specifying these procedures. In the absence of statutes or 
regulations, public disclosure and availability of the requested documents is essential to any public 
understanding of TSA operations, of what rights and authority the TSA claim, and of TSA expectations 
with respect to the conduct of TSA employees and contractors and of members of the public. 

This information will be made available to the public. Pursuant to 44 U.S.C. 3506(d)(4)(b), 
neither the TSA nor any agency may, "except where specifically authorized by statute ... restrict or 
regulate the use, resale, or redissemination of public information by the public." The FOIA statute does 
not authorize any such restriction on the use or reddisemination of information released pursuant to 
FOIA, and we intend to exercise fully our rights to use and public redissemination through our Web site 
of any records released in response to this request. 

If my request is denied in whole or part, I ask that you justify all deletions by reference to 
specific exemptions of the act. I will also expect you to release all segregable portions of otheiwise 
exempt material. I, of course, reserve the right to appeal your decision to withhold any information or 
to deny a waiver of fees. 

Please respond as soon as possible to confirm your receipt of this request. I look forward to 
your complete reply within 20 business days, as the statute requires. 

Sincerely, 



Edward Hasbrouck 

Consultant on travel-related issues 
The Identity Project 

The Identity Project FOIA request for all TSA SOPs (page 2 of 2) 
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December 24, 2009 



Mr. Edward Hasbrouck 
The Identity Project 
1736 Franklin Street, 9 lh Floor 
Oakland, CA 94612 

Re: TSA 10-0179 

Dear Mr. Hasbrouck: 

This letter acknowledges receipt of your Freedom oflnformation Act (FOIA) request to the 
Transportation Security Administration (TSA), dated December 18, 2009, and lo your request for 
a waiver of all assessable FOIA fees. Your request was received in this office on December 24, 
2009. Specifically, you requested access to and copies of the most recent version of TSA 
Operations Directives or Management Directives. 

Due to the increasing number of FOIA requests received by this office, wc may encounter some 
delay in processing your request. Per Section 5.5(a) of the D1IS FOIA regulations, 6 C.F.R. Part 
5, the Department processes FOIA requests according to their order of receipt. Although DHS' 
goal is lo respond within 20 business days of receipt of your request, the FOIA does permit a 10- 
day extension of this time period. As the subject matter of your request is of substantial interest 
to two or more components of this Department or of substantial interest to another agency, we 
will need to consult with those entities before we issue a final response. Due to these unusual 
circumstances, TSA will invoke a 1 0-day extension for your request, as allowed by Title 5 
U.S.C. § 552(a)(6)(B). If you care to narrow the scope of your request, please contact our office. 
We will make every effort to comply with your request in a timely manner. 

As it relates to your fee waiver request, I have reviewed your letter thoroughly and have 
determined that you have not presented a convincing argument that you are entitled to a blanket 
waiver of fees. 

The DHS FOTA Regulations, 6 CFR § 5.1 l(k)(2), set forth six factors to examine in determining 
whether the applicable legal standard for a fee waiver has been met. We will consider these 
factors in our evaluation of your request for a fee waiver: 

(1) Whether the subject of the requested records concerns "the operations or activities of 
the government;" 

(2) Whether the disclosure is "likely to contribute" to an understanding of government 
operations or activities; 

• (3) Whether disclosure of the requested information will contribute to the understanding 
of the public at large, as opposed to the individual understanding of the requestor or a 
narrow segment of interested persons; 



(4) Whether the contribution to public understanding of government operations or 
activities will be "significant;" 

(5) Whether the requester has a commercial interest that would be furthered by the 
requested disclosure; and 

(6) Whether the magnitude of any identified commercial interest to the requestor is 
sufficiently large in comparison with the public interest in disclosure, that disclosure is 
primarily in the commercial interest of the requestor. 

As a requester, you bear the burden under the FOIA of showing that the fee waiver requirements 
have been met. Based on my review of your December 1 8, 2009 letter and for the reasons staled 
herein, \ have determined that your fee waiver request is deficient because your request for a fee 
waiver has failed to satisfy each of the required factors, I am denying your fee waiver request. 

Provisions of the Act allow us to recover part of the cost of complying with your request. Wc 
shall charge you for records in accordance with the DMS Interim FOIA regulations as they apply 
to media requestors. As a media requestor you will be charged 1 0-ccnts a page for duplication, 
although the first 100 pages are free. We will construe the submission of your request as an 
agreement to pay up to $25.00. You will be contacted before any further fees arc accrued. 

You have the right to appeal the determination to deny your fee waiver request. In the event that 
you may wish to appeal this determination an administrative appeal may be made in writing to 
Kimberfy Walton, Special Counselor, Office of the Special Counselor, Transportation Security 
Administration, 601 South I2 ,h Street, Fast Building, E7-12 IS, Arlington, V A 20598-6020. 
Your appeal must be submitted within 60 days from the date of this determination. It should 
contain your FOIA request number and state, to the extent possible, the reasons why you believe 
the initial determination should bo reversed. In addition, the envelope in which the appeal is 
mailed in should be prominently marked "FOIA Appeal." Please note the Special Counselor's 
determination will be administratively final. Your envelope and letter should be marked 
"Freedom of Information Act Appeal." The implementing Department regulations establish the 
criteria under which the FOIA is administered. Copies of the FOIA and regulations are available 
at www.DHS.gov. 

Your request has been assigned reference number TSA10-0179. Please refer to this identifier in 
any future correspondence. If you have any questions, or would like to discuss this matter, 
please feel free to contact this office at 866.364.2872. 
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Kevin J. Janet 
FOIA Officer 
Freedom of Information Act 



www.dhs.gov 



FOIA Request Certification 



prWm ^'asportation 

U^ES^y Security 
v^llggfy Administration 

INSTRUCTIONS: FOIA Points-of-Contact (POCs) will complete Section II and forward responsive records 
by mail to the TSA Headquarters FOIA Office, TSA-20, or by e-mail to the tasking individual, unless 
otherwise noted and explained below. If the search identifies TSA has a large volume of responsive 
records, FOIA POCs must contact the FOIA Office as soon as possible following receipt of this issued form 
to provide a cost estimate prior to continuing to process the request. Questions should be directed to the 
FOIA Office at (571) 227-2300, 866-FOIA-TSA (866-364-2872). 



SECTION I: CASE SUSPENSE & IDENTIFICATION 




FOIA OFFICE USg ONLY 



FOIA POC response required on or before: 1/06 /10 
FOIA POCs direct e-mails replies t o: \ 
FOIA Case No.: TSA10-0179 



Date: 12/29/09 



Action Office(s): TSA-29 



Request Received From: Edward Hasbrouck of The Identity Project 



Requester -Seeks: (see attached request for farther description). 



SECTION II: FOIA POC 



^arirj^ft&ofrnwalajiofts 



s Rart^C^ta<;rifif<!>rriiaftoVfy^ ' ■ . .; - m v.^ySg^S" • _ ' ' .r yA':- 



Name: 



Phone No.: 



Title: 



a 



1. Release all responsive records, (identify records and from where retrieved) 



2. Withhold select responsive records, (explain) 




□ 



5. Recommend FOIA Office contact the following DHS Component, TSA Office and/ or individuals, identified, 
in order to search for responsive records, (identify) 



-P ARTC^ t.EattrtfaW \L ill. "'"!_, „_■ ~ " ;^MLi!2I£2KIH 
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Searclrfinie (hrs.) / Pay Band 




Processing Time (hrs.)/Pay Gand 



/ 



Attorney Time (hrs.) / Pay Band 



/ 
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From: 
Sent: 
To: 
Subject: 



19 9:10 AM 



NEW FOIA TASKING (CASE #TSA1 0-0179) 



Good morning, 

Please review the attachment below: 



10 0179 Tasking 
sheet, Request- 



Identify any Information in the responsive records you found during your search that you believe should be 
withheld, and explain why you believe its release would be harmful. Forward all responses along with the 
completed tasking sheet. Please return the completed tasking sheet to me even if there are no responsive records 
found since we will need it for our files. 

Thank you in advance, 



b) 6) 



FOIA Assistant 

Transportation Security Administration HQ (TSA) 

Office of Special Counselor (OSC) 

Freedom of info rmation Act Office (FOIA) 

Direct: 571.227.B3EI 

Main: 866.364.2872 

Fax: 571.227.1406 



Transportation 

Security 

Administration 



FOIA Request Certification 

INSTRUCTIONS: FOIA Points-of-Contact (POCs) will complete Section II and forward responsive records 
by mail to the TSA Headquarters FOIA Office, TSA-20, or by e-mail to the tasking individual, unless 
otherwise noted and explained below. If the search identifies TSA has a large volume of responsive 
records, FOIA POCs must contact the FOIA Office as soon as possible following receipt of this issued form 
to provide a cost estimate prior to continuing to process the request. Questions should be directed to the 
FOIA Office at (571) 227-2300, 866-FOlA-TSA (866-364-2872). 



SECTION I* CASE;SUSPENSE& IDENTIFICATION 



FOIA OFFICE USE ONLY 



FOIA POC response required on or before: 1/05/10 
FOIA POCs direct e-mails replies to: 

FOIA Case No.: TSA10-0179 , 



Date: 12/29/09 



Action Office(s): TSA-29| 



Request Received From: Edward Hasbrouck of The Identity. Project 



Requester Seeks: (see attached request for further description)- 



eSECTltiNll: FOIA POC 



fijF^fcAW or Hafolrifp/r 






Name: 



Phone No.: 



Title: 



| 1 . Release all responsive records, (identify records and from where retrieved) 



□ 



□ 



□ 



□ 



2. Withhold select responsive records, (explain) 



3. Withhold all responsive records, (explain) 



A. No responsive records. Search failed to identify and/or locate responsive records, (explain) 



5. Recommend FOIA Office contact the following DHS Component, TSA Office and/ or individuals, identified, 
in order to search for responsive records, (identify) 



"PART G; GbstiptiiTiafe: 



Search Time (hrs.) / Pay Band 



/ 



/ 



Processing Time (hrs.) / Pay Band 



/ 



Attorney Time (hrs.) / Pay Band 



/ 



/ 



;SART^D,^es^ris^Cert:if|p^l6rr 



certify that a search reasonably calculated to uncover all responsive records, paper and electronic, has been conducted and all 
responsive records have been reviewed, copied and provided to the HQ FOIA Office -TSA-20, or otherwise noted with explanations and/or 
recommendations provided herein. 



FOIA POC Signature: 



Date: 



TSA Form 3601, 2/09 [File; 3600. 1.2] 
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From: FOIA 

Sent: Thursday, December 24, 2009 1 1 :37 AM 

To: 'edward@hasbrouck.org' 

Cc: FOIA 

Subject: YOUR FOIA INQUIRY 

Good morning Mr. Hasbrouck, 

Attached below is your acknowledgement letter to case number TSA10-0179. A hard copy should arrive in the 
mail by next week. If you have any questions or concerns, please feel free to contact us at (866) 364 - 2872 
or via e-mail at FQIA.TSA@DHS.GOV . 



10 0179 
nowledgement Ltr.p 



Thank you, 

Transportation Security Administration HQ (TSA) 
Office of Special Counselor (OSC) 
Freedom of Information Act Office (FOIA) 
Main: 866.364.2872 
Fax: 571.227.1406 



U.S. Department oj/Honielmul Security 
Washington, DC 20528-6020 



Transportjation' 
iSS) Security \ 

Administration 



December 24, 2009 



Mr. Edward Hasbrouck 
The Identify Project 
1736 Franklin Street, 9 ,h Floor 
Oakland, CA 94612 

Re: TSA10-0179 

i, 

Dear Mr. Hasbrouck: 

This letter acknowledges receipt of your Freedom of Information Act (FOIA) request to the 
Transportation Security Administration (TSA), dated December 18, 2009, and to your request for 
a waiver of all assessable FOIA fees. Your request was received in this office on December 24, 
2009. Specifically, you requested access to and copies of the most recent version of TSA 
Operations Directives or Management Directives. 

Due to the increasing number of FOIA requests received by this office, we may encounter some 
delay in processing your request. Per Section 5.5(a) of the DHS FOIA regulations, 6 C.F.R," Part 
5, the Department processes FOIA requests according to their order of receipt. Although DHS? 
goal is to respond within 20 business days of receipt of your request, the FOIA does permit apl 0- 
day extension of this time period. As the subject matter of your request is of substantial interest 
to two or more components of this Department or of substantial interest to another agency, we 
will need to consult with those entities before we issue a final response. Due to these unusual; 
circumstances, TSA will invoke a 10-day extension for your request, as allowed by Title 5 
U.S.C. § 552(a)(6)(B). If you care to narrow the scope of your request, please contact our office. 
We will make every effort to comply with your request in a timely manner. 

As it relates to your fee waiver request, I have reviewed your letter thoroughly and have 
determined that you have not presented a convincing argument that you are entitled to a blanket 
waiver of fees. 

The DHS FOIA Regulations, 6 CFR § 5.1 l(k)(2), set forth six factors to examine in determining 
whether the applicable legal standard for a fee waiver has been met. We will consider these 
factors in our evaluation of your request for a fee waiver: 

(1) Whether the subject of the requested records concerns "the operations or activities' of 
the government;" 

(2) Whether the disclosure is "likely to contribute" to an understanding of government, 
operations or activities; 

(3) Whether disclosure of the requested information will contribute to the understanding* 
of the public at large, as opposed to the individual understanding of the requestor or a 
narrow segment of interested persons; 



(4) Whether the contribution to public understanding of government operations or 
activities will be "significant;" 

(5) Whether the requester has a commercial interest that would be furthered by the 
requested disclosure; and 

(6) Whether the magnitude of any identified commercial interest to the requestor is 
sufficiently large in comparison with the public interest in disclosure, that disclosure's; 
primarily in the commercial interest of the requestor. 



i 

j 



As a requester, you bear the burden under the FOIA of showing that the fee waiver requirements 
have been met, Based on my review of your December 18, 2009 letter and for the reasons stated 
herein, I have determined that your fee waiver request is deficient because your request for a fee 
waiver has failed to satisfy each of the required factors, I am denying your fee waiver request. 

Provisions of the Act allow us to recover part of the cost of complying with your request. •$$? . 
shall charge you for records in accordance with the DHS Interim FOIA regulations as they apply 
to media requestors. As a media requestor you will be charged 10-cents a page for duplication, 
although the first 100 pages are free. We will construe the submission of your request as an 
agreement to pay up to $25.00. You will be contacted before any further fees are accrued. 

You have the right to appeal the determination to deny your fee waiver request. In the event that 
you may wish to appeal this determination an administrative appeal may be made in writing to 
Kimberly Walton, Special Counselor, Office of the Special Counselor, Transportation Security 
Administration, 601 South 12 th Street, East Building, E7-121S, Arlington, VA 20598-6020. 
Your appeal must be submitted within 60 days from the date of this determination. It should 
contain your FOIA request number and state, to the extent possible, the reasons why you believe 
the initial determination should be reversed. In addition, the envelope in which the appeal is 
mailed in should be prominently marked "FOIA Appeal." Please note the Special Counselor's 
determination will be administratively final. Your envelope and letter should be marked 
"Freedom of Information Act Appeal." The implementing Depattment regulations establish the 
criteria under which the FOIA is administered. Copies of the FOIA and regulations are available 
atwww.DHS.gov. 

Your request has been assigned reference number TSA10-0179. Please refer to this identifier in. 
any future correspondence. If you have any questions, or would like to discuss this matter, 
please feel free to contact this office at 866.364.2872. 




Kevin J. Janet 
FOIA Officer 
Freedom of Information Act 



www.dhs.gov 
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From: Edward Hasbrouck [edward@hasbrouck.org] • •;>;• o'; ; - 

Sent: Friday, December 18, 2009 2:31 PM _... ' ' ''"'.Z' 

To: Foia ^A/0l^.|' 

Subject: FOIA request for all TSA SOPs ; ' . -TZ .. I f y: 

Attachments: Attachment information.; TSA-FOlA-all-sops.pdf ' ^|_idl-p£-l 

Follow Up Flag: Follow up 

Flag Status: Completed . /■: 



Attached please find a FOIA request for documents and records related to all TSA SOPs. Since 
this requets is being submitted by e-mail, please reply by e-mail to confirm receipt of this 
request by the FOIA office and advise the tracking number assigned to this request, the means 
by which it can be tracked, and the proper address for appealling constructive denial. 

Sincerely, 

Edward Hasbrouck 



Edward Hasbrouck 

< edward@hasbrouck.org > 

< http : //hasbrouck . org > 

1130 Treat Ave., San Francisco, CA 94110, USA 

+1-415-824-0214 

consultant to The Identity Project (IOP), a program of the First Amendment Project 
< http : //www. papersplease ■ org > 

"Congress shall make no law ... abridging ... the right of the people peaceably to assemble" 
(U.S. Constitution, Amendment 1) 

"Everyone has the right to freedom of movement and residence within the borders of each 

state. Everyone has the right to leave any country, including his own, and to return to his 

country." 

(Universal Declaration of Human Rights, Article 13) 

"Liberty of movement is an indispensable condition for the free development of a person." 
(United Nations Human Rights Committee, General Comment No. 27) 



Edward Hasbrouck 

The Identity Project 

1736 Franklin Street, 9th Floor 

-> A •-•-••-"v-.-.'-k} Oakland, C A 94612 

/3./j2U/ / r& edward@hasbrouck.org 

/ Mtfffi office 51( >-208-7744 

r/ U PfO-i ._ cell/mobile 415-824-0214 

December 18, 2009 

Transportation Security Administration 
Freedom of Information Act (FOIA) Division 
TSA-20, 11th Floor, East Tower 
601 South 12th Street 
Arlington, VA 20598-6020 

(by Express Mail and by e-mail to FOIA.TSA@dhs.gov) 

FOIA REQUEST 

Fee benefit requested 
Fee waiver requested 

Dear FOIA Officer: 

This is a request pursuant to the federal Freedom of Information Act, 5 U.S.C. § 552. 

In testimony before the Subcommittee on Transportation Security and Infrastructure Protection 
of the House Committee on Homeland Security on December 16, 2009, TS A Acting Administrator Gail 
Rossides referred to "TSA's 12 other SOPs" [Standard Operating Procedures. Archived video of that 
testimony is available on the Committee Web site at: 
<http://homeland.house.gov/Hearings/index.asp?ID=230>. 

I request access to and copies of the most recent version of each of the following documents, 
including any and all appendices, attachments, enclosures, supplements, updates, change notices, 
revisions, interpretive or guidance notes, usage instructions, or the like, including any such 
supplements, updates, or revisions contained in TS A Operations Directives or Management Directives: 

£} The 12 TSA "Standard Operating Procedures (SOPs)" referred to by Acting Admin. Rossides. 
Any other TSA Standard Operating Procedures, regardless of their number. 
The list and index of TSA Standard Operating Procedures. 

As a representative of the news media I am only required to pay for the direct cost of 
duplication after the first 100 pages. Through this request, I am gathering information on TSA 
procedures that is of current interest to the public because without this information, there is no way for 
members of the public to know what actions by TSA employees or contractors or members of the 
public the TSA believes are permitted or required. This information is being sought on behalf of The 

The Identity Project FOIA request for all TSA SOPs (page 1 of 2) 




Identity Project ("IDP"). IDP provides advice, assistance, publicity, and legal defense to those who 
find their rights infringed or their legitimate activities curtailed by demands for identification, and 
builds public awareness about the effects of ID requirements on fundamental rights. IDP is a program 
of the First Amendment Project, a nonprofit organization providing legal and educational resources 
dedicated to protecting and promoting First Amendment rights. 

One of the principal activities of IDP is publication of the informational and educational Web 
site at <http://www.papersPlease.org>, where we have published documents obtained in response to our 
previous FOIA requests, including the excerpts from the Screening Management SOP released in 
response to our previous FOIA request, for dissemination to the general public. This information will 
also be publicized through my own Web site and blog of travel news, information, and advice. 

Please waive any applicable fees. Release of the information is in the public interest because it 
will contribute significantly to public understanding of government operations and activities. It is self- 
evident that the TSA "Standard Operating Procedures" relate to the government operations and 
activities. There has been, and continues to be, extensive interest in TSA procedures, the posting of the 
Screening Management SOP at fbo.gov, and the relationship of the Screening Management SOP to 
other SOPs, as discussed by Acting Administrator Rossides in her Congressional testimony. The 
Identity Project is a nonprofit organization with no commercial interest in this information. 

There are no statutes or regulations specifying these procedures. In the absence of statutes or 
regulations, public disclosure and availability of the requested documents is essential to any public 
understanding of TSA operations, of what rights and authority the TSA claim, and of TSA expectations 
with respect to the conduct of TSA employees and contractors and of members of the public. 

This information will be made available to the public. Pursuant to 44 U.S.C. 3506(d)(4)(b), 
neither the TSA nor any agency may, "except where specifically authorized by statute ... restrict or 
regulate the use, resale, or redissemination of public information by the public." The FOIA statute does 
not authorize any such restriction on the use or reddisemination of information released pursuant to 
FOIA, and we intend to exercise fully our rights to use and public redissemination through our Web site 
of any records released in response to this request. 

If my request is denied in whole or part, I ask mat you justify all deletions by reference to 
specific exemptions of the act. I will also expect you to release all segregable portions of other-wise 
exempt material. I, of course, reserve the right to appeal your decision to withhold any information or 
to deny a waiver of fees. 

Please respond as soon as possible to confirm your receipt of this request. I look forward to 
your complete reply within 20 business days, as the statute requires. 



Sincerely. 




Edward Hasbrouck 

Consultant on travel-related issues 
The Identity Project 
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March 1,2010 

FOIA Number: TSA-10-0179 

MEDIA Requester - Mr. Edward Hasbrouck, Identity Project 

ATTN: CHIEF COUNSEL - Review and Concurrence 

ISSUE: SOP 

The requester has asked for a copy of directives instructing TSA officers as it pertains to the 
screening SOP. Specifically, he requested: 

• The 12 TSA "Standard Operating Procedures (SOPs)" referred to by Acting Admin Rossides 

• Any other TSA Standard Operating Procedures, regardless of their number 

• The list and index of TSA Standard Operating Procedures to 
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freedom onnformntioit Act Office 
Arlington, VA 20598-6020 
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NOV 1 7 2010 



Mr. Edward Hasbrouck 
The Identity Project 
1736 Franklin Street, 9 th Floor 
Oakland, CA 94612 



TSA Case Number: TSA10-0179 



Dear Mr. Hasbrouck: 

This letter is in response to your Freedom of Information Act (FOIA) request dated 
December 18, 2009, that you made to the Transportation Security Administration (TSA). 
In your request you stated the following: "In testimony before the Subcommittee on 
Transportation Security and Infrastructure Protection of the House Committee on 
Homeland Security on December 16, 2009, TSA Acting Administrator Gail (sic) 
Rossides referred to "TSA 12 other SOPs". Based upon this testimony you requested 
the following information pertaining to: 

• The 12 TSA "Standard Operating Procedures (SOPs)" referred to by Acting 
Admin Rossides 

• Any other TSA Standard Operating Procedures, regardless of their number 

• The list and index of TSA Standard Operating Procedures 

Your request was processed pursuant to the FOIA, 5 U.S.C. § 552. 

A search within the Transportation Security Administration (TSA) was conducted and 
we located 381 pages of records in response to item 1 of your request. These 
documents are being withheld in their entirety under Exemptions "high" 2 and 3 of the 
FOIA. An explanation of each of these exemptions is outlined below. 

We have interpreted (tern 2 as pertaining to other passenger and baggage screening 
SOPs other than those referenced by Acting Administrator Rossides. In response to 
this item, no other SOPs were located that were not referenced in Acting Administrator 
Rossides' testimony. A list of these SOPs is being provided in response to Item 3 of 
your request. 

In response to item 3 of your request we have interpreted this as a request for a list of 
the SOPs the Acting Administrator referenced in her testimony. We have located one 
responsive page which we are releasing to you in its entirety. 

www.tsn.gov 



Exemption (b)(2) 

Exemption (b) (2) of the FOIA exempts from mandatory disclosure records that are 
"related solely to the internal personnel rules and practices of an agency." The courts 
have interpreted the exemption to encompass two distinct categories of information: (1) 
internal matters of a relatively trivial nature -- often referred to as "Low" 2 information; 
and (2) more substantial internal matters, the disclosure of which would risk 
circumvention of a legal requirement -- often referred to as "High" 2 information. 

We have determined that certain portions of the requested records should be withheld 
from disclosure as "high" (b)(2) information, in that they contain sensitive materials. 
Sensitive materials are exempt from mandatory disclosure under "high 2" when the 
requested documents are predominantly internal, and disclosure significantly risks 
circumvention of a regulation or statute, including civil enforcement and regulatory 
matters. 

Sensitive materials are exempt from disclosure under "high" (b)(2) when the 
requested document is predominantly internal, and disclosure significantly risks 
circumvention of a regulation or statute, including civil enforcement and regulatory 
matters. Whether there is any public interest in disclosure is legally irrelevant. 
Rather, the concern under "high" (b)(2) is that a FOIA disclosure should not benefit 
those attempting to violate the law and avoid detection. 

Exemption (b)(3) 

This information reveals Sensitive Security Information (SSI) and is exempt from 
disclosure under Exemption 3 of the FOIA. Exemption 3 permits the withholding of 
records specifically exempted from disclosure by another Federal statute. Section 
1 1 4(r) of title 49, United States Code, exempts from disclosure SSI that "would be 
detrimental to the security of transportation" if disclosed. The TSA regulations 
implementing Section 1 14(r) are found in 49 CFR Part 1520. 

Pursuant to Section 1520.5(b)(9)(i), the following information regarding security 
screening under aviation or maritime transportation security requirements of Federal 
law: any procedures, including selection criteria and comments, instructions, and 
implementing guidance pertaining thereto, for screening of persons, accessible 
property, checked baggage, U.S. mail, stores, and cargo, that is conducted by the 
Federal government or any other unauthorized person constitutes SSI and is exempt 
from disclosure under 49 C.F.R. Section 1520.15(a). 

Fees 

The fees incurred to process your request do not exceed the minimum threshold 
necessary for charge and, therefore, there is no fee associated with the processing of 
this request. 

Administrative Appeal 

www.tsa.gov 



In the event that you may wish to appeal this determination, an administrative appeal 
may be made in writing to Kimberly Walton, Special Counselor, Office of the Special 
Counselor, Transportation Security Administration, 601 South 12 th Street, East Building, 
E7-121S, Arlington, VA 20598-6033. Your appeal must be submitted within 60 days 
from the date of this determination. It should contain your FOIA request number and 
state, to the extent possible, the reasons why you believe the initial determination 
should be reversed. In addition, the envelope in which the appeal is mailed in should be 
prominently marked "FOIA Appeal." Please note that the Special Counselor's 
determination of the appeal will be administratively final. 

If you have any questions pertaining to your request, please feel free to contact the 
FOIA Office at 1-866-364-2872 or locally at 571-227-2300. 



Sincerely, 




Howard Plofker 

Acting FOIA Officer 

Freedom of Information Act Office 

Enclosure 



www.tsa.gov 



Screening Checkpoint SOP 

Screening Management SOP 

Checked Baggage SOP 

Advanced Imaging Technology (WBI) 

Advanced Imaging Technology (WBI) 

Playbook SOP 

Colorimetric SOP 

Stand Off Detection 

Visible Intermodal Protection and Response 

Bomb Appraisal Officer 

SPOT 



ATTACHMENT 

\ 

Screening Checkpoint SOP, Rev 8, May 28, 2008 with three Interim Change's dated August 1, 
2008, November 13, 2008 and April 29, 2009. 

Screening Management SOP, Rev 3, Ch'g 6 November 2, 2009 

Checked Baggage SOP, Rev 4, Chg 1, April 29, 2009 

Advanced Imaging Technology (WB1) Rev 2, Chg.l, November 3, 2008 

Advanced Imaging Technology (WBI), Rev 4, May 19, 2009 

Playbook SOP October 30, 2009 

Coiorimetric SOP Rev I, Chg 1 September 4, 2009 

Stand Off Detection Rev 2, Chg 2 October 23, 2009 

Visible Intermodal Protection and Response June 9, 2008 

Bomb Appraisal Officer, Rev I , Chg I December 3, 2009 

SPOT Rev I , January 23, 2009 
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Security Screening Standard Operating Procedures - Sensitive Security Information 

r49C.F.K. t?lS20.Sfb)(9)fi)1 



Pur pose 

This memorandum addresses the provisions of 49 C.F.R. part 1520 that are applicable to the 
standard operating procedures (SOP) for the screening of persons, properly and cargo. 

Policy 

In accordance with 49 C.F.R. §!520.5(b)(9)(i) Sensitive Security Information (SSI) includes: 
"Any procedures, including selection criteria and comments, instructions, and implementing 
guidance pertaining thereto, for screening of persons, accessible property, checked baggage, U.S. 
mail, stores, and cargo, that is conducted by the Federal government or any other unauthorized 
person." 

Determination 

Pending further review, all screening SOPs are SSI in their entirety in accordance with 49 C.F.R. 
§1 520.5(b)(9)(i). All SOPs must be marked and handled as SSI in their entirety. Until such 
review is complete, the attached list of screening SOPs and any other screening SOP, to include 
any drafts or prior versions of these SOPs, are SSI in their entirety. These SOPs and any portion 
thereof will only be released to covered persons who have a need to know in accordance with 49 
C.F.R. §§ 1520.7 and 1520.11. 

'Gale Rossides December 8, 2009 

Acting Administrator 

Attachment 
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ATTACHMENT 

Screening Checkpoint SOP, Rev 8, May 28, 2008 with Ihrce Interim Changes dated August i, 
2008, November 13, 2008 and April 29, 2009 

Screening Management SOP, Rev 3, Chg 6 November 2, 2009 

Cheeked Baggage SOP, Rev 4, Chg i, April 29, 2009 

Advanced Imaging Technology (WB1) Rev 2, Chg I, November 3, 2008 

Advanced imaging Technology (WBI), Rev 4, May 19, 2009 

Playbook SOP October 30, 2009 

Colorimetric SOP Rev 1, Chg I September 4, 2009 

Stand Off Detection Rev 2, Chg 2 October 23, 2009 

Visible Intermodal Protection and Response June 9, 2008 

Bomb Appraisal Officer, Rev 1 , Chg 1 December 3, 2009 

SPOT Rev 1, January 23, 2009 




(b) (6) 



From: 
Sent: 
To: 
Subject: 



Janet, Kevin <TSA FOIA> 



b 6 



FW: NEW FOIA TASKING (CASE #TSA10-0179) 



B here's the page count for the SOPsJj flvhat is the overall page count for the first SOP listed? 
(BIBB I Thanks. 



b 5 
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From: | 

Sent: Wednesday, June 30, 2010 7:45 AM 

To : Janet, Kevin <TSA FOIA> 

Subject: RE: NEW FOIA TASKING (CASE #TSA10-0179) 



Kevin, 



1. Screening Checkpoint SOP, Rev. 8, May 28, 2008 with FIVE interim changes: 

SCO SOP, Rev. 8 18 pages 

Interim Chg. dtd 8/1/08 8 pages 

Interim Chg. dtd 11/13/08 4 pages 

Interim Chg. dtd 4/29/09 14 pages 

Interim Chg. dtd 2/18/10 6 pages 

Interim Chg. dtd 5/2/10 4 pages 

NOTE: This document has additional information contained in imbedded video clips and other media 
that is not included in paRe counts. 

2. Screening Management SOP, Rev. 3, Chg. 6, November 2, 2009— This document has been separated into 3 
separate, stand alone documents : 

Scmg Mgmt., Rev. 3, Chg 7 57 pages 

Travel Document Checker SOP 

(formerly Appendix 2) 22 pages 

Specialized Screening, Version 1 

(formerly Chapter 4) 45 pages 

3. Checked Baggage SOP, Rev. 4, Chg. 1, April 29, 2009 59 pages 

4. Advanced Imaging Technology (WBI) Rev. 2, Chg. 1, November 3, 2008- document no longer exists 

5. Advanced Imaging Technology (WBI), Rev. 4, May 19, 2009 31 pages 

6. Playbook SOP, October 30, 2009 53 pages 

7. Coiorimetric SOP, Rev. 1, Chg. 1, September 4, 2009 7 pages 

8. Stand Off Detection, Rev. 2, Chg. 2, October 23, 2009 13 pages 

9. Visible Intermodal Protection and Response, June 9, 2008 25 pages 



10. Bomb Appraisal Officer, Rev. 1, Chg. 1, December 3, 2009 34 pages 

11. SPOT, Rev. 1, January 23, 2009 35 pages 



(b) 6 



Office of Security Operations 

601 S. 12th Street, East Tower, E5-357N 

Arlington, V A 22202 

Phone: 571 -227-1 

Fax: 571-227-1919 



From: Janet, Kevin <TSA FOIA> 

Se nt; Tuesday, June 29, 2010 3:00 PM 

To:| 

Subject: RE: NEW FOIA TASKING (CASE #TSA10-0179) . 



I have a request for all SOPs referenced « File: SOP SSi 12.9-09.pdf » in Gale's memorandum, I've attached a copy for 
your convenience. Thanks. 
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From:|_ 

Sent: Tuesday, June 29, 2010 2:18 PM 

To: Janet, Kevin <TSA FOIA>;[| 

Subject: RE: NEW FOIA TASKING (CASE #TSA10-0179) 



Kevin, 

Which ones were you looking for specifically? 



Office of Security Operations 

601 S. 12th Street, East Tower. E5-357N 

Arlington, VA 2 2202 

Phone: 571-227-H 

Fax: 571-227-1919 



From: Janet, Kevin <TSA FOIA> 

Sent^j^sdayJune29^0101^22P^^^^ 

To:| 

Subject: RE: NEW FOIA TASKING (CASE #TSA10-0179) 




just left you a message 1 " 
this it would be a big plus. Thanks. 



If one of you folks could help out on 



From:! 

Sent: Thursday, January 21, 2010 2:53 PM 

To: Janet, Kevin <TSA FOIA> 

Cc: Walton, Klmberly;|_ 

Subject: RE: NEW FOIA TASKING (CASE #TSA10-0179) 



Yes, tha t is correct. OSO's FOIA POC,[ [will complete and return the FOIA Requ est Certification for this 

requestJJJIJSM [indicate: Per December 8, 

2009, directive from TSA's Acting Administrator, all screening SOPs are SSI in their entirety in accordance with 49 C.F.R. 
1520.5{b)(9)(i). These SOPs and any portion thereof will only be released to covered persons who have a need to know 
in accordance with 49 C.F.R 1520.7 and 1520.11. 



<< File: SOP SSI 12. 9. 09.pdf » 



(b) (5) 



Thanks, 



(b) (6) 



From: Janet, Kevin <TSA FOIA> 

Se nt: Thursday, Janu ary 21, 2010 2:49 PM 

To flSIHSM 

Cc: Walton, Klmberly 

Subject: RE: NEW FOIA TASKING (CASE #TSA10-0179) 



ljust wanted to memorialize the gist of our conversation and to provide Kim Walton with operational awareness 
concerning our meeting and discussion of the SOPs. The identity Project (Edward Hasbrouck), has filed a request for the 
"12 SOPs" referenced in Gale Rossides congressional testimony. A copy of the request is attached. Based on Gale's 
12/8/2009 Memorandum these SOPs are considered SSI in their entirety. 




From:^ 

Sent: Thursday, January 21, 2010 12:30 PM 

To: Janet, Kevin <TSA FOIA> 

Subject: FW: NEW FOIA TASKING (CASE #TSA10-0179) 



Hi Kevin. I am the AGM in OSO who supervises the office that handles FOIA requests. Our POC is 
senior leadership has asked me to get with you and 



b (6 



OSO 



(b) (5) 



(b) 5 



Thank you. 



(b) (5) 



I'd love to have a quick chat with you today if you are in. 



Assistant General Manager 
For Communications 
Office of Security Operations 
(571) 227fljJHg§H 

« File: 10 0179 Tasking sheet, Request & Email » 




Transportation 

Security 

Administration 



FOIA Request Certification 



INSTRUCTIONS: FOIA Points-of-Contact (POCs) will complete Section II and forward responsive records 
by mail to the TSA Headquarters FOIA Office, TSA-20, or by e-mail to the tasking individual, unless 
otherwise noted and explained below.. If the search identifies TSA has a large volume of responsive 
records, FOIA POCs must contact the FOIA Office as soon as possible following receipt of this issued form 
to provide a cost estimate prior to continuing to process the request. Questions should be directed to the 
FOIA Office at (571) 227-2300, 866-FOIA-TSA (866-364-2872). 



SECTION I: CASE SUSPENSE & IDENTIFICATION 



mm OFFICE USE ONLY 



FOIA POC.resppristi required on or before: 5/24/10 



FOIA P0&& direct e-mails replies to; T9A.FOIAPOCRESPONSES@tsa.dhs.gov (Note*Response email changed) 



FQJAQ^No-: TSAi 0-0 ^79 



Re^e>t-^Mv^ From: gdward Haebrouck 




Title: Program Analyst 

□ 



Requesfer$$&M ($ee\ afeShed request for fu rther description ) 



SECTION II: FOIA POC 



^v^^^^ai-rVo^cV^nf^/^ 



Name: Candace Matthews 



Phone No.: 571-227-4227 



D 



D 



1 Releaseall re!5^^^ 



2. Withhold select responsive records, (explain) 



3. Withhold all responsive records, (explain) 



a Mr» roennncivm tf*r.r\td& sparr.h failp.ri to iriflntifv and/or locate resoonsive records, (exDldtn) 




6. Recommend FOIA Office contact the following DHS Component, TSA Office and/ or individuals, identified, 
In order to search for responsive records. (Identify) 




, certify that a search reasonably calculated to uncover all responsive records, paper and electronic, has been conducted and 
responsive records have be en reviewed, copied and provided to the HQ FO IA Office -TSA-20, or otherwise noted with explanations and/or 
recommendations provided '" 



FOIA POC Signatur 



TSA Form 3601, 2/09 [File: 3600. 1 .2] 




Date: SYpLj p 



f m ffi) 



Subject: 



FW:TSA10-0179 



From:|_ 

Se ntiTues og Ma y 18, 2010 9:19 AM 

TorT 

Cc:[ 

Subject: RE: TSA10-0179 




I don't know who Is responding for TSNM, but I can say that TSNM Commercial Airli nesis not involved In operations, and 

does not manage any TSA SOPs. OSO and OLE/FAMS would own most of the SOPs. f|J] 



b 5 




TSNM-C ommer cial Airlines 
571-227-H 




From! 
Se 
To: 
Cc:_ 

Subjects TSA10-0179 



« File: 10 0179 Tasking sheet, Request & Emall.pdf » « File: FOIA Tasking Sheet NEW.doc » 



Please note suspense date of 5/24/10. We were provided inf ormaton that your office may have a 
list of SOPs or even SOPS. 



Thank you 



(b) (6) 



Lead FOIA/PA Specialist 
Office of Special Counselor 
FOIA Office 
(571) 227f 



(b) (6; 



(b) 6 



Subject; 



FW:TSA10-0179 



From|B|lia_ 

Se nt; Wednesday, May 1 9, 2010 10:48 AM 

Subject: Re: TSA10-0179 

No SOPS reside with us, so we have nothing to contribute. 

Thank you, 



b 6 
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From:| 

Se nt; Monday, May 17, 2010 11:48 AM 

To:f 

Cc:| 

Subject; TSA10-0179 

«10 0179 Tasking sheet, Request & Emall.pdf» «FOIA Tasking Sheet NEW.doc» 

Please note suspense date of 5/24/10, We were provided inf ormaton that your office may have 
a list of SOPs or even SOPS. 

Thank you 




Lead FOIA/PA Specialist 

Office of Special Counselor 

FOIA Office 
(571) 227 




From: 

Sent: 

To: 

Cc: 

Subject: 



D) (t 



Tuesday. Mav 04. 2010 5:23 PM 



(b) (6) 



Re: SOP 



b 5 



(b) (6) 



OI/SSI 
JlackBerry 



Original Message 




iiww ^rma] 



(®) \v) \0) (b ) 



Sent: Tue May 04 16:01:38 2010 
Subject: Re: SOP 



b 6. 



Screening SOPs, protected as SSI under the Administrators Memo, no But TSNM has a few SOPs 

that contain (some) SSI. 

Most other activities (even 01) have SOPs for their internal processes - some may contain 

SSI, but we haveno^beenasked to review most (if any) of them.. 

I've included I lincase I missed something. 



(t>) 6) 



(b)(6) 



SSI Managment Analyst, Mobile, 
Original Messaee 



fb) (6) 
!(b) (6) 



Front 

To: 

Sent: Tue May 04 15:48:18 2010 

Subject: SOP 



(b) (6) 



b 5 



Thanks ■ 



b)(6) 



Lead FOIA/PA Specialist 
Office of Special Counselor 
FOIA Off i Q2. 
(571) 227- 



From: 

Sent: 

To: 

Cc: 

Subject: 



b) 6) 



}dhs.gov] 
Tuesday. Mav 04. 2010 4:02 PM 



b 6 



Re: SOP 



TJA'4? 



Screening SOPs, protected as SSI under the Administrators Memo, no But TSNM has a few SOPs 

that contain (some) SSI. 

Most other activities (even 01) have SOPs for their internal processes - some may contain 

SSI, but we h ave not been asked to review most (if any) of them. 

I've included I iincase I missed something. 



b 6 



b (6) 



SSI Managment Analyst, Mobile, 
Original Message 



(b) (6) 



From: 

To: 

Sent: Tue May 04 15:48:18 2010 

Subject: SOP 






(b) (6) 



b) 5) 



Thanks 




Lead FOIA/PA Specialist 
Office of Special Counselor 
FOIA Office 
(571) 227 



From: 

Sent: 

To: 

Cc: 

Subject: 



_ }d hs.gov] 
Tuesday, May 04, 2010 4:02 PM 




Re: SOP 



b 6 



Screening SOPs, protected as SSI under the Administrators Memo, no But TSNM has a few SOPs 

that contain (some) SSI. 

Most other activities (even OI) have SOPs for their internal processes - some may contain 

SSI, but we h ave not been asked to review most (if any) of them, 

I've includedffi I incase I missed something. 



(b) (6) 



SSI Managment Analyst, Mobile, 
Original Message 



lb) (6) 



From: 

To:_ 

Sent: Tue May 04 15:48:18 2010 

Subject: SOP 



DJ (O 



(b) (5) 



Thanks 




Lead FOIA/PA Specialist 
Office of Special Counselor 
FOIA Office 
(571) 227-B 



Edward Hasbrouck 

The Identity Project 

1736 Franklin Street, 9th Floor 

_ , Oakland, C A 94612 

r l$/l'(0-0/ff 

/ P-Zq u / <-&/ edward@hasbrouck.org 

fitri office 510-208-7744 

'/°y/0°\ cell/mobile 415-824-0214 

December 18, 2009 

Transportation Security Administration 
Freedom of Information Act (FOIA) Division 
TSA-20, 11th Floor, East Tower 
601 South 12th Street 
Arlington, VA 20598-6020 

(by Express Mail and by e-mail to FOIA.TSA@dhs.gov) 

FOIA REQUEST 

Fee benefit requested 
Fee waiver requested 

Dear FOIA Officer: 

This is a request pursuant to the federal Freedom of Information Act, 5 U.S.C. § 552. 

In testimony before the Subcommittee on Transportation Security and Infrastructure Protection 
of the House Committee on Homeland Security on December 16, 2009, TS A Acting Administrator Gail 
Rossides referred to "TS As 12 other SOPs" [Standard Operating Procedures. Archived video of that 
testimony is available on the Committee Web site at: m 

<http://homeland.house.gov/Hearings/index.asp?ID=230>. 

I request access to and copies of the most recent version of each of the following documents, 
including any and all appendices, attachments, enclosures, supplements, updates, change notices, 
revisions, interpretive or guidance notes, usage instructions, or the like, including any such 
supplements, updates, or revisions contained in TS A Operations Directives or Management Directives: 

T)The 12 TS A "Standard Operating Procedures (SOPs)" referred to by Acting Admin. Rossides. 
IpAny other TS A Standard Operating Procedures, regardless of their number. 
"3. The list and index of TSA Standard Operating Procedures. 

As a representative of the news media I am only required to pay for the direct cost of 
duplication after the first 100 pages. Through this request, I am gathering information on TSA 
procedures that is of current interest to the public because without this information, there is no way for 
members of the public to know what actions by TSA employees or contractors or members of the 
public the TSA believes are permitted or required. This information is being sought on behalf of The 

The Identity Project FOIA request for all TSA SOPs (page 1 of 2) 



Identity Project ("IDP"). H3P provides advice, assistance, publicity, and legal defense to those who 
find their tights infringed or their legitimate activities curtailed by demands for identification, and 
builds public awareness about the effects of ID requirements on fundamental rights. IDP is a program 
of the First Amendment Project, a nonprofit organization providing legal and educational resources 
dedicated to protecting and promoting First Amendment rights. 

One of the principal activities of IDP is publication of the informational and educational Web 
site at <http://www.papersPlease.org>, where we have published documents obtained in response to our 
previous FOIA requests, including the excerpts from the Screening Management SOP released in 
response to our previous FOIA request, for dissemination to the general public. This information will 
also be publicized through my own Web site and blog of travel news, information, and advice. 

Please waive any applicable fees. Release of the information is in the public interest because it 
will contribute significantly to public understanding of government operations and activities. It is self- 
evident that the TSA "Standard Operating Procedures" relate to the government operations and 
activities. There has been, and continues to be, extensive interest in TSA procedures, the posting of the 
Screening Management SOP at fbo.gov, and the relationship of the Screening Management SOP to 
other SOPs, as discussed by Acting Administrator Rossides in her Congressional testimony. The 
Identity Project is a nonprofit organization with no commercial interest in this information. 

There are no statutes or regulations specifying these procedures. In the absence of statutes or 
regulations, public disclosure and availability of the requested documents is essential to any public 
understanding of TSA operations, of what rights and authority the TSA claim, and of TSA expectations 
with respect to the conduct of TSA employees and contractors and of members of the public. 

This information will be made available to the public. Pursuant to 44 U.S.C. 3506(d)(4)(b), 
neither the TSA nor any agency may, "except where specifically authorized by statute ... restrict or 
regulate the use, resale, or redissemination of public information by the public." The FOIA statute does 
not authorize any such restriction on the use or reddisemination of information released pursuant to 
FOIA, and we intend to exercise fully our rights to use and public redissemination through our Web site 
of any records released in response to this request. 

If my request is denied in whole or part, I ask that you justify all deletions by reference to 
specific exemptions of the act. I will also expect you to release all segregable portions of otherwise 
exempt material. I, of course, reserve the right to appeal your decision to withhold any information or 
to deny a waiver of fees. 

Please respond as soon as possible to confirm your receipt of this request. I look forward to 
your complete reply within 20 business days, as the statute requires. 

Sincerely, 



Edward Hasbrouck 

Consultant on travel-related issues 
The Identity Project 

The Identity Project FOIA request for all TSA SOPs (page 2 of 2) 
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FOIA Appeal Case Number: TSA10-0248 



Edward Hasbrouck 

The Identity Project 

1736 Franklin Street, 9 ,h Floor 

Oakland, CA 94612 

Dear Mr. Hasbrouck: 

This letter is in response to your letter dated August 16, 2010, in which you appealed the 
Transportation Security Administration's (TSA) denial of your Freedom of Information Act 
(FOIA) request for TSA Aviation Security Directive SD 1544-09-06. Specifically, you describe 
the document you have requested as "clearly releasable under FOIA" arid appeal the assertion of 
FOIA Exemptions (b)(2) and (b)(3) to the withheld information. 

As described herein, I am denying your appeal and affirming the application of Exemptions 
(b)(2) and (b)(3) of the FOIA. 

In describing the application of Exemption (b)(2) to the specific records, the FOIA Office stated 
that "sensitive materials are exempt from disclosure under 'high 2' when the requested document 
is predominately internal, and disclosure significantly risks circumvention of a regulation or 
statute, including civil enforcement and regulatory matters." You argue that the records sought 
relate not only to internal personnel rules and practices "but also to TSA relations with TSA 
contractors, the traveling public, and other third parties," However, you neither substantively 
address how the document is not "predominantly internal" nor how disclosure would not 
"significantly risk circumvention" of screening procedures. 

Thus, the FOIA Office properly asserted the "high" 2 privilege for this document. 

Additionally, the FOIA Office also asserted Exemption (b)(3) to withhold the same information 
withheld under Exemption (b)(2) as Sensitive Security Information (SSI). In doing so, the FOIA 
Office stated that SSI was being withheld as release "would be detrimental to the security of 
transportation" if disclosed. 

You argue that, to assert this FOIA exemption, the agency holds the burden of demonstrating "a 
likelihood of actual detriment to the security of transportation", as well as a requirement to show 
the non-segregability of non-exempt portions of the document. I disagree. Exemption (b)(3) 
permits the withholding of records specifically exempted from disclosure by another Federal 



statute. As the denial letter specifically indicates, pursuant to the implementing SSI regulation 
for TSA, 49 CFR Part 1 520.5(b)(2)(f), "any Security Directive or order issued by TSA under 49 
CFR 1542.303, 1544.305, 1548.19, or other authority constitutes SSI and is exempt from 
disclosure under 49 CFR Section 1520. i 5(a). 1 ' 

You also argue that the language in the denial letter implies that some of the document may be 
releasable and that it (ails to indicate "which portions were withheld on this basis, whether the 
non-exempt portions were scgregabic or why they were not segregable, or why the segregable 
non-exempt portions were not released." My review of the information shows that this SD has 
been labeled under the appropriate regulation as SSI in full , and as a result the agency is under 
no such obligation. 

The SSI withheld by TSA falls squarely within the scope of exemption "high 2" for the same 
reasons it is exempt pursuant to Exemption (b)(3). To release the requested information would 
be in direct violation of agency regulations prohibiting the release of this type of information. 

This is the final decision on your appeal. I am the Transportation Security Administration 
official responsible for this decision. Should you choose to do so, you may seek judicial review 
of this decision pursuant to the provisions of 5 U.S.C. § 552(a)(4)(B) in the United States District 
Court in the district in which you reside, or in which the agency records are situated, or in the 
District of Columbia. 



Sincerely, 




Kimberly Walton 
Special Counselor 
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ACTION 

MEMORANDUM FOR: 
FROM: 

SUBJECT: 

Purpose 



Special Counselor Kimberly Walton 

Howard Plofker, Acting FOIA Officer 
Freedom of Information Act Office 



FOIA Request TSA 10-0248 - Edward Hasbrouck/Identity Project 




Mr. Edward Hasbrouck is appealing our denial of his Freedom of Information Act (FOIA) request 
for a copy of TSA Security Directive 1 544-09-06 on the basis of FOIA Exemptions "high" 2 and 
3. 

Background 

On January 16, 2010, Mr. Edward Hasbrouck submitted a FOIA request in which he requested 
a copy of SD1 544-09-06. In his request letter, he included links to the "elliott.org" and 
"boardingarea.com" websites that allegedly showed the SD in question revealed online. 

On January 27, 2010, a copy of the SD was produced to the FOIA Office by the Office of Security 
Operations, TSA-29, with a recommendation that it be withheld as SSI. 

On March 1 1, 2010, the SSI Office reviewed the SD produced by OSO and identified the entire 
document as SSI under 49 CFR 1520.5(b)(2)(i). 

On March 8, 2010, Mr. Hasbrouck submitted an appeal letter for "constructive denial" of his 
request, claiming that lack of response to his request at that time by the FOIA Office amounted to 
"constructive denial". 

On March 25, 2010, you denied this appeal on the grounds that all administrative remedies had yet 
to be exhausted and, thus, the matters addressed in his letter were not administratively appealable 
under FOIA. 

On August 6, 2010, the FOIA Office sent the requester a denial of his FOIA request on the basis 
of Exemptions "high" 2 and 3, citing the documents as SSI under 49 CFR I520.5(b)(2)(i). 

On August 16, 2010, the FOIA Office received an appeal letter from Mr. Hasbrouck. 
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Edward Hasbro uck 

' .> ; i"f ._ The Identity Project 

\ \^~ \ \ LU 1736 Franklin Street, 9th Floor 

Oakland, CA 94612 

edward@hasbrouck.org 

office 510-208-7744 

cell/mobile 415-824-0214 

January 16, 2010 
Transportation Security Administration 
Freedom of Information Act (FOI A) Division 
TS A-20, 11th Floor, East Tower 
601 South 12th Street 
Arlington, VA 20598-6020 

(by Express Mail and by e-mail to FOIA.TSA@dhs.gov) 

FOIA REQUEST 

Fee benefit requested 
Fee waiver requested 

Dear FOIA Officer: 

This is a request pursuant to the federal Freedom of Information Act, 5 U.S.C. § 552. 

On December 27, 2009, several blogs published identical copies of what they purported to be 
the text of TSA Aviation Security Directive SD 1544-09-06. (See < http://www.elliott.org/blog/fu Il- 
text-of-sd-1544-09-06-authorizing-pat-downs-physicaI-inspection/ > and <http://boardingarea.com/ 
bIo gs/flyingwithfisli/2009/12/27/tsa-security-directive-sd-1544-09-06-the-fallout-from-nw2 53/>.) 

We request access to and copies of the most recent version of the document described in these 
blogs as SD 1544-09-06, as well as any and all appendices, attachments, enclosures, supplements, 
updates, change notices, revisions, interpretive or guidance notes, usage instructions, FAQ's or the like. 

As a representative of the news media we are only required to pay for the direct cost of 
duplication after the first 100 pages. Through this request, we are gathering information on TSA 
procedures that is of current interest to the public because without this Information, there is no way for 
members of the public to know what actions by TSA employees or contractors or members of the 
public the TSA believes are permitted or required. This information is being sought on behalf of The 
Identity Project ("IDP"). IDP provides advice, assistance, publicity, and legal defense to those who 
find their rights infringed or their legitimate activities curtailed by demands for identification, and 
builds public awareness about the effects of ID requirements on fundamental rights. IDP is a program 
of the First Amendment Project, a nonprofit organization providing legal and educational resources 
dedicated to protecting and promoting First Amendment rights. 

One of the principal activities of IDP is publication of the informational and educational Web 
The Identity Project FOIA request for SD 1544-09-06 (page 1 of 2) 



site at <http://www.papersPlease.org>, where we have published documents obtained in response to our 
previous FOIA requests, for dissemination to the general public. This information will also be 
publicized through my own Web site and blog of travel news, information, and advice. 

Please waive any applicable fees. Release of the information is in the public interest because it 
will contribute significantly to public understanding of government operations and activities. The 
records we are requesting clearly relate to government operations and activities. It is in the public 
interest for the traveling public - who will of course learn of these requirements when they are 
announced on flights - to know in advance with what orders they will be required to conform their 
actions. There has been, and continues to be, extensive interest in these TS A directives affecting what 
members of the traveling public are, permitted, required, or prohibited to do or not to do. The Identity 
Project is a nonprofit organization with no commercial interest in this information. 

There are no statutes or regulations specifying these procedures. In the absence of statutes or 
regulations, public disclosure and availability of the requested documents is essential to any public 
understanding of TS A operations, of what rights and authority the TS A claim, and of TSA expectations 
with respect to the conduct of TSA employees and conn-actors, airlines, and of members of the public. 

This information will be made available to the public. Pursuant to 44 U.S.C. 3506(d)(4)(b), 
neither the TSA nor any agency may, "except where specifically authorized by statute ... restrict or 
regulate the use, resale, or redissemination of public information by the public." The FOIA statute does 
not authorize any such restriction on the use or reddisemination of information released pursuant to 
FOIA, and we intend to exercise fully our rights to use and public redissemination, for public nonprofit 
benefit, through our Web site, of any records released in response to this request. 

If our request is denied in whole or part, we ask that you justify all deletions by reference to 
specific exemptions of the act. We will also expect you to release all segregable portions of otherwise 
exempt material. We, of course, reseive the right to appeal your decision to withhold any information 
or to deny a waiver of fees. 

Please respond as soon as possible (including by e-mail, since this request is being submitted 
by e-mail) to confirm your receipt of this request. We look forward to your complete reply within 20 
business days, as the statute requires. 

The TSA still has not published a FOIA notice in the Federal Register with a valid address for 
FOIA requests. Your office has claimed that requests sent to the addresses on your website have not 
been received "in this office" until many days after they were signed for by people representing 
themselves to the U.S. Postal Service as authorized to accept mail on your behalf, and many days after 
they were sent by e-mail. We have previously informed you of these facts. Your continuing violation of 
FOIA is knowing and deliberate. We have received no acknowledgment of, or response to, our 
complaint of this FOIA violation, which we hereby reiterate and request that you acknowledge. 

Sincerely, 



Edward Hasbrouck 
The Identity Project 
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From; 
Sent: 
To: 
Subject: 



Janet, Kevin <TSA FOIA> 
Tuesdavjanuary 19, 2010 2:51 PM 

RE: FOIA request for SD 1544-09-06 



Acknowledge today., prepare letter, I will sign and send it electronically, 

Original Message 

From: FOIA 

Sent: Tuesday, January 19, 2010 1:59 PM 

To: Janet, Kevin <TSA FOIA> 

Subject: FW: FOIA request for SD 1544-09-06 

Importance: High 

FYI - Edward Hasbrouck has sent another FOIA request. I am getting ready to assign it a case 
number and enter in the database. 



b 6 



FOIA Assistant 

Transportation Security Administration HQ (TSA) Office of Special Counselor (OSC) Freedom of 

Information Act Office (FOIA) 

Direct: 571.227.1270 

Main: 866.364.2872 

Fax: 571.227.1406 

Original Message 

From: Edward Hasbrouck [mailto:edward@hasbrouck.org] 

Sent: Monday, January 18, 2010 10:05 PM 

To: Foia 

Subject: FOIA request for SD 1544-09-06 

Attached please find a FOIA request by the Identity Project for SD 1544-09- 06. Please reply 
by e-mail to confirm receipt of this request by the TSA FOIA Office and advise the reference 
number assigned to this request. 

Sincerely, 

Edward Hasbrouck 



Edward Hasbrouck 

< edward(n)hasbrouck . org > 

< http : //hasbrouck . org > 

1130 Treat Ave., San Francisco, CA 94110, USA 

+1-415-824-0214 

consultant to The Identity Project (IDP), a program of the First Amendment Project 
< http://www.pape r splease.org > 

"Congress shall make no law . . . abridging . . . the right of the people peaceably to assemble" 
(U.S. Constitution, Amendment 1) 



"Everyone has the right to freedom of movement and residence within the borders of each 
state. Everyone has the right to leave any country, including his own, and to return to his 
country. " 
(Universal Declaration of Human Rights, Article 13) 

"Liberty of movement is an indispensable condition for the free development of a person." 
(United Nations Human Rights Committee, General Comment No. 27) 



U.S. Department of Homeland Security 
Arlington, VA 22202 

Transportation 
D Security 
-%# Administration 




Date: 


March 11,2010 


Subject: 


FOJA: TSA10-0248 


From: 


Acting Manager, SSI Branch 
Office of Intelligence 



To: 



Kevin Janet, FOIA Officer, FOIA/PA Division 
Transportation Security Administration 



Per your request, the attached files have been reviewed for Sensitive Security Information (SSI). 
The information identified as SSI reveals security screening information. Therefore, the 
information in the file should be withheld in full under FOIA Exemption 3-49 CFR 
1520.5(b)(2)(f). 

If, during your review or that of the Office of the Chief Counselor, any questions arise re gardin g 

(he recommendations made by this office, please feel free to contact me on cxtension [QI®] 



mm 
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Edward Hasbrouck 
The Identity Project 
1736 Franklin Street, 9th Floor 
Oakland, C A 946 12 

edward@hasbrouck.org 

telephone 510-208-7744 

cell/mobile 415-824-0214 

August 16, 2010 

Kimberly Walton, Special Counselor 
Office of the Special Counselor 
Transportation Security Administration 
601 South 12th St., EastBldg., E7-121S 
Arlington, VA 20598-6033 

FOIA appeal and complaint of FOIA violation 
Your reference number: TSA10-0248 

Dear Counselor Walton: 

This is an appeal under the Freedom of Information Act, 5 U.S.C. §552, and a complaint 
of violation of FOIA by your agency in failing to promulgate valid current FOIA regulations. 

On January 16, 2010, 1 made a FOIA request to your agency for the current version TSA 
of a document posted publicly on several blogs and identified by them as TSA Aviation Security 
Directive SD 1544-09-06. By letter dated August 6, 2010, your agency denied my request in its 
entirety. Copies of my request and the denial are enclosed. 

I appeal the denial of my request. The information which I have requested is clearly 
releasable under FOIA and, in my opinion, may not validly be protected by any of the Act's 
exemptions. 

The letter denying my request refers to the exemption under FOIA section b(2) of 
material "related solely to the internal personnel rules and practices" of an agency. But the 
requested document does not relate solely to such rules and practices, but also to TSA relations 
with TSA contractors, the traveling public, and other third parties. Moreover, while the letter 
claims that "certain portions of the requested records should be withheld from disclosure" 
pursuant to this section, the denial letter fails to indicate which portions were withheld on this 
basis, whether the non-exempt portions were segregable or why they were not segregable, or 
why the segregable non-exempt portions were not released. 



TSA 10-0052, FOIA appeal of denial in full (page 1 of 2) 



The letter denying my request also refers to FOIA section b(3) as justifying the 
withholding from disclosure of certain information which allegedly "would be detrimental to 
the security of transportation" if disclosed. But the letter fails to indicate whether any 
determination was actually made that ail or part of the requested material would actually be 
detrimental to the. security of transportation if disclosed, whether any portions which it would 
not actually detrimental to the security of transportation to disclose are segregable or why they 
are not segregable, or why the segregable non-exempt portions were not released. 

Your burden in justifying a determination of a likelihood of actual detriment to the 
security of transportation if the requested records are disclosed, of the non-existence of exempt 
portions of these records, and of the non-segregability of those non-exempt portions is 
particularly high in this case, where, as noted in my original request, a version of the requested 
document have already been made public and is available on numerous websites. 

I note that the address to which I was directed to send this appeal, like the address to 
which I was directed by your agency staff to send my original request, is not the address of 
record for FOIA requests or appeals as promulgated by the DHS is the current Interim Final 
Rule, as codified at 6 CFR 5, Appendix C (400 Seventh Street, SW., Washington, DC 20590). 

Your failure to have promulgated FOIA regulations containing .grval id current addresses 
for FOIA requests and appeals is a violation of FOIA. Requesters should be entitled to rely 
exclusively on the DHS FOIA regulations as the sole definitive source of current addresses for 
FOIA requests and appeals. I demand that you immediately promulgate new FOIA regulations 
for your agency including valid addresses for FOIA requests and appeals. I also request that 
you (a) enter this complaint of violation of FOIA by failure to promulgate FOIA regulations 
containing valid current addresses for FOIA requests and appeals in your docket of complaints 
of FOIA violations, (b) advise me of the reference number assigned to this complaint in your 
docket of complaints of FOIA violations, (c) investigate and act on this complaint, and (d) 
advise me of your determination and of any action taken on this complaint. If yours is not the 
office designated to receive, investigate, and/or act on complaints of violations of FOIA by 
your agency, I request that you (e) forward this complaint to that office and (f) advise me of 
who that office is and how I may contact them to follow up on this complaint. 

As the FOIA requires, I expect that you will act on this appeal and produce responsive 
documents within 20 working days, in addition to acting on my complaint of FOIA violation. 

Sincerely, 




Edward Hasbrouck 
Consultant on travel-related issues 
The Identity Project 
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ACTION 



MEMORANDUM FOR: 
FROM: 



Special Counselor Kimberly Walton 

KevinT Janet, FOIA Officer 
Freedom of Information Act Office 



SUBJECT: 



FOIA Request TSA1 0-0248 Edward Hasbrouck 



Purpose 

Mr. Edward Hasbrouck appealed TSA's failure to respond to his Freedom of Information Act 
(FOIA) request within 20 business days. 



Background . 

On parch 8, 2010, Mr. Hasbrouck submitted a FOIA request in which he requested copies of the 
most recent version of the document described in these blogs as SD 1544-09-06, as well as any 
and all appendices, attachments, enclosures, supplements, updates, change notices, revisions, 
interpretive or guidance notes, usage instructions, FAQ's or the like. 

On March 9, 2010, the FOIA Office received an appeal letter from Mr. Hasbrouck. 
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Recommendation 
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Modify Needs more discussion 
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Signature: Response letter for signature. 
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FOIA Appeal letter from requester 
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Edward Hasbrouck 

The Identity Project 

1736 Franklin Street, 9th Floor 

Oakland, C A 94612 

edward@hasbrouck.org 

telephone 5 1 0-208-7744 (office) 

415-824-0214 (cell/mobile) 

March 8,2010 
Kimberly Walton, Special Counselor 
Office of the Special Counselor 
Transportation Security Administration 
601 South 12th St., East Bldg., E7-121S 
Arlington, VA 20598-6020 

FOIA Appeal (appeal of constructive denial) 
Your reference number: TSA10-0248 

Dear Counselor Walton: 

This is an appeal under the Freedom of Information Act, 5 U.S.C. §552. 

On January 16, 2010, we made a FOIA request to your agency for records related to 
TS A Aviation Security Directive SD 1544-09-06. On January 20, 2010, we received a letter 
acknowledging receipt of our request by your agency on January 19, 2010, and invoking a 10- 
day extension of time for your response. Copies of our request and your agency's letter 
confirming its receipt are enclosed. 

We have not yet received any records in response to our request, or any notice of any 
substantive determination by your agency with respect to our request. It has been substantially 
more than 30 business days (20 days plus the 10-day extension) since our request was received 
by your agency. Accordingly, we deem our request to be constructively denied in its entirety. 

We appeal the constructive denial of our request. As the FOIA requires, we expect that 
you will act on this appeal and produce responsive documents within 20 working days. 

Sincerely, 



Edward Hasbrouck 

Consultant on travel-related issues 

The Identity Project 

TSA 10-0248, FOIA appeal of constructive denial (page I of 1) 



Edward Hasbrouck 

The Identity Project 

1736 Franklin Street, 9th Floor 

Oakland, CA 94612 

edward@hasbrouck.org 

office 510-208-7744 

cell/mobile 415-824-0214 

January 16, 2010 
Transportation Security Administration 
Freedom of Information Act (FOIA) Division 
TSA-20, 11th Floor, East Tower 
601 South 12th Street 
Arlington, VA 20598-6020 

(by Express Mail and by e-mail to FOIA.TSA@dhs.gov) 

FOIA REQUEST 

Fee benefit requested 
Fee waiver requested 

Dear FOIA Officer: 

This is a request pursuant to the federal Freedom of Information Act, 5 U.S.C. § 552. 

On December 27, 2009, several blogs published identical copies of what they purported to be 
the text of TS A Aviation Security Directive SD 1544-09-06. (See <htt p://www.eIIiott.org/bIog/fuIl- 
text-of-sd-1544-09-06-authorizing-pat-downs-physical-inspection/ > and < http://board ingarea.com/ 
blogs/flyingwithfish/2009/12/27/tsa-security-directive-sd-1544-09-06-the-faUout-from-nw253/ > .) 

We request access to and copies of the most recent version of the document described in these 
blogs as SD 1544-09-06, as well as any and all appendices, attachments, enclosures, supplements, 
updates, change notices, revisions, interpretive or guidance notes, usage instructions, FAQ's or the like. 

As a representative of the news media we are only required to pay for the direct cost of 
duplication after the first 100 pages. Through this request, we are gathering information on TSA 
procedures that is of current interest to the public because without this infonnation, there is no way for 
members of the public to know what actions by TSA employees or contractors or members of the 
public the TSA believes are permitted or required. This information is being sought on behalf of The 
Identity Project ("IDP"). IDP provides advice, assistance, publicity, and legal defense to those who 
find their rights infringed or their legitimate activities curtailed by demands for identification, and 
builds public awareness about the effects of ID requirements on fundamental rights. IDP is a program 
of the First Amendment Project, a nonprofit organization providing legal and educational resources 
dedicated to protecting and promoting First Amendment rights. 

One of the principal activities of IDP is publication of the informational and educational Web 
The Identity Project FOIA request for SD 1544-09-06 (page 1 of 2) 



site at <http://www.papersPlease.org>, where we have published documents obtained in response to our 
previous FOIA requests, for dissemination to the general public. This information will also be 
publicized through my own Web site and blog of travel news, information, and advice. 

Please waive any applicable fees. Release of the information is in the public interest because it 
will contribute significantly to public understanding of government operations and activities. The 
records we are requesting clearly relate to government operations and activities. It is in the public 
interest for the traveling public - who will of course learn of these requirements when they are 
announced on flights - to know in advance with what orders they will be required to conform their 
actions. There has been, and continues to be, extensive interest in these TS A directives affecting what 
members of the traveling public are, permitted, required, or prohibited to do or not to do. The Identity 
Project is a nonprofit organization with no commercial interest in this information. 

There are no statutes or regulations specifying these procedures. In the absence of statutes or 
regulations, public disclosure and availability of the requested documents is essential to any public 
understanding of TSA operations, of what rights and authority the TSA claim, and of TS A expectations 
with respect to the conduct of TSA employees and contractors, airlines, and of members of the public. 

This information will be made available to the public. Pursuant to 44 U.S.C. 3506(d)(4)(b), 
neither the TSA nor any agency may, "except where specifically authorized by statute ... restrict or 
regulate the use, resale, or redissemination of public information by the public." The FOIA statute does 
not authorize any such restriction on the use or reddisemination of information released pursuant to 
FOIA, and we intend to exercise fully our rights to use and public redissemination, for public nonprofit 
benefit, through our Web site, of any records released in response to this request. 

If our request is denied in whole or part, we ask that you justify all deletions by reference to 
specific exemptions of the act. We will also expect you to release all segregable portions of otherwise 
exempt material. We, of course, reserve the right to appeal your decision to withhold any information 
or to deny a waiver of fees. 

Please respond as soon as possible (including by e-mail, since this request is being submitted 
by e-mail) to confirm your receipt of this request. We look forward to your complete reply within 20 
business days, as the statute requires. 

The TSA still has not published a FOIA notice in the Federal Register with a valid address for 
FOIA requests. Your office has claimed that requests sent to the addresses on your website have not 
been received "in this office" until many days after they were signed for by people representing 
themselves to the U.S. Postal Service as authorized to accept mail on your behalf, and many days after 
they were sent by e-mail. We have previously informed you of these facts. Your continuing violation of 
FOIA is knowing and deliberate. We have received no acknowledgment of, or response to, our 
complaint of this FOIA violation, which we hereby reiterate and request that you acknowledge. 

Sincerely, 



Edward Hasbrouck 
The Identity Project 



The Identity Project FOIA request for SD 1544-09-06 (page 2 of 2) 
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January 20, 20 10 

Mr. Edward Ilasbrouck 
The Identity Project 
1736 Franklin Street, 9 ,h Moor 
Oakland, CA 94612 

Re: TSA10-0248 

Dear Mr. Hasbrouck: 

This letter acknowledges receipt of your Freedom of Information Act (FOIA) request to the 
Transportation Security Administration (TSA), dated January 1 8, 2010, and to your request for a 
waiver of all assessable FOIA fees. Your request was received in this office on January 19, 
2010. Specifically, you requested access to and copies of the most recent version of TSA 
Security Directive SD 1544-09-06. 

Due to the increasing number of FOIA requests received by this office, we may encounter some 
delay in processing your request. Per Section 5.5(a) of the DHS FOIA regulations, 6 C.F.R. Part 
5, the Department processes FOIA requests according to their order of receipt. Although DHS' 
goal is to respond within 20 business days of receipt of your request, the FOIA does permit a 10- 
day extension of this time period. As the subject matter of your request is of substantial interest 
to two or more components of this Department or of substantial interest to another agency, we 
will need to consult with those entities before we issue a final response. Due to these unusual 
circumstances, TSA will invoke a 10-day extension for your request, as allowed by Title 5 
U.S.C. § 552(a)(6)(B). If you care to narrow the scope of your request, please contact our office. 
We will make every effort to comply with your request in a timely manner. 

As it relates to your fee waiver request, 1 have reviewed your letter thoroughly and have 
determined that you have not presented a convincing argument that you are entitled to a blanket 
waiver of fees. 

The DHS FOIA Regulations, 6 CFR § 5.1 l(k)(2), set forth six factors to examine in determining 
whether the applicable legal standard for a fee waiver has been met. We will consider these 
factors in our evaluation of your request for a fee waiver: 

(1) Whether the subject of the requested records concerns "the operations or activities of 
the government;" 

(2) Whether the disclosure is "likely to contribute" to an understanding of government 
operations or activities; 

(3) Whether disclosure of the requested information will contribute to the understanding 
of the public at large, as opposed to the individual understanding of the requestor or a 
narrow segment of interested persons; 



(4) Whether the contribution to public understanding of government operations or 
activities will be "significant;" 

(5) Whether the requester has a commercial interest that would be furthered by the 
requested disclosure; and 

(6) Whether the magnitude of any identified commercial interest to the requestor is 
sufficiently large in comparison with the public interest in disclosure, that disclosure is 
primarily in the commercial interest of the requestor. 

As a requester, you bear the burden under (he FOIA of showing that the fee waiver requirements 
have been met. Based on my review of your January 18, 2010 letter and for the reasons stated 
herein, 1 have determined that your fee waiver request is deficient because your request for a fee 
waiver has failed to satisfy each of the required factors, I am denying your fee waiver request. 

Provisions of the Act allow us to recover part of the cost of complying with your request. We 
shall charge you for records in accordance with the DHS Interim FOIA regulations as they apply 
to media requestors. As a media requestor you will be charged 10-cents a page for duplication, 
although the first 100 pages are free. We will construe the submission of your request as an 
agreement to pay up to $25.00. You will be contacted before any further fees are accrued. 

You have the right to appeal tho determination to deny your fee waiver request. In the event that 
you may wish to appeal this determination an administrative appeal may be made in writing to 
Kimberly Walton, Special Counselor, Office of the Special Counselor, Transportation Security 
Administration, 601 South I2 ,h Street, Bast Building, E7-121S, Arlington, VA 20598-6020. 
Your appeal must be submitted within 60 days from the date of this determination. It should 
contain your FOIA request number and state, to the extent possible, the reasons why you believe 
the initial determination should be reversed. In addition, the envelope in which the appeal is 
mailed in should be prominently marked "FOIA Appeal." Please note the Special Counselor's 
determination will be administratively final. Your envelope and letter should be marked 
"Freedom of Information Act Appeal." The implementing Department regulations establish the 
criteria under which the FOIA is administered. Copies of the FOIA and regulations are available 
at www.DHS.gov. 

Your request has been assigned reference number TSA10-0248. Please refer to this identifier in 
any future correspondence. If you have any questions, or would like to discuss this matter, 
please feel free to contact this office at 866.364.2872. 

Sincerely, 

■4^g2g^__ . 

Kevin J. Janet 
FOIA Officer 
Freedom of information Act 
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FOIA Appeal Case Number: TSA10-0248 
Edward Hasbrouck 
The Identity Project 
1736 Franklin Street, 9 Ih Floor 
Oakland, CA 94612 

Dear Mr. Hasbrouck: 

This letter is in response to your letter dated March 8, 2010, in which you appealed the 
Transportation Security Administration's (TSA) failure to respond to your Freedom of 
Information Act (FOIA) request within 20 business days. Specifically, you requested copies of 
the most recent version of the document described in these blogs as SD 1544-09-06, as well as any 
and all appendices, attachments, enclosures, supplements, updates, change notices, revisions, 
interpretive or guidance notes, usage instructions, FAQ's or the like. As described herein, I am 
denying your appeal in as much as the matters addressed in your letter are not administratively 
appealable under the FOIA. 

Under the FOIA, you have the right to administratively appeal any adverse determination the TSA 
makes on your FOIA request. For example, you may appeal the denial of records in full or in part, 
denials of requests for fee waivers and denials of requests for expedited processing. My review of 
your letter shows that you argue that TSA "constructively denied" your request by its lack of 
response within the statutory time limits. Constructive denial is not administratively appealable 
since the term is deemed to incorporate the exhaustion of all administrative remedies, including 
the administrative appeal process, thereby allowing an aggrieved requester to seek immediate 
judicial review. 

This is the final decision on your appeal. I am the Transportation Security Administration official 
responsible for this decision. Should you choose to do so, you may seek judicial review of this 
decision pursuant to the provisions of 5 U.S.C. § 552(a)(4)(B) in the United States District Court 
in the district in which you reside, or in which the agency records are situated, or in the District of 
Columbia. 

Sincerely, 





Kimberly Walton 
Special Counselor 



U.S. Department of IJenicfantl Security 

Freedom of Information Act Office 
Arlington, VA 20598-6020 
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ACTION 

MEMORANDUM FOR: Special Counselor Kimberiy Walton 

FROM: 



SUBJECT: 
Purpose 



Howard Plofker, Acting FOIA Officer 
Freedom of Information Act Office 

FOIA Request TSA 10-0 107 - Edward Hasbrouck/Identity Project 



Mr. Edward Hasbrouck is appealing our denial of his Freedom of Information Act (FOIA) request 
for a copy of TSA Security Directive 1544-09-06 on the basis of FOIA Exemptions "high" 2 and 
3. 

Background 

On January 16, 2010, Mr. Edward Hasbrouck submitted a FOIA request in which he requested 
a copy of SD1 544-09-06. In his request letter, he included links to the "elliott.org" and 
"boardingarea.com" websites that allegedly showed the SD in question revealed online. 

On January 27, 2010, a copy of the SD was produced to the FOIA Office by the Office of Security 
Operations, TSA-29, with a recommendation that it be withheld as SSI. 

On March 1 1, 2010, the SSI Office reviewed the SD produced by OSO and identified the entire 
document as SSI under 49 CFR 1520.5(b)(2)(i). 

On March 8, 2010, Mr. Hasbrouck submitted an appeal letter for "constructive denial" of his 
request, claiming that lack of response to his request at that time by the FOIA Office amounted to 
"constructive denial". 

On March 25, 2010, you denied this appeal on the grounds that all administrative remedies had yet 
to be exhausted and, thus, the matters addressed in his letter were not administratively appealable 
under FOIA. 

On August 6, 2010, the FOIA Office sent the requester a denial of his FOIA request on the basis 
of Exemptions "high" 2 and 3, citing the documents as SSI under 49 CFR 1 520.5(b)(2)(i). 

On August 16, 2010, the FOIA Office received an appeal letter from Mr. Hasbrouck. 
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Discussion 




Recommendation 



(b) 5 



Approve 
Modify _ 



Disapprove 



Needs more discussion 



Tabs: 

Signature: Response letter for signature. 

Concurrence: Response letter with concurrence blocks. 

Background: Tab 2 1/16/10 FOIA request 

Tab 3 1/20/1 Printout of website where SD was allegedly revealed online 

Tab 4 3/1 1/1 SSI review of requested documents 

Tab 5 8/6/1 Letter from FOIA Office denying FOIA request 

Incoming: 8/16/10 FOIA Appeal letter from requester 
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U.S. Department of Homeland Security 

Washington, DC 20528-6020 

Transportation 

Security 

Administration 



September 23,2010 



Mr. Edward Hasbrouck 
The Identity Project 
1736 Franklin Street 
9 th Floor 
Oakland, CA 94612 

Re: TS A 10-0248 

Dear Mr. Hasbrouck: 

This letter acknowledges receipt of your Freedom of Information Act (FOIA) appeal to 
the Transportation Security Administration (TSA), dated August 16, 2010, appealing 
TSA's August 6, 2010 denial of your request for a copy of TSA Aviation Security 
Directive SD 1544-09-06. 

Additionally, we also acknowledge receipt of your complaint that TSA has violated FOIA 
by "failing to promulgate valid current FOIA regulations". Your complaint will be referred 
to the Privacy Office of the Department of Homeland Security (DHS), an office which 
has oversight over FOIA matters for all DHS component agencies. 

If you have any questions or would like to discuss this matter, please feel free to contact 
this office at 571-227-2300 or 1-866-364-2872 and refer to TSA10-0248. 



Sincerely, 




Howard Plofker 
Acting FOIA Officer 
Freedom of Information Office 



Edward Hasbrouck 

The Identity Project 

1736 Franklin Street, 9th Floor 

Oakland, CA 94612 

edward@hasbrouck.org 

office 510-200-7744 

cell/mobile 415-824-0214 

January 16, 2010 
Transportation Security Administration 
Freedom of Information Act (FOIA) Division 
TSA-20, 11th Floor, East Tower 
601 South 12th Street 
Arlington, VA 20598-6020 

(by Express Mail and by e-mail to FOIA.TSA@dhs.gov) 

FOIA REQUEST 

Fee benefit requested 
Fee waiver requested 

Dear FOIA Officer: 

This is a request pursuant to the federal Freedom of Information Act, 5 U.S.C. § 552. 

On December 27, 2009, several blogs published identical copies of what they purported to be 
the text of TSA Aviation Security Directive SD 1544-09-06. (See < http://www.elliott.org/blog/full- 
text-of-sd-1544-09-06-authorizing-pat-downs-phvsical-inspection/ > and < http.7/boardingarea.com/ 
blo gs/flvingwithfish/2009/12/27/tsa-securitv-directive-sd-1544-09-06-the-fallout-from-nw253/ >.) 

We request access to and copies of the most recent version of the document described in these 
blogs as SD 1544-09-06, as well as any and all appendices, attachments, enclosures, supplements, 
updates, change notices, revisions, interpretive or guidance notes, usage instructions, FAQ's or the like. 

As a representative of the news media we are only required to pay for the direct cost of 
duplication after the first 100 pages. Through this request, we are gathering information on TSA 
procedures that is of current interest to the public because without this information, there is no way for 
members of the public to know what actions by TSA employees or contractors or members of the 
public the TSA believes are permitted or required. This information is being sought on behalf of The 
Identity Project ("IDP"). IDP provides advice, assistance, publicity, and legal defense to those who 
find their rights infringed or their legitimate activities curtailed by demands for identification, and 
builds public awareness about the effects of ID requirements on fundamental rights. IDP is a program 
of the First Amendment Project, a nonprofit organization providing legal and educational resources 
dedicated to protecting and promoting First Amendment rights. 

One of the principal activities of IDP is publication of the informational and educational Web 
The Identity Project FOIA request for SD 1544-09-06 (page 1 of 2) 



site at <http://www.papersPlease.org>, where we have published documents obtained in response to our 
previous FOIA requests, for dissemination to the general public. This information will also be 
publicized through my own Web site and blog of travel news, information, and advice. 

Please waive any applicable fees. Release of the information is in the public interest because it 
will contribute significantly to public understanding of government operations and activities. The 
records we are requesting clearly relate to government operations and activities. It is in the public 
interest for the traveling public - who will of course learn of these requirements when they are 
announced on flights - to know in advance with what orders they will be required to conform their 
actions. There has been, and continues to be, extensive interest in these TSA directives affecting what 
members of the traveling public are, permitted, required, or prohibited to do or not to do. The Identity 
Project is a nonprofit organization with no commercial interest in this information. 

There are no statutes or regulations specifying these procedures. In the absence of statutes or 
regulations, public disclosure and availability of the requested documents is essential to any public 
• understanding of TSA operations, of what rights and authority the TSA claim, and of TSA expectations 
with respect to the conduct of TSA employees and contractors, airlines, and of members of the public. 

This information will be made available to the public. Pursuant to 44 U.S.C. 3506(d)(4)(b), 
neither the TSA nor any agency may, "except where specifically authorized by statute ... restrict or 
regulate the use, resale, or redissemination of public information by the public." The FOIA statute does 
not authorize any such restriction on the use or reddisemination of information released pursuant to 
FOIA, and we intend to exercise fully our rights to use and public redissemination, for public nonprofit 
benefit, through our Web site, of any records released in response to this request. 

If our request is denied in whole or part, we ask that you justify all deletions by reference to 
specific exemptions of the act. We will also expect you to release all segregable portions of otherwise 
exempt material. We, of course, reserve the right to appeal your decision to withhold any information 
or to deny a waiver of fees. 

Please respond as soon as possible (including by e-mail, since this request is being submitted 
by e-mail) to confirm your receipt of this request. We look forward to your complete reply within 20 
business days, as the statute requires. 

The TSA still has not published a FOIA notice in the Federal Register with a valid address for 
FOIA requests. Your office has claimed that requests sent to the addresses on your website have not 
been received "in this office" until many days after they were signed for by people representing 
themselves to the U.S. Postal Service as authorized to accept mail on your behalf, and many days after 
they were sent by e-mail. We have previously informed you of these facts. Your continuing violation of 
FOIA is knowing and deliberate. We have received no acknowledgment of, or response to, our 
complaint of this FOIA violation, which we hereby reiterate and request that you acknowledge. 
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Sincerely, 

Edward Hasbrouck 
The Identity Project 
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From: Edward Hasbrouck [edward@hasbrouck.org| 

Sent: Monday, January 18, 2010 10:05 PM 

To: Foia 

Subject: FOIA request for SD 1 544-09-06 

Attachments: Attachment information.; TSA-FOIA-SD15440906.pdf 

Attached please find a FOIA request by the Identity Project for SD 1544-09- 06. Please reply 
by e-mail to confirm receipt of this request by the TSA FOIA Office and advise the reference 
number assigned to this request. 

Sincerely, 

Edward Hasbrouck 



Edward Hasbrouck 

< edward®hasbrouck . org > 

< http : //hasbrouck . org > 

1130 Treat Ave., San Francisco, CA 94110, USA 

+1-415-824-0214 

consultant to The Identity Project (IDP), a program of the First Amendment Project 
< http : //www. papersplease . org > 

"Congress shall make no law ... abridging ... the right of the people peaceably to assemble" 
(U.S. Constitution, Amendment 1) 

"Everyone has the right to freedom of movement and residence within the borders of each 

state. Everyone has the right to leave any country, including his own, and to return to his 

country." 

(Universal Declaration of Human Rights, Article 13) 

"Liberty of movement is an indispensable condition for the free development of a person." 
(United Nations Human Rights Committee, General Comment No. 27) 
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From: 

Sent: 

To: 

Cc: 

Subject: 


FOIA 

Tuesday, January 19, 2010 4:52 PM 

'Edward Hasbrouck' 

FOIA 

RE: FOIA request for SD 1544-09-06 



Good afternoon Mr. Hasbrouck, 

We have received your FOIA request. You will be receiving an acknowledgement letter soon. 

Thank you, 

Transportation Security Administration HQ (TSA) Office of Special Counselor (OSC) Freedom of 
Information Act Office (FOIA) 
Main: 866.364.2872 
Fax: 571.227.1406 

Original Message 

From: Edward Hasbrouck [mailto:edward@hasbrouck.org] 

Sent: Monday, January 18, 2810 10:05 PM 

To: Foia 

Subject: FOIA request for SD 1544-09-06 

Attached please find a FOIA request by the Identity Project for SD 1544-09- 06. Please reply 
by e-mail to confirm receipt of this request by the TSA FOIA Office and advise the reference 
number assigned to this request. 

Sincerely, 

Edward Hasbrouck 



Edward Hasbrouck 

< edwardfo)hasbrouck.org > 

<http : //ha sbrouck . org > 

1130 Treat Ave., San Francisco, CA 94110, USA 

+1-415-824-0214 

consultant to The Identity Project (IDP), a program of the First Amendment Project 
< http : / /www . papersplease . org > 

"Congress shall make no law . . . abridging . . . the right of the people peaceably to assemble" 
(U.S. Constitution, Amendment 1) 

"Everyone has the right to freedom of movement and residence within the borders of each 
state. Everyone has the right to leave any country, including his own, and to return to his 
country. " 
(Universal Declaration of Human Rights, Article 13) 

"Liberty of movement is an indispensable condition for the free development of a person." 
(United Nations Human Rights Committee, General Comment No. 27) 
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Edward Hasbrouck 

The Identity Project 

1736 Franklin Street, 9th Floor 

Oakland, CA 94612 

edward@hasbrouck.org 

office 510-208-7744 

cell/mobile 415-824-0214 

January 16, 2010 
Transportation Security Administration 
Freedom of Information Act (FOIA) Division 
TSA-20, 11th Floor, East Tower 
601 South 12th Street 
Arlington, VA 20598-6020 

(by Express Mail and by e-mail to FOIA.TSA@dhs.gov) 

FOIA REQUEST 

Fee benefit requested 
Fee waiver requested 

Dear FOIA Officer: 

This is a request pursuant to the federal Freedom of Information Act, 5 U.S.C. § 552. 

On December 27, 2009, several blogs published identical copies of what they purported to be 
the text of TS A Aviation Security Directive SD 1544-09-06. (See < http://www .elIiott.org/bIog/full- 
text-of-sd-1544-09-06-authorizing-pat-downs-physical-inspection/ > and <http://boardingarea.com/ 
hlogs/f}yingwithfisiT/2009/12/27/tsa-security-directive-sd-1544-09-06-the-fallout-from-nw253/ >.') 

We request access to and copies of the most recent version of the document described in these 
blogs as SD 1544-09-06, as well as any and all appendices, attachments, enclosures, supplements, 
updates, change notices, revisions, interpretive or guidance notes, usage instructions, FAQ's or the like. 

As a representative of the news media we are only required to pay for the direct cost of 
duplication after the first 100 pages. Through this request, we are gathering information on TSA 
procedures that is of current interest to the public because without this information, there is no way for 
members of the public to know what actions by TSA employees or contractors or members of the 
public the TSA believes are permitted or required. This information is being sought on behalf of The 
Identity Project ("IDP"). IDP provides advice, assistance, publicity, and legal defense to those who 
find their rights infringed or their legitimate activities curtailed by demands for identification, and 
builds public awareness about the effects of ID requirements on fundamental rights. IDP is a program 
of the First Amendment Project, a nonprofit organization providing legal and educational resources 
dedicated to protecting and promoting First Amendment rights. 

One of the principal activities of IDP is publication of the informational and educational Web 
The Identity Project FOIA request for SD 1544-09-06 (page 1 of 2) 



site at <http://www.papersPlease.org>, where we have published documents obtained in response to our 
previous FOIA requests, for dissemination to the general public. This information will also be 
publicized through my own Web site and blog of travel news, information, and advice. 

Please waive any applicable fees. Release of the information is in the public interest because it 
will contribute significantly to public understanding of government operations and activities. The 
records we are requesting clearly relate to government operations and activities. It is in the public 
interest for the traveling public - who will of course learn of these requirements when they are 
announced on flights - to know in advance with what orders they will be required to conform their 
actions. There has been, and continues to be, extensive interest in these TS A directives affecting what 
members of the traveling public are, permitted, required, or prohibited to do or not to do. The Identity 
Project is a nonprofit organization with no commercial interest in this information. 

There are no statutes or regulations specifying these procedures. In the absence of statutes or 
regulations, public disclosure and availability of the requested documents is essential to any public 
understanding of TSA operations, of what rights and authority the TSA claim, and of TSA expectations 
with respect to the conduct of TSA employees and contractors, airlines, and of members of the public. 

This information will be made available to the public. Pursuant to 44 U.S.C. 3506(d)(4)(b), 
neither the TSA nor any agency may, "except where specifically authorized by statute ... restrict or 
regulate the use, resale, or redissemination of public information by the public." The FOIA statute does 
not authorize any such restriction on the use or reddisemination of information released pursuant to 
FOIA, and we intend to exercise fully our rights to use and public redissemination, for public nonprofit 
benefit, through our Web site, of any records released in response to this request. 

If our request is denied in whole or part, we ask that you justify all deletions by reference to 
specific exemptions of the act. We will also expect you to release all segregable portions of otherwise 
exempt material. We, of course, reserve the right to appeal your decision to withhold any information 
or to deny a waiver of fees. 

Please respond as soon as possible (including by e-mail, since this request is being submitted 
by e-mail) to confirm your receipt of this request. We look foiward to your complete reply within 20 
business days, as the statute requires. 

The TSA still has not published a FOIA notice in the Federal Register with a valid address for 
FOIA requests. Your office has claimed that requests sent to the addresses on your website have not 
been received "in this office" until many days after they were signed for by people representing 
diemselves to the U.S. Postal Service as authorized to accept mail on your behalf, and many days after 
they were sent by e-mail. We have previously informed you of these facts. Your continuing violation of 
FOIA is knowing and deliberate. We have received no acknowledgment of, or response to, our 
complaint of this FOIA violation, which we hereby reiterate and request that you acknowledge. 

Sincerely, 

Edward Hasbrouck 
The Identity Project 

The Identity Project FOIA request for SD 1544-09-06 (page 2 of 2) 




U.S. Department of Homeland Security 
Washington, f)C 20528-6020 



Transportation 

Security 

Administration 



January 20, 2010 

Mr. Edward Hasbrouck 
The Identity Project 
1736 Franklin Street, 9 th Floor 
Oakland, CA 94612 

Re: TSA10-0248 

Dear Mr. Hasbrouck: 

This letter acknowledges receipt of your Freedom of Information Act (FOIA) request to the 
Transportation Security Administration (TSA), dated January 18, 2010, and to your request for a 
waiver of all assessable FOIA fees. Your request was received in this office on January 19, 
2010. Specifically, you requested access to and copies of the most recent version of TSA 
Security Directive SD 1544-09-06. 

Due to the increasing number of FOIA requests received by this office, we may encounter some 
delay in processing your request. Per Section 5.5(a) of the DHS FOIA regulations, 6 C.F.R. Part 
5, the Department processes FOIA requests according to their order of receipt. Although DHS' 
goal is to respond within 20 business days of receipt of your request, the FOIA does permit a 10- 
day extension of this time period. As the subject matter of your request is of substantial interest 
to two or more components of this Department or of substantial interest to another agency, we 
will need to consult with those entities before we issue a final response. Due to these unusual 
circumstances, TSA will invoke a 10-day extension for your request, as allowed by Title 5 
U.S.C. § 552(a)(6)(B). If you care to narrow the scope of your request, please contact our office. 
We will make every effort to comply with your request in a timely manner. 

As it relates to your fee waiver request, I have reviewed your letter thoroughly and have 
determined that you have not presented a convincing argument that you are entitled to a blanket 
waiver of fees. 

The DHS FOIA Regulations, 6 CFR § 5. 1 l(k)(2), set forth six factors to examine in determining 
whether the applicable legal standard for a fee waiver has been met. We will consider these 
factors in our evaluation of your request for a fee waiver: 

(1) Whether the subject of the requested records concerns "the operations or activities of 
the government;" 

(2) Whether the disclosure is "likely to contribute" to an understanding of government 
operations or activities; 

(3) Whether disclosure of the requested information will contribute to the understanding 
of the public at large, as opposed to the individual understanding of the requestor or a 
narrow segment of interested persons; 
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(4) Whether the contribution to public understanding of government operations or 
activities will be "significant;" 

(5) Whether the requester has a commercial interest that would be furthered by the 
requested disclosure; and 

(6) Whether the magnitude of any identified commercial interest to the requestor is 
sufficiently large in comparison with the public interest in disclosure, that disclosure is 
primarily in the commercial interest of the requestor. 

As a requester, you bear the burden under the FOIA of showing that the fee waiver requirements 
have been met. Based on my review of your January 18, 2010 letter and for the reasons stated 
herein, I have determined that your fee waiver request is deficient because your request for a fee 
waiver has failed to satisfy each of the required factors, I am denying your fee waiver request. 

Provisions of the Act allow us to recover part of the cost of complying with your request. We 
shall charge you for records in accordance with the DHS Interim FOIA regulations as they apply 
to media requestors. As a media requestor you will be charged 10-cents a page for duplication, 
although the fust 100 pages are free. We will construe the submission of your request as an 
agreement to pay up to $25.00. You will be contacted before any further fees are accrued. 

You have the right to appeal the determination to deny your fee waiver request. In the event that 
you may wish to appeal this determination an administrative appeal may be made in writing to 
Kimberly Walton, Special Counselor, Office of the Special Counselor, Transportation Security 
Administration, 601 South 12 ,h Street, East Building, E7-121S, Arlington, VA 20598-6020. ' 
Your appeal must be submitted within 60 days from the date of this determination. It should 
contain your FOIA request number and state, to the extent possible, the reasons why you believe 
the initial determination should be reversed. In addition, the envelope in which the appeal is 
mailed in should be prominently marked "FOIA Appeal." Please note the Special Counselor's 
determination will be administratively final. Your envelope and letter should be marked 
"Freedom of Information Act Appeal." The implementing Department regulations establish the 
criteria under which the FOIA is administered. Copies of the FOIA and regulations are available 
at www.DHS.gov. 

Your request has been assigned reference number TSA10-0248. Please refer to this identifier in 
any future correspondence. If you have any questions, or would like to discuss this matter, 
please feel free to contact this office at 866.364.2872. 

Sincerely, 



Kevin J. Janet 
FOIA Officer 
Freedom of Information Act 
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From: 

Sent: 

To: 

Cc: 

Subject: 



FOIA 

Wednesday, January 20, 2010 9:18 AM 

'Edward Hasbrouck' 

FOIA 

YOUR FOIA REQUEST {CASE # TSA1 0-0248) 



Good morning Mr. Hasbrouck, 

Attached below is your acknowledgement letter to case number TSA1 0-0248. A hard copy should arrive in the 
mail by next week. If you have any questions or concerns, please feel free to contact us at (866) 364 - 2872 
or via e-mail at FOIA.TSAa.DHS.GOV . 

■ft) ' 
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Thank you, 

Transportation Security Administration HQ (TSA) 
Office of Special Counselor (OSC) 
Freedom of Information Act Office (FOIA) 
Main: 866:364.2872 
Fax: 571.227.1406 



U.S. Department Mi'Uouii'lntHl Security 
Washington, DC 20528-6020 



«#H&fc 



$gftfe> Transportation 
iff*/ Security 



c< *)5rsi? 



Administration 



January 20, 2010 



Mr. Edward Hasbrouck 
The Identity Project 
1736 Franklin Street, 9 th Floor 
Oakland, CA 94612 

Re: TSA10-0248 

Dear Mr. Hasbrouck: 

This letter acknowledges receipt of your Freedom of Information Act (FOIA) request to the 
Transportation Security Administration (TSA), dated January 18, 2010, and to your request for a 
waiver of all assessable FOIA fees. Your request was received in this office on January 19, 
2010. Specifically, you requested access to and copies of the most recent version of TSA 
Security Directive SD 1544-09-06. 

Due to the increasing number of FOIA requests received by this office, we may encounter some 
delay in processing your request. Per Section 5.5(a) of the DHS FOIA regulations, 6 C.F.R. Part 
5, the Department processes FOIA requests according to their order of receipt. Although DHS' 
goal is to respond within 20 business days of receipt of your request, the FOIA does permit a 10- 
day extension of this time period. As the subject matter of your request is of substantial interest 
to two or more components of this Department or of substantial interest to another agency, we 
will need to consult with those entities before we issue a final response. Due to these unusual 
circumstances, TSA will invoke a 10-day extension for your request, as allowed by Title 5 
U.S.C. § 552(a)(6)(B). If you care to narrow the scope of your request, please contact our office. 
We will make every effort to comply with your request in a timely manner. 

As it relates to your fee waiver request, I have reviewed your letter thoroughly and have 
determined that you have not presented a convincing argument that you are entitled to a blanket 
waiver of fees. 

The DHS FOIA Regulations, 6 CFR § 5.1 l(k)(2), set forth six factors to examine in determining 
whether the applicable legal standard for a fee waiver has been met. We will consider these 
factors in our evaluation of your request for a fee waiver: 

(1) Whether the subject of the requested records concerns "the operations or activities of 
the government;" 

(2) Whether the disclosure is "likely to contribute" to an understanding of government 
operations or activities; 

(3) Whether disclosure of the requested information will contribute to the understanding 
of the public at large, as opposed to the individual understanding of the requestor or a 
narrow segment of interested persons; 



PY 



(4) Whether the contribution to public understanding of government operations or 
activities will be "significant;" 

(5) Whether the requester has a commercial interest that would be furthered by the 
requested disclosure; and 

(6) Whether the magnitude of any identified commercial interest to the requestor is 
sufficiently large in comparison with the public interest in disclosure, that disclosure is 
primarily in the commercial interest of the requestor. 

As a requester, you bear the burden under the FOIA of showing that the tee waiver requirements 
have been met, Based on my review of your January 18, 2010 letter and for the reasons stated 
herein, I have determined that your fee waiver request is deficient because your request for a fee 
waiver has failed to satisfy each of the required factors, I am denying your fee waiver request. 

Provisions of the Act allow us to recover part of the cost of complying with your request. We 
shall charge you for records in accordance with the DHS Interim FOIA regulations as they apply 
to media requestors. As a media requestor you will be charged 10-cents a page for duplication, 
although the first 100 pages are free. We will construe the submission of your request as an 
agreement to pay up to $25.00. You will be contacted before any further fees are accrued. 

You have the right to appeal the determination to deny your fee waiver request. In the event that 
you may wish to appeal this determination an administrative appeal may be made in writing to 
Kimberly Walton, Special Counselor, Office of the Special Counselor, Transportation Security 
Administration, 601 South 12 th Street, East Building, E7-121S, Arlington, VA 20598-6020. 
Your appeal must be submitted within 60 days from the date of this determination. It should 
contain your FOIA request number and state, to the extent possible, the reasons why you believe 
the initial determination should be reversed. In addition, the envelope in which the appeal is 
mailed in should be prominently marked "FOIA Appeal." Please note the Special Counselor's 
determination will be administratively final. Your envelope and letter should be marked 
"Freedom of Information Act Appeal." The implementing Department regulations establish the 
criteria under which the FOIA is administered. Copies of the FOIA and regulations are available 
at www.DHS.gov. 

Your request has been assigned reference number TSA10-0248. Please refer to this identifier in 
any future correspondence. If you have any questions, or would like to discuss this matter, 
please feel free to contact this office at 866.364.2872. 

Sincerely, 



Kevin J. Janet 
FOIA Officer 
Freedom of Information Act 



^^ 



mf 



www.dhs.gov 
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From: 

Sent: 

To: 

Cc: 

Subject: 



FOiA 

Wednesday, January 20, 2010 9:18 AM 

'Edward Hasbrouck' 

FOIA 

YOUR FOIA REQUEST (CASE # TSA1 0-0248) 



Good morning Mr. Hasbrouck, 

Attached below is your acknowledgement letter to case number TSA1 0-0248. A hard copy should arrive in the 
mail by next week. If you have any questions or concerns, please feel free to contact us at (866) 364 - 2872 
or via e-mail at FOIA.TSA(o)DHS.GOV . 



10 0248 Acknow 
Ltr.pdf 



Thank you, 

Transportation Security Administration HQ (TSA) 
Office of Special Counselor (OSC) 
Freedom of Information Act Office (FOIA) 
Main: 866.364.2872 
Fax: 571.227.1406 



(D) (O) 



From: 
Sent: 
To: 
Subject: 



Wednesday, January 20, 20 10 9:31 AM 

NEW FOIA TASKING (CASE #TSA10-0248) YOUR SUSPENSE DATE IS 1/27/10 



Good morning [_ 

Please review the attachment below: 



10 0248 Tasking 
sheet, Request... 



Identify any information in the responsive records you found during your search that you believe should be 
withheld, and explain why you believe its release would be harmful. Forward ail responses along with completed 
Tasking sheet. Please return the completed tasking sheet even if there are no responsive records found since we need 
the form for record keeping. 

If you have any questions please feel free to call me. 

Thank you in advance, 



FOIA Assistant 

Transportation Security Administration HQ (TSA) 

Office of Special Counselor (OSC) 

Freedom of Infor mation Act Office (FOIA) 

Direct: 571. 227JJ 

Main: 866.364.2872 

Fax: 571.227.1406 



/£&£§b 



j§| Transportation 

.imSj Security 

Adininistration 



FOIA Request Certification 



INSTRUCTIONS: FOIA Points-of-Contact (POCs) will complete Section II and forward responsive records 
by mail to the TSA Headquarters FOIA Office, TSA-20, or by e-mail to the tasking individual, unless 
otherwise noted and explained below. If the search identifies TSA has a large volume of responsive 
records, FOIA POCs must contact the FOIA Office as soon as possible following receipt of this issued form 
to provide a cost estimate prior to continuing to process the request. Questions should be directed to the 
FOIA Office at (571) 227-2300, 866-FOIA-TSA (866-364-2872). 



FOIA OFFICE USE ONLY 



FOIA POC response required on or before: 1/27/1 



FOIA POCs direct e-mails replies to: TSA.FOIAPOCRESPONSES@dhs.gov 
FOIA Case No.: TSA1 0-0248 



Date: 1/20/10 



Action Office(s): TSA-29 



Request Received From: Edward Hasbrouck of The Identity Project 



Requester Seeks: (see attached request for further description) 



SECTION II: FQIAPOS 



Part A; Contact Information ; "- _^ . Z2 ' "- . — ^1 



Name: 



Phone No.: 



Title: 



i B ; Recomm e nd .^^^i_^ ■'■*", ■■ -'-" ''^i-^il- 

1 . Release all responsive records, (identify records and from where retrieved) 



□ 



□ 



□ 



□ 



2. Withhold select responsive records, (explain) 



3. Withhold all responsive records, (explain) 



4. No responsive records. Search failed to identify and/or locate responsive records, (explain) 



5. Recommend FOIA Office contact the following DHS Component, TSA Office and/ or individuals, identified, 
in order to search for responsive records, (identify) 



PART C. Cost 



LEstimate /:/:■ .\ . y e >- /■:,--' ;;: •■ -. '■.' '- -^" ■■ .' ; "' - ■ '■-.. -- '• <:'-'- -'■■ -- 



Search Time (hrs.) / Pay Band 



/ 



/ 



Processing Time (hrs.) / Pay Band 



/ 



/ 



Attorney Time (hrs.) / Pay Band 



/ 



PART p. Response Certification 









I certify that a search reasonably calculated to uncover all responsive records, paper and electronic, has been conducted and all 
responsive records have been reviewed, copied and provided to the HQ FOIA Office -TSA-20, or otherwise noted with explanations and/or 
recommendations provided herein. 



FOIA POC Signature: 



Date: 



TSA Form 360 1, 2/09 [File: 3600. 1. 2] 
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From: 

Sent: 

To: 

Subject: 

Attachments: 
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?bruarv18, 2010 10:23 AM 



3600- tsa-1 0^0248 

10 0248 Tasking sheet, Request & Email.pdf; image003.jpg 
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Good mornin 

This is a follow up to the above FOIA tasking to your office because I do not have a response from your office on 
this matter, so if you would let me know the status on this tasking, it would be greatly appreciated. 

I have attached the tasking and FOIA request for your convenience. 

Of course, if you have any questions, just let me know. 

Thank you, 




™h Transportation 
Security 
Administration 



Freedom of Information Act/Privacy Act Specialist 
FOIA OFF ICE - Office of Special Counselor 
571-227-F 





v Transportation 
Security 
Administration 



FOIA Request Certification 



INSTRUCTIONS: FOIA Points-of-Contact (POCs) will complete Section I! and fotward responsive records 
by mail to the TSA Headquarters FOIA Office. TSA-20, or by e-mail to the tasking individual, unless 
otherwise noted and explained below. If the search identifies TSA has a large volume of responsive 
records, FOIA POCs must contact the FOIA Office as soon as possible following receipt of this issued form 
to provide a cost estimate prior to continuing to process the request, Questions should be directed to the 
FOIA Office at (571) 227-2300, 866-FOIA-TSA (866-364-2872). 



SECTlON.Ir CASE SUSPENSE aiDENTIPIGATION^ 



FOIA OFFICE USE ONLY 



FOIA POC response required on or before: 1/27/10 



FOIA POCs direct e-mails replies to: TSA.FOIAPOCRESPONSES@dlis.gov 



FOIA Case No.: TSA10-Q24 



Action Office(s): TSA-29 



Date: 1/20/10 



Request Received From: Edv/8rd Hasbrouck of The Identity Project 



R equester Seeks: 'see attach ed request for further description) 



Name: 



Phone No. 



Title: 



PartBi! 'Reconimeiidatlon9 (Check ell thai apply' and proyldo appropriate respo n ses) 



b 5 



\where retrieved) 



□ 



D 



Xwithhold select responsive records, (explain) 



3. Withhold all responsive records, (explain) 



4. No responsive records. Search failed to identify and/or locale responsive records (explain) 



a 



a 



5. Recommend FOIA Office contact the following DHS Component, TSA Office and/ or individuals, identified, 
in order to search for responsive records, (identify) 



^mc'mmsM^ . 



Search Timo (hrs.) / Pay Band 



3 



Processing Time (hrs.) / Pay Band 



Attorney Time (hrs.) / Pay Band 



s. 



/ 



/ 



/ 



y 



/ 



PARTP^M"pQn8^0Q^fip a|)bn 
I certify that a search reaso 
responsive records have been 
recommendations provided tier 

FOIA P OC Signa ture: 



ISA Form 3601, 2/09 [File: 







and electronic, has been conducted and all 
20, or otherwise noied v/iih explanations and/or 



Date; M M SOlO 



(b) (6) 



From: 

Sent: 

To: 

Cc: 

Subject: 



tsssBBsaa 
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ThnrcHav F^hrnnn/ 1A 9010 10-10 AM 




|Janet, Kevin <TSA F0IA> 
FW: Emailing: 10-0134 



FYI 



Original Message 

From: Richards, Gail D. <TSA> 
Sent: Wednesday, February 17, 201© 3:50 PM 
To: Snowden, Deborah <TSA-F0IA> 
Subject: RE: Emailing: 10-0134 



(b) (6 



You can disregard this response. 



(b) (5) 



(b) (5) 



Check with Kevin- -he met with 



\P) (D) 



to discuss this 



b 6) 



Office of Security Operations 

601 S. 12th Street, East Tower, E5-357N 

Arlington, VA 2: 

Phone: 571-227-L 

Fax: 571-227-1919 



'jginal Message- 
From: 
Sen t: Wednesday. February - 3:45 PM 

To: 

Subject: RE: Emailing: 10-0134 

Hi 

Can vou send me that password, I am going to check with' Kevin to see 
Thanks 



Note: To protect against computer viruses, e-mail programs may prevent sending or receiving 
certain types of file attachments. Check your e-mail security settings to determine how 
attachments are handled. 



is 



A$ 



Edward Hasbrouck 
The Identity Project 
" . 1736 Franklin Street, 9th Floor 
IS / Oakland, CA 94612 

edward@hasbrouck.org 

telephone 510-208-7744 (office) 

415-824-0214 (cell/mobile) 



March 8, 2010 
Kimberly Walton, Special Counselor 
Office of the Special Counselor 
Transportation Security Administration 
601 South 12th St., East Bldg., E7-121S 
Arlington, VA 20598-6020 

FOIA Appeal (appeal of constructive denial) 
Your reference number: TSA10-0248 

Dear Counselor Walton: 

This is an appeal under the Freedom of Information Act, 5 U.S.C. §552. 

On January 16, 2010, we made a FOIA request to your agency for records related to 
TS A Aviation Security Directive SD 1 544-09-06. On January 20, 20 1 0, we received a letter 
acknowledging receipt of our request by your agency on January 19, 2010, and invoking a 10- 
day extension of time for your response. Copies of our request and your agency's letter 
confirming its receipt are enclosed. 

We have not yet received any records in response to our request, or any notice of any 
substantive determination by your agency with respect to our request. It has been substantially 
more than 30 business days (20 days plus the 10-day extension) since our request was received 
by your agency. Accordingly, we deem our request to be constructively denied in its entirety. 

We appeal the constructive denial of our request. As the FOIA requires, we expect that 
you will act on this appeal and produce responsive documents within 20 working days. 

Sincerely, 

Edward Hasbrouck 

Consultant on travel-related issues 

The Identity Project 

TSA 10-0248, FOIA appeal of constructive denial (page 1 of 1) 



Edward Hasbro uck 

The Identity Project 

1736 Franklin Street, 9th Floor 

Oakland, CA 94612 

edward@hasbrouck.org 

office 510-208-7744 

cell/mobile 415-824-0214 

January 16, 2010 
Transportation Security Administration 
Freedom of Information Act (FOIA) Division 
TSA-20, 11th Floor, East Tower 
601 South 12th Street 
Arlington, VA 20598-6020 

(by Express Mail and by e-mail to FOIA.TSA@dhs.gov) 

FOIA REQUEST 

Fee benefit requested 
Fee waiver requested 

Dear FOIA Officer: 

This is a request pursuant to the federal Freedom of Information Act, 5 U.S.C. § 552. 

On December 27, 2009, several blogs published identical copies of what they purported to be 
the text of TSA Aviation Security Directive SD 1544-09-06. (See < http://www.elliott.org/blog/fuII- 
text-of-sd-1544-09-06-authorizing-pat-downs-physical-inspection/ > and <http;//boardingarea.com/ 
blogs/flvingwithfish/2009/12/27/tsa-securitv-directive-sd-1544-09-06-the-fallout-from-nw253/ >.^ 

We request access to and copies of the most recent version of the document described in these 
blogs as SD 1544-09-06, as well as any and all appendices, attachments, enclosures, supplements, 
updates, change notices, revisions, interpretive or guidance notes, usage instruction's, FAQ's or the like. 

As a representative of the news media we are only required to pay for the direct cost of 
duplication after the first 100 pages. Through this request, we are gathering information on TSA 
procedures that is of current interest to the public because without this information, there is no way for 
members of the public to know what actions by TSA employees or contractors or members of the 
public the TSA believes are permitted or required. This information is being sought on behalf of The 
Identity Project ("IDP"). IDP provides advice, assistance, publicity, and legal defense to those who 
find their rights infringed or their legitimate activities curtailed by demands for identification, and 
builds public awareness about the effects of ID requirements on fundamental rights. IDP is a program 
of the First Amendment Project, a nonprofit organization providing legal and educational resources 
dedicated to protecting and promoting First Amendment rights. 

One of the principal activities of IDP is publication of the informational and educational Web 
The Identity Project FOIA request for SD 1544-09-06 (page 1 of 2) 



site at <http://www.papersPlease.org>, where we have published documents obtained in response to our 
previous FOIA requests, for dissemination to the general public. This information will also be 
publicized through my own Web site and blog of travel news, information, and advice. 

Please waive any applicable fees. Release of the information is in the public interest because it 
will contribute significantly to public understanding of government operations and activities. The 
records we are requesting clearly relate to government operations and activities. It is in the public 
interest for the traveling public - who will of course learn of these requirements when they are 
announced on flights - to know in advance with what orders they will be required to conform their 
actions. There has been, and continues to be, extensive interest in these TSA directives affecting what 
members of the traveling public are, permitted, required, or prohibited to do or not to do. The Identity 
Project is a nonprofit organization with no commercial interest in this information. 

There are no statutes or regulations specifying these procedures. In the absence of statutes or 
regulations, public disclosure and availability of the requested documents is essential to any public 
understanding of TSA operations, of what rights and authority the TSA claim, and of TSA expectations 
with respect to the conduct of TSA employees and contractors, airlines, and of members of the public. 

This information will be made available to the public. Pursuant to 44 U.S.C. 3506(d)(4)(b), 
neither the TSA nor any agency may, "except where specifically authorized by statute ... restrict or 
regulate the use, resale, or redissemination of public information by the public." The FOIA statute does 
not authorize any such restriction on the use or reddisemination of information released pursuant to 
FOIA, and we intend to exercise fully our rights to use and public redissemination, for public nonprofit 
benefit, through our Web site, of any records released in response to this request. 

If our request is denied in whole or part, we ask that you justify all deletions by reference to 
specific exemptions of the act. We will also expect you to release all segregable portions of otherwise 
exempt material. We, of course, reserve the right to appeal your decision to withhold any information 
or to deny a waiver of fees. 

Please respond as soon as possible (including by e-mail, since this request is being submitted 
by e-mail) to confirm your receipt of this request. We look forward to your complete reply within 20 
business days, as the statute requires. 

The TSA still has not published a FOIA notice in the Federal Register with a valid address for 
FOIA requests. Your office has claimed that requests sent to the addresses on your website have not 
been received "in this office" until many days after they were signed for by people representing 
themselves to the U.S. Postal Service as authorized to accept mail on your behalf, and many days after 
they were sent by e-mail. We have previously informed you of these facts. Your continuing violation of 
FOIA is knowing and deliberate. We have received no acknowledgment of, or response to, our 
complaint of this FOIA violation, which we hereby reiterate and request that you acknowledge. 

Sincerely, 



Edward Hasbrouck 
The Identity Project 



The Identity Project FOIA request for SD 1544-09-06 (page 2 of 2) 
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Administration 



January 20, 2010 



Mr. Edward Hasbrouck 

The Identity Project 

1736 Franklin Street, 9 lh Floor 

Oakland, CA 94612 j 

Re: TSA10-0248 j 

Dear Mr. Hasbrouck: '; 

This letter acknowledges receipt of your Freedom of Information Act (FOIA) request to the 

Transportation Security Administration (TSA), dated January 18, 2010, and.to your request for a j 

waiver of all assessable FOIA fees. Your request was received tn this office on January 19, i 

2010. Specifically, you requested access to and copies of the most recent version of TSA - . j 

Security Directive SD 1544-09-06. . I 

Due to the increasing number of FOIA requests received by this office, we may encounter some 
delay in processing your request. Per Section 5.5(a) of the DHS FOIA regulations, 6 C.F.R. Part 
5, the Department processes FOIA requests according to their order of receipt. Although DHS' 
goal is to respond within 20 business days of receipt of your request, the FOIA docs permit a 10- 
day extension of this time period. As the subject matter of your request is of substantial interest 
to two or mote components of this Department or of substantial interest to another agency, we 
will need to consult with those entities before we issue a final response. Due to these unusual 
circumstances, TSA will invoke a 1 0-day extension for your request, as allowed by Title 5 
U.S.C. § 552(a)(6)(B). If you care to narrow the scope of your request, please contact our office. 
We will make every effort to comply with your request in a timely manner. 

As it relates to your fee waiver request, I have reviewed your letter thoroughly and have 
determined that youhavc! not bl^SliH^^l^^^^^^^^i ? liQ ; eimlle(l t0 a b ^hkct 
'waiver of fees. . "" "• : '-~- : : '■■'."".' .^. ; ;'v-\ -':••';".■■.-•■ 

The DHS FOIA Regulations, 6 CFR § 5.1 l(k)(2), set forth six factors to examine in determining 
whether the applicable legal standard for a fee waiver has been met. We will consider these 
factors in our evaluation of your request for a fee waiver: 

(1 ) Whether the subject of the requested records concerns "the operations or activities of 
the government;" 

(2) Whether the disclosure is "likely to contribute" to an understanding of government 
operations or activities; 

(3) Whether disclosure of the requested information will contribute to the understanding 
of the public at large, as opposed to the individual understanding of the requestor or a 
narrow segment of interested persons; 






(4) Whether (he contribution lo public understanding of government operations or 
activities will be "significant;" 

(5) Whether the requester has a commercial interest that would he furthered by the 
requested disclosure; and 

(6) Whether the magnitude of any identified commercial interest to the requestor is 
sufficiently large in comparison with the public interest in disclosure, that disclosure is 
primarily in the commercial interest of the requestor. 

As a requester, you bear the burden under the FOIA of showing thai the fee waiver requirements 
have been met. Based on my review of your January 1 8, 20 1 letter and for the reasons stated 
herein, f have determined that your fee waiver request is deficient because your request for a fee 
waiver has failed to satisfy each of the required factors, I am denying your fee waiver request. 

Provisions of the Act allow us to recover part of the cost of complying with your request. We 
shall charge you for records in accordance with the DHS Interim FOIA regulations as they apply 
to media requestors. As a media requestor you will be charged 10-cents a page for duplication, 
although the first 100 pages are free. We will construe the submission of your request as an 
agreement to pay up lo $25.00. You will be contacted before any further fees are accrued. 

You have the right lo appeal the determination to deny your fee waiver request. In the event that 
you may wish to appeal this determination an administrative appeal may be made in writing to 
Kimberly Walton, Special Counselor, Office of the Special Counselor, Transportation Security 
Administration, 601 South 12 ,h Street, East Building, E7-121S, Arlington, VA 20598-6020. 
Your appeal must be submitted within 60 days from the date of this determination. It should 
contain your FOIA request number and slate, to the extent possible, the reasons why you believe 
the initial determination should be reversed. In addition, the envelope in which the appeal is 
mailed in should be prominently marked "FOIA Appeal." Please note the Special Counselor's 
determination will be administratively final. Your envelope and letter should be marked 
"Freedom of Information Act Appeal." The implementing Department regulations establish the 
criteria under which the FOIA is administered. Copies of the FOIA and regulations are available 
at www.DHS.gov. 

Your request has been assigned reference number TSA10-0248i. Please r.cler to this identifier in 
any future correspondence. If you have any questions,. or wd^ 
please feel free to contact this office at 866.364.2872. 

Sincerely, 



Kevin J. Janet 
FOIA Officer 
Freedom of Information Act 



www.dhj.EOv 
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From: 

Sent: 

To: 

Cc: 

Subject: 

Attachments: 

Follow Up Flag: 
Flag Status: 
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Wednesday, August 04, 2010 12:17 PM 

Culmer, Jonella 

Payne, Sterling 

TSA1 0-0248 

signed ietter.pdf; request.pdf; image003.jpg 

Follow up 
Flagged 



Good afternoon Jonella, 

Attached is a courtesy copy of the final determination letter for the above FOIA media request. 

Thank you. 



b) (6) 




^ Transportation 
Security 
Administration 



Freedom of Information Act/Privacy Act Specialist 
FOIA OF FICE - Office of Special Counselor 
571-227- 




U.S. Department of Homeland Security 
Freedom of Information Act Office 
601 South 12* Street 
Arlington, VA 20S98-6020 

Transportation 
Security 
^Sp^ Administration 

AUG -G 2010 

FOIA Case Number: TSA10-0248 

Mr. Edward Hasbrouck 
The Identity Project 
1736 Franklin Street, 9 th Floor 
Oakland, CA 94612 

Dear Mr. Hasbrouck: 

This is in response to your Freedom of Information Act (FOIA) request dated January 16, 2010, in 
which you are requesting, ". . .access to and copies of most recent version of the document described in 
these blogs as SD 1544-09-06, as well as any and all appendices, attachments, enclosures, supplements, 
updates, change notices, revisions, interpretive or guidance notes, usages instructions, FAQ's or the like." 
Your request was received in this office on January 19, 2010 and is being processed under the FOIA, 5 
U.S.C. § 552. 

A search within the Transportation Security Administration (TSA) was conducted and we have determined 
that the three pages responsive to your request are being withheld in their entirety pursuant to Title 5 U.S.C. 
§ 552 (b)(2)(high), and (b)(3). An explanation of each of these exemptions is outlined below. 

Exemption (b)(2) 

Exemption (b)(2) of the FOIA exempts from mandatory disclosure records that are "related solely to 
the internal personnel rules and practices of any agency." The courts have interpreted the exemption to 
encompass two distinct categories of information: (1) internal matters of a relatively trivial nature - 
often referred to as "low 2" information; and (2) more substantial internal matters, the disclosure of 
which would risk circumvention of a legal requirement - often referred to as "high 2" information. 

We have determined that certain portions of the requested records should be withheld from disclosure 
as "high 2" information, in that they contain sensitive materials. Sensitive materials are exempt from 
mandatory disclosure under "high 2" when the requested documents are predominantly internal, and 
disclosure significantly risks circumvention of a regulation or statute, including civil enforcement and 
regulatory matters. 
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Sensitive materials are exempt from mandatory disclosure under "high 2" when the requested 
documents are predominantly internal, and disclosure significantly risks circumvention of a regulation 
or statute, including civil enforcement and regulatory matters. Whether there is any public interest in 
disclosure is legally irrelevant. Rather, the concern under "high 2" is that a FOIA disclosure should 
not benefit those attempting to violate the law and avoid detection. 

Exemption (h)( 3) 

These document(s) or portions of documents reveal Sensitive Security Information (SSI) and are 
exempt from disclosure under Exemption 3 of the FOIA. Exemption 3 permits the withholding of 
records specifically exempted from disclosure by another Federal statute. Section 1 14(r) of title 49, 
United States Code, exempts from disclosure SSI that "would be detrimental to the security of 
transportation" if disclosed. The TSA regulations implementing Section 1 1 4(r) are found in 49 CFR 
Part 1520. 

Pursuant to Section 1520.5(b)(2)(i), any Security Directive or order: issued by TSA under 49 CFR 
1542.303, 1 544.305, 1 548.19, or other authority constitutes SSI and is exempt from disclosure under 
49 CFR Section 1520.15(a). 

Fees 

The fees incurred to process your request do not exceed the minimum threshold necessary for charge and, 
therefore, there is no fee associated with the processing of this request. 

Administrative Ap peal 

In the event that you may wish to appeal this determination, an administrative appeal may be made in 
writing to Kimberly Walton, Special Counselor, Office of the Special Counselor, Transportation Security 
Administration, 601 South 12 th Street, East Building, E7-121S, Arlington, VA 20598-6033. Your appeal 
must be submitted within 60 days from the date of this determination. It should contain your FOIA 
request number and state, to the extent possible, the reasons why you believe the initial determination 
should be reversed. In addition, the envelope in which the appeal is mailed in should be prominently 
marked "FOIA Appeal." Please note that the Special Counselor's determination of the appeal will be 
administratively final. 

If you have any questions pertaining to your request, please feel free to contact the FOIA Office at 1-866- 
364-2872 or locally at 571-227-2300. 

Sincerely, 



kfe~.. 



Kevin J. Janet 
FOIA Officer 
Freedom of Information Act Office 



www.tsa.gov 



March 22, 2010 



FOIA Number: TSA1 0-0248 (Edward Hasbrouck) - Media 



ISSUE: Mr. Edward Hasbrouck requested the attached information (see incoming tab). 



DISCUSSION: 

■ Tasked to TSA-29 and responsive documents were received. 

■ Documents contained SSI and tasked to SSI for review. (See Withhold Tab). 

■ The requester is asking for screening SOP and has filed an appeal; see fee letter 
determination (See Background Tab). 

- Per GarHs memo of December 8, 2009, 1 am withholding in full (WIF) all SOP's. 



FEES: 

Search: 
Duplication: Review: 

Total: 




RELEASABLE: 

• I am withholding In full 3 pages. 



FOIA POC: 
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<TSA> 



From: 
Sent: 
To: 
Subject: 

Importance: 

Attachments: 




-OIA TASKING (REQUEST #TSA08-0723) 
High 
APPENDIX2.doc 



As requested. Attached is a password protected document (password will be provided teiephonically) in response to this 
FOIA. Please note that the document is part of the Screening Management Standard Operating Procedures and is 
considered SSI and, therefore, is not releasable 

Thanks, 



APPENDIX 2.doc 
(54 KB) 



Transportation Security Inspector 

601 S. 12th Street, East Tower, E5-357N 

Arlington, VA 2 2202 

Phone: 571-227-H|| 

Fax: 571-227-1919 



From:[0I@H| 

Se nt: Monday, Septe mber 15 , 2008 3:44 PM 

Jf M3MKM <TSA>;[g|g!HH 

Subject: NEW FOIA TASKING (REQUEST #TSA08-0723) 



Good afternoon, 

Please see attachment below: 

« File: 08 0723.pdf » 

Identify any information in the responsive records you found during your search that you believe should be 
withheld, and explain why you believe its release would be harmful. Please forward all responses along with 
Tasking sheet "Mandatory - please return the completed Tasking sheet to me even if there are no responsive records 
found (you may make a note no response found and sign). We need it for our files. 

Thank you in advance, 



(b) (6) 
(b) (6) 



Office of Special Counselor (OSC) 
Freedom of Info rmatio n Act (FOIA) 

Direct: 571.227^8 
Main: 571.227.2300 
Fax: 571.227.1406 









b 6 



rrom: 
Sent: 
To: 
Subject: 

Importance: 

Attachments: 



<TSA> 



_ <TSA> 

/ednesday, September 17, 2008 9:13 AM 




Per [01Q1 email message, I'm forwarding this to you both for action. 
Thanks, 



Transportation Security Inspector 

601 S. 12th Street, Cast Tower, E5-357N 

Arlington, VA 2 2202 

Phone: 571-227-^H 

Fax: 571-227-1919 



From:[]g|gH ■ <TSA> 

Se nt: Wednesday, S eptember 17, 2008 8:59 AM 

Subject: FW: NEW FOIA TASKING (REQUEST #TSA08-0723) 
Importance: High 



Attached is a FOIA request related to do cuments developed by your office. Please provide (attach) responsive records so 
that we may respond to the FOIA office. 



Thanks, 



Transportation Security Inspector 

601 S. 12th Street, East Tower, E5-357N 

Arlington, VA 2 2202 

Phone: 571-227^^1 
Fax: 571-227-1919 



From: Ha 

Sen t: Monday, Septe mber 15 , 2008 3:44 PM 

to: [QEsHHl <TSA> ; SHHI 

Subject: NEW FOIA TASKING (REQUEST #TSA08-0723) 









Good afternoon, 

Please see attachment below: 



0723.pdf (250 
KB) 



Identify any information in the responsive records you found during your search that you believe should be 
withheld, and explain why you believe its release would be harmful. Please forward all responses along with 
Tasking sheet. "Mandatory - please return the completed Tasking sheet to me even if there are no responsive records 
found (you may make a note no response found and sign) We need it for our fi/es 

Thank you in advance, 



(b) (6) 
(b) (6) 



Office of Special Counselor (OSC) 
Freedom of Info rmatio n Act (FOIA) 

Direct: 57 1.227JB 
Main: 571.227.2300 

Fax: 571.227.1406 



Tracking: 



Recipient 



Read 

Read: 9/17/2008 9:39 AM 
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From: 
Sent: 
To: 
Subject: 



<TSA> 



TSAScreeningSOPs 

Wednesday, Nove mber 04, 2009 6:19 PM 

_— I < TSA>; TSAScreeningSOPs 
TASKING (CASE #TSA10-0052) 



It looks like this is only a request for our Screening Management SOP (which, as you know is an SSI document). I am 
attaching it here, this is the one that is current until Nov 16, when an update goes into effect. I am a J band, and it took 5 



Screening 
nagement Rev 3, CI 
minutes to get the document to you. 

The information that is ok for public consumption is available on the TSA website. 

Thanks, 



(b) (6) 

ft) (6) 



Procedures Division 

Office of Security Operations 

Transportati on Se curity Administration 

(0)571 227j 

(C)| 



Fro m : £$EM ■ <TSA > 

Sent: Wednesday, November 04, 2009 9:15 AM 

To: TSAScreeningSOPs 

Subject: FW: NEW FOIA TASKING (CASE #TSA10-0052) 

Importance: High 



Good morning, 

Please provide responsive records by 11/9. Also, please let me know how long it took to collect the documents and the 
pay band(s) of the collectors. 

I realize that this is an SSI document; however, we are required to provide it to the FOIA office. 
Thanks, 



Office of Security Operations 

601 S. 1 2th Street, East Tower. E5-357N 

Arlington. VA 22202 

Phone: 57!-227gIgj 









Fax:" 571-227-1910 



From: I 

Sen t: Tuesday, Nove mber 03, 2009 11:27 AM 

1 [121iM 1<TSA> 

Subject: NEW FOIA TASKING (CASE #TSA10-0052) 



Good morning [ 

Please review the attachment below: 

« File: 10 0052 Tasking sheet, Request & Email » 

Identify any information in the responsive records you found during your search that you believe should be 
withheld, and explain why you believe its release would be harmful. Forward all responses along with the 
completed tasking sheet. Please return the completed tasking sheet to me even if there are no responsive records 
found We need it for our files 

Thank you in advance, 



(b) (6) 
(b) (6) 



Transportation Security Administration HQ (TSA) 

Office of Special Counselor (OSC) 

Freedom of Info rmatio n Act Office (FOIA) 

Direct: 571 227g|g) 

Main: 866.364.2872 

Fax: 571.227.1406 



.... . - 
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From: 
Sent: 
To: 
Subject: 



<TSA> 




ASKING (CASE #TSA1 0-0134) 



Sure as long as I can print it out. Can you provide instructions on how to do that? 



Department of Homeland Security 

Transportation Security Administration 

Office of Security Operations 

601 S. 12th Street, East Tower, E5-357N 

Arlington, VA 2 0598- 6029 

Phone: 571-227-jjg 

Fax: 571-227-1919 



From: [|2 

Sen t: Monday, Augu st 09, 2010 1:31 PM 

To: S2E3B ■ <TSA> 

Subject: RE: NEW FOIA TASKING (CASE #TSA10-0134) 



Hi 



Just so you know, there are 344 pages to the FAQ database, I can export it to a spreadsheet, but I think the file will be 
too big to send. This is electronically housed and maintained. Can I just provide you with access to the database? 



(b) (6) 

(b) (6) 



Procedures Division 
Office of Security Operations 
Transportati on Se curity Administration 
(O) 571 227f ~ 

(or - 



From:[Ql£al | <TSA> 

Se nt: Monday, Augu st 09, 2010 11:37 AM 

t 33I£UH1 

Subject: FW: NEW FOIA TASKING (CASE #TSA10-0134) 
Importance: High 



SE3 






The FOIA office is requesting that we print out and provide to them a copy of the FAQs (see the attached FOIA request). 



S2E3 



Can you provide me with the requested printout? 



Thanks, 



Department of Homeland Security 

Transportation Security Administration 

Office of Security Operations 

601 S. 12th Street, East Tower, E5-357N 

Arlington, VA 2 0598- 6029 

Phone: 571-227-gJg) 

Fax: 571-227-1919 



From:[QIggg ■ <TSA> 

Sen t: Tuesday, Dece mber 22, 2009 2:10 PM 

To:g2i£0BHi 

Subject: FW: NEW FOIA TASKING (CASE #TSA10-0134) 



Heiioggngj, 

Attached is a FOIA request for documents that your office is responsible for. Please provide me with the documents 
requested as soon as possible. I realize that most (if not all) of these cannot be released; however, we are still 
responsible for providing all of them to the FOIA office. 

If you have any questions, please let me know. 

Thanks, 



Office of Security Operations 

601 S. 12th Street, East Tower, E5-357N 

Arlington, VA 2 2202 

Phone: 571-^7- flgKSI 

Fax: 571-227-1919 



From: g2 

Se nt: Tuesday, Dece mber 15, 2009 8:09 AM 

To I2E-MH1 <tsa> 

Subject: NEW FOIA TASKING (CASE #TSA10-0134) 
Importance: High 



Good morning [ 

Please review the attachment below: 



■ 



« File: 10 0134 Tasking sheet, Request & Email » 

Identify any information in the responsive records you found during your search that you believe should be 
withheld, and explain why you believe its release would be harmful. Forward all responses along with the 
completed tasking sheet. Please return the completed tasking sheet to me even if there are no responsive records 
found since we will need the form for our files. 

Thank you in advance, 



(b) (6) 
(b) (6) 



Transportation Security Administration HQ (TSA) 

Office of Special Counselor (OSC) 

Freedom of Info rmatio n Act Office (FOIA) 

Direct: 571 7?7 iBISl 

Main: 866.364.2872 

Fax: 571.227.1406 



Tracking: 



Recipient Read 

Read: 8/10/2010 7:30 AM 
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From: 
Sent: 
To: 
Subject: 



<TSA> 



Friday, July 30, 201 
re: Emailing: 10-01 



<TSA> 

,2010 8:14 AM 
<TSA-FOIA> 
ing: 10 : Q"134 



From:gg^J | <TSA-FOIA> 

Se nt: Wed 7/28/201 11:25 AM 

Subject: RE: Emailing: 10-0134 



®E1 



Thanks 

O riginal Message 

From:[QIggg | <TSA-FOlA > 

Sen t: Tuesday, July 27 , 2010 2:03 PM 

[3K-HHHH -tsa -■ 

Subject: RE: Emailing: 10-0134 



Hi 



In response lo : -4 below, does MDIOJ have a copy of the FAQs, if so do you know which case you provided them to him in, he is on 
vacation this week. 

Thanks much. 

O riginal Message 

li ] [(JH(i)M M<TSA> [mailto jQIQM BHBH 

Sen t: Tuesday, Februar y 23, 2010 9:56 AM 

Subject: RE: Emailing: 10-0134 

You don't need th e passwo rd. All the requested documents were 
hand-delivered to jQlQl yesterday. 



Office of Security Operations 

601 S. 12th Street, East Tower, E5-357N 

Arlington, VA 2 2202 

Phone: 571-227^2|gJ 

Fax: 571-227-1919 






O riginal Message 

From:gg^mU<TSA-FOIA> [rnaili : 
Sen t: Tuesday, Februa ry 23, 20 1 9:56 AM 
To: ©EMI ■ 

Subject: RE: Emailing: 10-0134 



Can you send me the password? Thanks 

Original Message 

From: Janet, Kevin <TSA FOIA> 

Sen t: Thursday, Febru ary 18,2010 10:46 AM 

To: [0I(3M 1_TSA • 

[&Iy/fl fe <TSA-FOIA> 

Subject: FW: Emailing: 10-0134 

In addition, please send the password we will need. 



Original Message 

From: Janet, Kevin <TSA FOIA> 

Sen t: Thursday, Febru ary 18, 2010 9:16 AM 
IfllflM |_TSA- 

iiSKffl ||<TSA-FO[A> 

Subject: FW: Emailing: 10-0134 




have any questions please contact me directly. 



Thanks. 



O riginal Message — 

From:|QHSfli| B<TSA-FOIA> | m:iilto :[Q 

Sent: Thursday, February 18, 2010 8:45 AM 
To: Janet, Kevin TSA FOIA 
Subject: FW: Emailing: 10-0134 



O riginal Message 

Sen t: Wednesday, Febr uary 17, 2010 3:50 PM 

'JSEMKBKM sa-foia 

Subject: RE: Emailing: 10-0134 



S3IQ1 

You can disregard this response. Qj 



Check with Kevin-hc met with I 



to discuss this. 



Office of Security Operations 

601 S. 12th Street, East Tower, E5-357N 










Arlington, VA 2 2202 
Phone: 571-227^0 
Fax: 571-227-1919 



Original Message 

Fro m : H2E*flH|^B <TS A- FOI A> 
Sen t: Wednesday, Feb ruary 17, 2010 3:45 PM 

Subject: RE: Emailing: 10-0134 

Can you send me that password, I am going to check with Kevin to see if 
we need to provide those videos. Thanks 

OriginalMessage----- 

From: [QIQj Bf <TSA> 

Sen t: Wednesday , January 20, 20 1 10:22 AM 

Subject: FW: Emailing: 10-0134 
Importance: High 

This is the response to FOIA-IO-0134. Most of the material is SSI and 
it's password protected using the password that was in effect on 
1/4/2010. Please note that some of the material is not included— it 
consists of videos imbedded in the SOPs available on a CD, I'm trying 
to get a copy for the FOIA office from our procedures folks. 



Office of Security Operations 

601 S. 12th Street, East Tower, E5-357N 

Arlington, VA 22202 

Phone: 571-227^^ 

Fax: 571-227-1919 



O riginal Message 

Sen t: Tuesday, Decem ber 22, 2009 3:50 PM 

Tn: SSEsSHHH <TSA ■' 

Subject: Emailing: 10-0134 



Attached to this email is an 8MB zip file that contains the documents 
referenced in the FOIA request. In accordance with the 7 items 
requested, here are the Procedures Division's responses: 

!. Checkpoint SOP is attached. This represents the text of the 
Checkpoint SOP. There are videos that accompany the text thai could not 



••-■.■..... 




be attached. Please let me know if you would like copies of the 
videos. 



2. Checked Baggage SOP is attached. 

3. The only Notice of Inspection is attached. 

4. The FAQ is a database, not a document. 

5. TSA OD 400-50- 1 -8 A (the latest version of this OD) is attached, 
along with 2 attachments to this OD. 

6. A list of current OD's is attached. 

7. The Procedures Division does not write MDs. Perhaps OHC may be able 
to assist. 



All of the attached, as referenced above, are Sensitive Security 
Information (SS(). All have been protected with the current national 
password. 

Regards, 



Transportation Security Specialist 
Office of Security Operations 
Department of Homeland Security 
(W) 571.2270 
(C)(S 



O riginal Message ■ 

From:[|S|I(sn 

To: [ 

Sent: Tue Dec 22 1 4 : 1 0: 1 7 2009 

Subject: FW: NEW FOJA TASKING (CASE #TSA 10-0 134) 



Hello[J2I£jJ 

Attached is a FOIA request for documents that your office is responsible 
for. Please provide me with the documents requested as soon as 
possible. I realize that most (if not all) of these cannot be released: 
however, we are still responsible for providing all of them to the FOIA 
office. 

[f you have any questions, please let me know. 

Thanks, 



Office of Security Operations 

601 S. 12th Street, East Tower, E5-357N 




Arlington, VA 2 2202 
Phone: 571-227-^^ 
Fax: 571-227-1919 



From: 

Sen t: Tuesday, Decem ber 1 5, 2009 8:09 AM 

T °[i2I£fl H<tsa> 

Subject: NEW FOIA TASKING (CASE #TSA 10-0 134) 
Importance: High 



Good momingj 

Please review the attachment below: 



<10 0134 Tasking sheet, Request & Email» 



Identify any information in the responsive records you found during your 
search that you believe should be withheld, and explain why you believe 
its release would be harmful. Forward all responses along with the 
completed tasking sheet. Please return the completed tasking sheet to 
me even if there are no responsive records found since we will need the 
form for our files. 

Thank you in advance, 



Transportation Security Administration HQ (TSA) Office of Special 
Counselor (OS C) Fre edom of Information Act Office (FOIA) 
Direct: 57 1.227fljj| 
Main: 866.364.2872 
Fax: 571.227.1406 



The message is ready to be sent with the following file or link 
attachments: 

10-0134 



Note: To protect against computer viruses, e-mail programs may prevent 
sending or receiving certain types of file attachments. Check your 
e-mail security settings to determine how attachments are handled. 






b 6) 



From: 
Sent: 
To: 
Subject: 



<TSA> 



Dece mber 30, 2009 10:05 AM 
RE: NEW FOIA TASKING (CASE #TSA 10-0 134) 



The CD assignment number from us to you is 0153. 
On my way, 



From:[J2IQB ■■ <TSA> 

Se nt: Wednesday, De cember 30, 2009 9:48 AM 

To:^a^HBH 

Subject: FW: NEW FOIA TASKING (CASE #TSA10-0134) 

Importance: High 



Oops, sorry! Here's the FOIA. 



Office of Security Operations 

601 S. 12th Street, East Tower, B5-357N 

Arlington, VA 2 2202 

Phone: 571 -227 ffljj] 

Fax: 571-227-1919 



From: Q 

Se nt: Tuesday, Dece mber 15, 2009 8:09 AM 

To: S3ESHHI <T5A> 

Subject: NEW FOIA TASKING (CASE #TSA10-0134) 
Importance: High 



Good morning B| 

Please review the attachment below: 

« File: 10 0134 Tasking sheet, Request & Email » 

Identify any information in the responsive records you found during your search that you believe should be 
withheld, and explain why you believe its release would be harmful. Forward all responses along with the 
completed tasking sheet. Please return the completed tasking sheet to me even if there are no responsive records 
found since we will need the form for our files. 

Thank you in advance, 



(b) (6) 
1(b) (6) 



'Asportation Security Administration HQ (TSA) 



"-N- 



■ 



Office of Special Counselor (OSC) 
Freedom of Info rmatio n Act Office (FOIA) 
Direct: 571 7?i WM 
Main: 866.364.2872 
Fax: 571.227.1406 










Pig Transportation 
% Security 
W Administration 



LInKS Matter Detail Report 

Run Dale: January 28, 201 



Counsel Group: Information Law 
Matter Owner: Johnson, Robert 



Matter # 107000412 - TSA10-0179 TSA Standard Operating Procedures for TSOs 

Matter Type: Information Law Location: HDQ 

Issue Type(s): FOIA - Review 



Matter 
Description: 



Request for a copy of TSA's Standard Operating Procedures for TSOs referred to by Gale 
Rossides during testimony before the subcommittee 



Disposition: FOIA Review - Concurrence 



Disposition 
Description: 



closed 



Trans Mode: Multimodal 
Record Series: 600.5 Freedom of Information Act (FOIA) 
Legal Advice Files 



Status: Closed 

Incident Date: 2010-03-11 

Open Date: 2010-03-11 

Closed Date: 2011-01-12 

Last Update: 2011-01-12 



ADDITIONAL INFORMATION 



TASKS/EVENTS 
Type 



Location: 

Record Series: 

Trans Mode: 

Media Request?: 

Due 



HDQ 

600.5 Freedom of Information Act (FOIA) Legal Advice Files 

Multimodal 

Yes 



Completed 



Owner 



ASSOCIATED PARTIES 

Role Name 

Requestor Edward Hasbrouck 



Primary Phone e-Mail 



Page lof 2 



Fax# 



This record contains attorney -client communications, agency deliberative process, and may contain attorney work-product, which are privileged and 
not subject to disclosure outside TSA. Privacy Act-protected information may be disseminated only to those within DHS with a need to know in the 
course of their official duties. Consult with the Office of Chief Counsel before disclosing any information. 



I Transportation 
t] Security 
,wJp Administration 




LInKS Matter Detail Report 



Run Date: January 28. 201 





NOTES 


Note Type Entered By 


Disposition Description 


Plofker,Howard(HOWARD.PLOFKER@DHS.GOV,69659) 


Note: closed 


Matter Description 


Kb) (6) Rb) (6) nib) (6) W ■ 




Note: Request for a copy of TSA's Standard Operating Procedures for TSOs referred to by Gale Rossides during 
testimony before the subcommittee 


Attorney Notes 


Plofker,Howard(HOW ARD.PLOFKER@DHS.GOV ,69659) 


Note: Back from FOIA 


ATTACHMENTS 


Filename Description Type Last Updated By 



RELATED MATTERS 

Matter No. Matter Type 



Matter Name 



Page2of 2 



This record contains attorney -diem communications, agency deliberative process, and may contain attorney work-product, which are privileged and 
not subject to disclosure outside TSA. Privacy Act-protected information may be disseminated only to those within DHS with a need to know in the 
course of their official duties. Consult with the Office of Chief Counsel before disclosing any information. 



From: 

To: 

Cc: 

Subject: 

Date: 

Attachments: 



Johnson, Robert s <tsa oc£> 

II Hi M^M i i 'i 

Plofker. Howard <TSA OCC> 
FW: 

Tuesday, October 26, 2010 6:46:45 PM 
Hasbrouck- tO-Ql79.doc 



Robert S. Johnson Jr. 

Assistant Chief Counsel for Information Law 

Transportation Security Administration 

Office 571-227^ 

Cell 

ATTORNEY-CLIENT PRIVILEGED/ATTORNEY WORK PRODUCT. This communication might contain 
communications between attorney and client, communications that are part of the agency deliberative 
process, or attorney-work product, all of which are privileged and not subject to disclosure outside the 
agency or to the public. Please consult with the Office of Chief Counsel before disclosing any 
information contained in this mail. 



O riginal Message 

From:[Jg|gH | <TSA-FOIA> [mailto 

Sent: Friday, October 15, 2010 9:42 AM 
To: Johnson, Robert S <TSA OCC> 
Subject: 



Hasbrouck- 10-0 179.doc> > 



b 6 



(b) (6) 
(b) (6) 



Lead FOIA/PA Specialist 
Office of Special Counselor 
FOIA Office 
(571) ??7 flSM 



/»/«&. Transportation 
^2&'--~ Security 
'^&¥ s Administration 



LlnKS Matter Detail Report 

Run Date: January 28, 201 ] 



Counsel Group: Information Law 
Matter Owner: 



b 6 



Matter # 107013420 - TSA10-0134-Media 



Matter Type: Information Law 
Issue Type(s): FOIA - Review 



Location: HDQ 



Matter 
Description: 



FOIA Request-access to and copies of the most recent version of TSA's Screening Checkpoint 
SOP, checked baggage SOP, Notices of Inspection, FAQs, OD400-50-1-8, OD & MDs related to 
travel documents, travel document checking, ID checkig or I.D. verification, list and indexes of 
ODs and MDs. 



Disposition: 

Disposition 
Description : 



Trans Mode: Multimodal 
Record Series: 600.5 Freedom of Information Act (FOIA) 
Legal Advice Files 



Status: Active 

Incident Date: 2010-07-20 

Open Date: 2010-07-20 
Closed Date: 

Last Update: 2010-10-06 



ADDITIONAL INFORMATION 



TASKS/EVENTS 
Type 



Location: 

Record Series: 

Trans Mode: 

Media Request?: 

Due 



HDQ 

600.5 Freedom of Information Act (FOIA) Legal Advice Files 

Multimodal 

Yes 



Completed 



Owner 



Page lof 2 



This record contains attorney- client communications, agency deliberative process, and may contain attorney work-product, which are privileged and 
not subject to disclosure outside TSA. Privacy Act-protected information may be disseminated only to those within DHS with a need to know in the 
course of their official duties. Consult with the Office of Chief Counsel before disclosing any information. 



j»\. Transportation 
-Jjj Security 
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From: Johnson. Robe rt S <TSA OCO 

To: Papoi. Catherine 

Cc: Plofker. Howar d <TSA OCO 

Subject: RE: Hasbrouck requests 

Date: Wednesday, November 17, 2010 12:41:59 PM 

Attachments: imaaeOOl.ono 



(b) (5) 



Thanks 

Robert S. Johnson Jr. 

Assistant Chief Counsel for Information Law 

Transportation Secur ity Administration 

Office 571-227- 

Cell 

ATTORNEY-CLIENT PRIVILEGED/ATTORNEY WORK PRODUCT. This 

communication might contain communications between attorney and client, communications 
that are part of the agency deliberative process, or attorney -work product, all of which are 
privileged and not subject to disclosure outside the agency or to the public. Please consult 
with the Office of Chief Counsel before disclosing any information contained in this mail. 




From: Papoi, Catherine [mailtcj 

Sent: Wednesday, November 17, 2010 12:36 PM 

To: Plofker, Howard TSA OCC; Papoi, Cat herine 

Cc: Papoi, Catherine; I M:(T> 

OCC 

Subject: RE: Hasbrouck requests 



L Callahan, Mary Ellen; Johnson, Robert S TSA 



Thanks, Howard. Do you know when TSA10-0134 went over to legal? 

Catherine Papoi, J.D., CIPP/G 

Deputy Chief FOIA Officer 

Director, Departmental Disclosure & FOIA 

U.S. Department of Homeland Security 

Washington, D. C. 205 28 

Phone: 703.235 fl5I@I /Fax: 703.235.0443 

Visit our FOIA website 

This communication, along with any attachments, is covered by federal and state law governing 
electronic communications and may contain confidential and legally privileged information. If the reader 
of this message is not the intended recipient, you are hereby notified that any dissemination, 
distribution, use or copying of this message is strictly prohibited. If you have received this in error, 
please reply immediately to the sender and delete this message. Thank you. 



From: Plofker, Howard <TSA OCC> [mailto:Howard.Plofker@dhs.gov] 



Sent: Wednesday, November 17, 2010 12:34 PM 

To: Papoi, Catherine ^ 

Cc: Papoi, Catherine; flj |[0I(*)fl I; Callahan, Mary Ellen; Johnson, Robert S TSA 

occ ^^^^^ 

Subject: RE: Hasbrouck requests 

The first is TSA10-0134, in legal. 

The second isTSA10-0676. In process. 

Howard Plofker 

Acting FOIA Officer 

Office of Chief Counsel 
Transportation Security Administration 
hQward.pl ofker@dhs.g ov 
571-227^^) 

571-227-1382 (fax) 

' tus commomotion might contain communication* between attorney ami client, communications th.it are part oftbe agency deliberative ptoses or attorney-work product all 
at which are privileged ami not mbject to dndoiute outvie the agency or to the public Please consult with the Office of Chief Coumel before dtsdojing any information 
ntail -4 in tin-, email FILE: 600.1 



From: Papoi, Catherine [mailto:Catherine.Papoi@dhs.gov] 

Sent: Wednesday, November 17, 2010 12:02 PM 

To: Plofker, Howard TSA OCC 

Cc: Papoi, Catherine; | ttPIQ^ | Callahan, Mary Ellen 

Subject: Hasbrouck requests 

Howard, I need the status of two TSA requests. Would you be able to send me the info ASAP, 
please? Thanks for the help. The requester is Edward Hasbrouck, The Identity Project, and the two 
requests are below: 

• ( )n December 1 0. 2009. Edward Hasbrowk. * consultant for The 
Identity Project, iri Oakland, California, requested the following from 
the Transportation Security Administration (TSA): I) Screening 
( hcckporai Slandaid Operating Procedure* (SOP), 2) Checked 
Ka##age Screening Standard Operating Procedures (SOP). S» No i 

-lion (NOD. 4> The T$A» "Frequendy Atfced QueuKms 
(FAQ)". 5) TSA Operation* Directive 400-50-1 -ft. Travel Document 
i u. lea Implementation rVoeedurcs" and any other TSA Operations 
Directive* or Management Directive* related to "travel document*", 
travel document checking, ID checking, or identity verification, <*) The 
list and index of TSA Operations Directives, and 7) The lisi and index 
../TSA Manaecmou Directive*. 

• We request access to and copies of any and all documents and records created by 
TSA or other agencies or departments in the course of processing of our FOIA 
requests TSA08-0723, TSA10-0052, TSA10-0134, TSA10-0179, and TSA10-0248, 
and our appeals of your response to those requests. 



Thanks, 
C 



Catherine Papoi, J.D., CIPP/G 

Deputy Chief FOIA Officer 

Director, Departmental Disclosure & FOIA 

U.S. Department of Homeland Security 

Washington, D. C. 205 28 

Phone: 703.235J^/Fax: 703.235.0443 

Visit our FOIA website 

This communication, along with any attachments, is covered by federal and state law governing 
electronic communications and may contain confidential and legally privileged information. If the reader 
of this message is not the intended recipient, you are hereby notified that any dissemination, 
distribution, use or copying of this message is strictly prohibited. If you have received this in error, 
please reply immediately to the sender and delete this message. Thank you. 



From: 


Papoi, Catherine 


To: 


Plofker. Howard TSA orr ■ P|poj f Cjflerine 


Cc: 


EaCfii, Catherine Jl feEE 


Subject: 


RE: Hasbrouck requests 


Date: 


Wednesday, November 17, 2010 12:37:24 PM 


Attachments: 


imaaeOOl.png 



M Callahan, MaOLBlfia; Johnson. Robe rt S TSA Ore 



Thanks, Howard. Do you know when TSA10-0134 went over to legal? 

Catherine Papoi, J.D., CIPP/G 

Deputy Chief FOIA Officer 

Director, Departmental Disclosure & FOIA 

U.S. Department of Homeland Security 

Washington, D. C. 205 28 

Phone: 703.235|J2gJ/Fax: 703.235.0443 

Visit our FOIA website 

This communication, along with any attachments, is covered by federal and state law governing 
electronic communications and may contain confidential and legally privileged information. If the reader 
of this message is not the intended recipient, you are hereby notified that any dissemination, 
distribution, use or copying of this message is strictly prohibited. If you have received this in error, 
please reply immediately to the sender and delete this message. Thank you. 



From: Plofker, Howard <TSA OCC> [mailto:Howard.Plofker@dhs.gov] 
Sent: Wednesday, November 17, 2010 12:34 PM 

To: PapOi, fpirhprinp ^^^^^^^ 

Cc: Papoi, Catherines l*)I®B I Callahan, Mary Ellen; Johnson, Robert S TSA 

occ 

Subject: RE: Hasbrouck requests 



The first is TSA10-0134, in legal. 

The second isTSA10-0676. In process. 

Howard Plofker 

Acting FOIA Officer 

Office of Chief Counsel 
Transportation Security Administration 
hQward.plQfter@dhs.gov 
571-227-32B2I 
(J2E3^|H (Mobile) 
571-227-1382 (fax) 

This communication might contain communication* between attorney and client, communication* that ate part of the agency deliberative process, or attorney-work product, all 
1 1" vilcgej and not subject to disclosure outside the agency or to the public. P!ca>e eonviit with the Office of Chiet Counsel before drtclosing any information 
U .- ., I. FILE: 600.1 



From: Papoi, Catherine [mailtoj 

Sent: Wednesday, November 17, 2010 12:02 PM 

To: Plofker, Howard 

Cc: Papoi, Catherine;! 



b) (6) 



Callahan, Mary Ellen 



Subject: Hasbrouck requests 

Howard, I need the status of two TSA requests. Would you be able to send me the info ASAP, 
please? Thanks for the help. The requester is Edward Hasbrouck, The Identity Project, and the two 
requests are below: 

• On December 10, 2009. Edward Ifashmuck. a consultant for The 
Identity tVnject. m Oakland. California, requested die following from 
the Transportation Security AdminitlraUon (TSA): I) Screening 
i h rl p<nnt Standard Operating Procedure* (SOPi. 2) Checked 
Baggage Screening Standard Opcratmt; Procedures (SOP). J) Notices 
of Inspection fNOn, 4) The TSA'* "Frccjucntly Ankcd Ojmnooa 
! I AQ r, S I rSA Opcralrons Directive 40Q-50-I-&, Travel Document 
( hecker Implementation Procedure*" and any other TSA Operation* 
i Hrective or Management Directives related to "travel documents". 
Iravcl document checking. ID checking, or identity verification. 6> The 
list and index of TS.A Operations Directives, and 7) The list and rede* 
of TSA Management Directives. 

• We request access to and copies of any and all documents and records created by 
TSA or other agencies or departments in the course of processing of our FOIA 
requests TSA08-0723, TSA 10-0052, TSA 10-0 134, TSA10-0179, and TSA 10-0248, 
and our appeals of your response to those requests. 



Thanks, 



Catherine Papoi, J.D., CIPP/G 

Deputy Chief FOIA Officer 

Director, Departmental Disclosure & FOIA 

U.S. Department of Homeland Security 

Washington, D. C. 205 28 

Phone: 703.235{g|gJ/Fax: 703.235.0443 

Visit our FOIA website 

This communication, along with any attachments, is covered by federal and state law governing 
electronic communications and may contain confidential and legally privileged information. If the reader 
of this message is not the intended recipient, you are hereby notified that any dissemination, 
distribution, use or copying of this message is strictly prohibited. If you have received this in error, 
please reply immediately to the sender and delete this message. Thank you. 



From: Johnson. Rob ert S <TSA OCr> 

To: Plofker. Howard <TSA OCf > 

Subject: RE: Hasbrouck requests 

Date: Wednesday, November 17, 2010 12:36:43 PM 

Attachments: imaoeOOl.pno 



10 -134 you will get back today. 

Robert S. Johnson Jr. 

Assistant Chief Counsel for Information Law 

Transportation Security Administration 

Office 571-227-1 

Cell 

ATTORNEY-CLIENT PRIVILEGED/ATTORNEY WORK PRODUCT. This 
communication might contain communications between attorney and client, communications 
that are part of the agency deliberative process, or attorney-work product, all of which are 
privileged and not subject to disclosure outside the agency or to the public. Please consult 
with the Office of Chief Counsel before disclosing any information contained in this mail. 




From: Plofker, Howard <TSA OCO 

Sent: Wednesday, November 17, 2010 12:34 PM 

To: Papoi, Catherine 

Cc: Papoi, Catherine;! 

OCC> 

Subject: RE: Hasbrouck requests 



b 6 



Callahan, Mary Ellen; Johnson, Robert S <TSA 



The first is TSA10-0134, in legal. 

The second is TSA10-0676. In process. 

Howard Plofker 

Acting FOIA Officer 

Office of Chief Counsel 
Transportation Security Administration 
hovYard.plpflter@dhs.gov 
571-227-j^P 

^■I^H (Mobile) 

571-227-l.'i82 (fax) 

i • ' bin communications between attorney ami client communications that arep3rt of the agency deliberative piotoy or attorney-work product, .i!. 

of which are | inert subject to 4todojureoutji4e the agency or to the public Pleax comult with the c > 

contained FILE: 600.1 



From: Papoi, Catherine [mailto^ 

Sent: Wednesday, November 17, 2010 12:02 PM 

To: Plofker, Howard "P"* 

Cc: Papoi, Catherine;! 

Subject: Hasbrouck requests 



b 6 



Callahan, Mary Ellen 



Howard, I need the status of two TSA requests. Would you be able to send me the info ASAP, 
please? Thanks for the help. The requester is Edward Hasbrouck, The Identity Project, and the two 



requests are below: 



On December 10. 2009, Edward Ilatbrnnck. * consulttiK for The 
Identity Project, m Oakland. California, requested the Wfowing from 
the Transportation SccuritA Administration (TSA): 1) Screening 
Checkpoint Standard Operanug Procedures (SOP), 2) C necked 
Baagfgc Screening Standard Renting Procedures <S( )I'i. 3 1 Noticei 
of ln>nccUon (NO! I, A) I Im » W- "Frequently Aafced QuCMion* 
I AQ)", S) rSA Operations directive 400-50-I-S, Travel Document 
i hecker Implementation Protedurea" and any other TSA Operation* 
Directive* or Management Directives related 10 "travel document*", 
travel document checking. ID checking, or identity verification, 6) The 
id index of TSA Operations Directives, and 7) The list and index 
of TSA Management Directives. 



We request access to and copies of any and all documents and records created by 
TSA or other agencies or departments in the course of processing of our FOJA 
requests TSA08-0723, TSA10-0052, TSA 10-0] 34, TSA10-0179, and TSA 10-0248, 
and our appeals of your response to those requests. 



Thanks, 



Catherine Papoi, J.D., CIPP/G 

Deputy Chief FOIA Officer 

Director, Departmental Disclosure & FOIA 

U.S. Department of Homeland Security 

Washington, D. C. 205 28 

Phone: 703.235[2IgJ/Fax: 703.235.0443 

Visit our FOIA website 

This communication, along with any attachments, is covered by federal and state law governing 
electronic communications and may contain confidential and legally privileged information. If the reader 
of this message is not the intended recipient, you are hereby notified that any dissemination, 
distribution, use or copying of this message is strictly prohibited. If you have received this in error, 
please reply immediately to the sender and delete this message. Thank you. 



From: Plofker, Howard <T SA OCC> 

To: |{ )|| |— | I I I 

Subject: TSA10-0134 

Date: Thursday, August 19, 2010 11:26:00 AM 

Attachments: SPBFAOS8102010.xls 



This should be ready for pink folder now. 



Howard Plofker 

Office of Chief Counsel 

Transportation Security Administration 

howard,plofl^erfq)dhs.gov 
571-227- 




(Mobile) 
571-227-1382 (fax) 

Th:v communication might contain communications between attorney and client, communicator,! that VK part of the agency <5elibe>ative process, at attorney -v,oik product, a" 
■ liscloiure oubl4c the agency or to the public Plea< consult with the Office of Chief Counsel before -4'sciosing any information 
111 RLE: 600.1 



From: Janet, Kevin <TSA F0IA> 
Sent: Thursday, August 19, 2010 10:16 AM 
To: Plofker, Howard <TSA OCC> 
Subject: FW: FAQ up to 8-10-10 



From: ^UaUi J <TSA> 

Sent: Tuesday, August 10, 2010 1:38 PM 
To: Janet, Kevin <TSA FOIA> 
Subject: FW: FAQ up to 8-10-10 



Standard password. 344 pages. 



b 6 



Department of Homeland Security 

Transportation Security Administration 

Office of Security Operations 

601 S. 12th Street, East Tower, E5-357N 

Arlington, V A 2 0598- 6029 

Phone: 57!-227-[gJg] 

Fax: 571-227-1919 



b 6 



From: 

Se nt: tuesg Augu st 10, 2010 1:25 PM 

To: S39^Q| B <TSA> 
Subject: pAq up to 8-10-10 



As requested. 



b 6 



Screening Procedures Branch Manager 

Procedures Division 

Office of Security Operations 

Transportation Security Administration 

(O) 571.227f~ 

(C)| 



(b) (6) 



b (6) 



From: j»)X(*W |[mailtc__ 

Sen t: Tuesday, Augu st 10, 2010 11:58 AM 

To [0E9I ■ 

Subject: Rt: FAQs 



Per your request.. 



b 6) 



From: [Q1(DB | [mailtc 

Se nt: Tuesday, Aug ust 10, 2010 9:28 AM 

Subject: FAQs 
Importance: High 



$3M 



Please create an electronic file of all the FAQs with the appropriate SSI markings, so that I may 

send it to [!•)¥(•)■ I If too big for email, please save it to a CD. 



Thank you, 



b 6 



Screening Procedures Branch Manager 

Procedures Division 

Office of Security Operations 

Transportation Security Administration 

(O) 571.2271 

(C)| 



(b) (6) 



From: 
To: 

Subject: 
Date: 



Janet. Kpvin <TSA FOIA> 

Plofker. Howard <TSA OC.C> 

FW: FAQ up to 8-10-10 

Thursday, August 19, 2010 10:16:00 AM 



From: [0IG)M | <TSA> 

Sent: Tuesday, August 10, 2010 1:38 PM 
To: Janet, Kevin <TSA FOIA> 
Subject: FW: FAQ up to 8-10-10 



Standard password. 344 pages. 



b 6 



Department of Homeland Security 

Transportation Security Administration 

Office of Security Operations 

601 S. 1 2th Street, East Tower, E5-357N 

Arlington. VA 2 0598- 6029 

Phone: 571-227-J^ 

Fax: 571-227-1919 



b 6 



From: 

Se nt: f uesday, Augu st 10, 2010 1:25 PM 

To: [0IQ| I <TSA> 

Subject: fAq up to 8-10-10 



22JI 



As requested. 



(b) (6) 

(b) (6) 



Procedures Division 

Office of Security Operations 

Transportation Security Administration 

(O) 571.227( 

(C) 



(b) (6) 



b 6 



From : [Ql(» )M p[mailtc_ 

Sen t: Tuesday, Augu sTO, 2010 11:58 AM 

To: 83E3i ■ 

Subject: RE: FAQs 



Per your request.. 



b 6 



From : [QKpB J [ m a 1 1 to i _ 

Se nt: "Tuesday, August 10, 2010 9:28 AM 
To:P 

Subject: FAQs 
Importance: High 



S3E8 



Please create an electronic file of all the FAQs with the appropriate SSI markings, so that I may 
send it to [01® J I If too big for email, please save it to a CD. 



Thank you, 



(b) 6) 



Screening Procedures Branch Manager 

Procedures Division 

Office of Security Operations 

Transportation Security Administration 

(O) 571.227( 

(C) 



(b) (6) 



From: 

To: 

Cc: 

Subject: 

Date: 



<TSA-FQIA> 
Janet. Kevin <TSA FQIA> 
Plotter, Howard <TSA QCC> 

FW: Emailing: 10-0134 

Wednesday, August 04, 2010 6:15:41 PM 



Here is the answer for a copy of the FAQ that is requested in the FOIA request. 



FromifigiJaM I <TSA> 

Se nt: Friday, July 3<j, 2 010 8:14 AM 
To: S2E0l B<TSA-FOIA> 

Subject: RE: Emailing: 10-0134 



b 5 



From:[01gffl| | <TSA-FOIA> 

Sen t: Wed 7/28/20 1 11:2 5 AM 
To: (£Q©| ■ <TSA> 
Subject: RE: Emailing: 10-0134 



b 5 



Thanks 

Original Message 

From SSEUHJHI <TSA-FOIA> 

Sent: Tuesday, July 27, 2010 2:03 PM 

Subject: R£: Emailing: 10-0134 



Hi 



In response to #4 below, does [01(^1 have a copy of the FAQs, if so do you know which case you provided them 
to him in. he is on vacation this week. 



Thanks much. 

Original Messagc- 



F ro m : g^EH I <T S A > [ mailtoftan s 

Sent: Tuesday, February 23, 2010 9:56 AM 

d^^lHiH <TSA-FOIA> 

Subject: RE: Emailing: 10-0134 



You don't need the password. All the requested documents were 
'hand-delivered to [QIQ1 yesterday . 



Office of Security Operations 

601 S. 12th Street, East Tower, E5-357N 

Arlington, V A 22202 

Phone: 571-227-j^g] 

Fax: 571-227-1919 



Original Message 

H2I£J^^^H <TSA-F01A> [ mailto 
Sent: Tuesday, February 23, 2010 9:56 AM 

r °SS0@^HH <TSA> 

Subject: RE: Emailing: 10-0134 

Can you send me the password? Thanks 

Original Message 

From: Janet, Kevin <TSA F01A> 
Sent: Thursday, February 18, 2010 10:46 AM 
35EM ><TSA> 

33EM ■ <TSA-FOIA> 

Subject: FW: Emailing: 10-0134 



In addition, please send the password we will need. 



b (6) 



Kb) 6) 



Original Message 

From: Janet, Kevin <TSA F01A> 

Sent: Thursday, February 18, 20109:16 AM 

To: SHI <TSA> 

Cc : [0IQfl g<TS A - FO I A > 

Subject: FW: Emailing: 10-0134 




f you have any questions please contact me directly^ 



Thanks. 

Original Message- 



From: [ta)HSM | <TSA-F01A> [ mailtoj 

Sent: Thursday, February 18, 2010 8:45 AM 
To: Janet, Kevin TSA FOl A 
Subject: FW: Emailing: 10-0134 



iD 6 



Original Message 

Krtim: [13I@HHi <TSA> 

Sent: Wednesday, February 17, 2010 3:50 PM 

To KSSESEB I <TSA-FOIA> 

Subject: RE: Emailing: 10-0134 



S3ES 

You can disregard this response. Per a memo issued by Galel 



Check with Kevin—he met with 



to discuss this. 



Office of Security Operations 

601 S. 12th Street, East Tower, E5-357N 

Arlington, VA 22202 

Phone: 571-227fl0 

Fax: 571-227-1919 



Original Message 

^^^■I^B <TSA-FOIA> 

Sent: Wednesday, February 17, 2010 3:45 PM 

To: fSEMRKM <TSA> 
Subject: RE: Emailing: 10-0134 



Hi 



Can you send me that password, I 



Thanks 



Original Message 

Sen t: Wednesday , January 20, 2010 10:22 AM 

Subject: FW: Emailing: 10-0134 
Importance: High 



This is the response to FOIA- 10-0 134. Most of the material is SSI and 
it's password protected using the password that was in effect on 
1/4/2010. Please note that some of the material is not included—it 
consists of videos imbedded in the SOPs available on a CD. I'm trying 
to get a copy for the FOIA office from our procedures folks. 



Office of Security Operations 

601 S. 12th Street, East Tower, E5-357N 

Arlington, VA 22202 

Phone: 571-227fHI 
Fax: 571-227-1919 



Original Message 

From:(f3IJ£|Hti[ 

Sent: Tuesday, December 22, 2009 3:50 PM 

To: SS^HI^H <TSA> 

Subject: Emailing: 10-0134 



Attached to this email is an 8MB zip file that contains the documents 
referenced in the FOIA request. In accordance with the 7 items 
requested, here are the Procedures Division's responses: 

1. Checkpoint SOP is attached. This represents the text of the 
Checkpoint SOP. There are videos that accompany the text that could not 
be attached. Please let me know if you would like copies of the 
videos. 

2. Checked Baggage SOP is attached. 

3. The only Notice oflnspection is attached. 

4. The FAQ is a database, not a document. 

5. TSA OD 400-50- 1-8A (the latest version of this OD) is attached, 
along with 2 attachments to this OD. 

6. A list of current OD's is attached. 

7. The Procedures Division does not write MDs. Perhaps OHC may be able 
to assist. 



All of the attached, as referenced above, are Sensitive Security 
Information (SSI). All have been protected with the current national 
password. 

Regards, 



Transportation Security Specialist 
Office of Security Operations 
Department of Homeland Security 
(W)571.227|j 
(C) 



(b) (6) 



Original Message 

! 'rom:(J2IgJ2mP <TSA> 

oOEHH 

Sent: Tue Dec 22 14:10:17 2009 



Subject: FW: NEW FOIA TASKING (CASE #TSA10-0134) 
Hello MDI®] , 

Attached is a FOIA request for documents that your office is responsible 
for. Please provide me with the documents requested as soon as 
possible. I realize that most (if not all) of these cannot be released; 
however, we are still responsible for providing all of them to the FOIA 
office. 

If you have any questions, please let me know. 

Thanks, 



Office of Security Operations 

601 S. 12th Street, East Tower, E5-357N 

Arlington, V A 22202 

Phone: 571-227-^^ 

Fax: 571-227-1919 



From: | 

Sent: Tuesday, December 15, 2009 8:09 AM 

i SSE^l^HH <tsa> 

Subject: NEW FOIA TASKING (CASE #TSA10-0134) 
Importance: High 



Good morning D 

Please review the attachment below: 

«10 0134 Tasking sheet, Request & Email» 

Identify any information in the responsive records you found during your 
search that you believe should be withheld, and explain why you believe 
its release would be harmful. Forward all responses along with the 
completed tasking sheet. Please return the completed tasking sheet to 
me even if there are no responsive records found since we will need the 
form for our files. 

Thank you in advance, 



Transportation Security Administration HQ (TSA) Office of Special 
Counselor (OSC) Freedom of Information Act Office (FOIA) 

Direct: 571.227JJg| 



Main: 866.364.2872 
Fax:571-227.1406 



The message is ready to be sent with the following file or link 
attachments: 

10-0134 



Note: To protect against computer viruses, e-mail programs may prevent 
sending or receiving certain types of file attachments. Check your 
e-mail security settings to determine how attachments are handled. 




& Transportation 
hm-, Security 

Administration 



LInKS Matter Detail Report 

Run Date: January 28, 201 



Counsel Group: Information Law 
Matter Owner: Johnson, Robert 



Matter # 117027816 - TSA10-0052 - Appeal - Edward Hasbrouck 



Matter Type: Information Law 
Issue Type(s): FOIA - Appeal 



Location: HDQ 



Matter 
Description: 



Appeal on denial of FOIA request of Screening Management SOP. 



Disposition: Completed 



Disposition 
Description: 



Sent Kimberly Walton's letter. 



Trans Mode: Multimodal 
Record Series: 600.5 Freedom of Information Act (FOIA) 
Legal Advice Files 



Status: Closed 

Incident Date: 2010-12-08 

Open Date: 2010-12-08 

Closed Date: 2010-12-08 

Last Update: 2010-12-08 



ADDITIONAL INFORMATION 



TASKS/EVENTS 

Tx£e 



Location: 

Record Series: 

Trans Mode: 

Media Request?: 

Due 



HDQ 

600.5 Freedom of Information Act (FOIA) Legal Advice Files 

Multimodal 

No 



Completed 



Owner 



ASSOCIATED PARTIES 

Role Name 

Requestor Edward Hasbrouck 



Primary Phone e-Mail 



Fax# 



Page lof2 



This record contains attorney-client communications, agency deliberative process, and may contain attorney work-product, which are privileged and 
not subject to disclosure outside TSA. Privacy Act-protected information may be disseminated only to those within DBS with a need to know in the 
course of their official duties. Consult with the Office of Chief Counsel before disclosing any information. 




Transportation 

Security 

Administration 



LInKS Matter Detail Report 



Run Date: January 28, 201 1 



NOTES 
Note Type 



Matter Description 



Entered By 



b 6 



(b) (6) 



Kb 6) 



93066) 



Note: Appeal on denial of FOIA request of Screening Management SOP. 



Disposition Description 



(b) (6) 



Kb) (6) 



b)(6) 



193066) 



Note: Sent Kimberly Walton's letter. 



ATTACHMENTS 

Filename Description 



Type 



Last Updated By 



RELATED MATTERS 
Matter No. Matter Type 



Matter Name 
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This record contains attorney-client communications, agency deliberative process, and may contain attorney work-product, which are privileged and 
not subject to disclosure outside TSA. Privacy Act-protected information may be disseminated only to those within DHS with a need to know in the 
course of their official duties. Consult with the Office of Chief Counsel before disclosing any information. 




& Transportation 
wj[ y Security 
**£$' Administration 



LInKS Matter Detail Report 



Run Date: January 28, 201 1 



Counsel Group: Information Law 
Matter Owner: Plofker, Howard 



Matter # 106991616 - TSA10-0052 Hasbrouck 



Matter Type: Information Law 
Issue Type(s): FOIA - Review 



Location: 



Matter 
Description: 



Screening Mgmt SOP 



Disposition: FOIA Review - Concurrence 



Disposition 
Description: 



closed - WIF 



Trans Mode: Multimodal 
Record Series: 600.5 Freedom of Information Act (FOIA) 
Legal Advice Files 



Status: Closed 
Incident Date: 2009-12-15 

Open Date: 2009-12-15 
Closed Date: 2010-07-28 
Last Update: 2010-07-28 



ADDITIONAL INFORMATION 



TASKS/EVENTS 
Txee 



Location: 

Record Series: 

Trans Mode: 

Media Request?: 

Due 



600.5 Freedom of Information Act (FOIA) Legal Advice Files 

Multimodal 

Yes 



Completed 



Owner 



ASSOCIATED PARTIES 

Role Name 



Primary Phone e-Mail 



Fax# 



NOTES 
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This record contains attorney-client communications, agency deliberative process, and may contain attorney work-product, which are privileged and 
not subject to disclosure outside TSA. Privacy Act-protected information may be disseminated only to those within DHS with a need to know in the 
course of their official duties. Consult with the Office of Chief Counsel before disclosing any information. 



^ Transportation 
mjL; Security 
''■%&0? : Administration 



LInKS Matter Detail Report 

Run Date: January 28, 201 1 



Note Type 


Entered By 


Matter Description 


Plofker, Howard(HOWARD.PLOFKER@DHS.GOV,69659) 


Note: Screening Mgmt SOP 


Disposition Description 


Plofker, Howard(HOWARD.PLOFKER@DHS.GOV,69659) 


Note: closed - W1F 


Attorney Notes 


Plofker, Howard(HOWARD.PLOFKER@DHS. GO V.69659) 


IMTSM(b) (5) ■ 








Attorney Notes 1 Plofker, Howard(HOWAKD.PLOFKER@DHS.GOV,69659) 


Note: back from FOIA 1/27/10 



ATTACHMENTS 

Filename Description 



Type 



Last Updated By 



RELATED MATTERS 
Matter No. Matter Type 



Matter Name 
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This record contains attorney-client communications, agency deliberative process, and may contain attorney work-product, which are privileged and 
not subject to disclosure outside TSA. Privacy Act-protected information may be disseminated only to those within DHS with a need to know in the 
course of their official duties. Consult with the Office of Chief Counsel before disclosing any information. 



From: 
To: 

Subject: 
Date: 



Johnson. Robert S <T^ 

^_ <TSA-FQIA>; Plotter, Howard <TSA QCO 

RE: revised appeal letter 10-0052 
Tuesday, September 07, 2010 2:05:29 PM 



b 5 



b 6 Kb) (5) 



From: Pietra, Peter 

Sent: Tuesday, September 07, 2010 12:15 PM 
To: Johnson, Robert S <TSA OCC>;| 
Subject: RE: revised appeal letter 10-0052 



<TSA-FOIA>; Plofker, Howard <TSA OCC> 



b 5 



From: Pietra, Peter 

Sent: Monday, August 30, 2010 5:03 PM 
To: Johnson, Robert S <TSA OCC>; 
Subject: revised appeal letter 10-0052 



b 6 



:TSA-FOIA>; Plofker, Howard <TSA OCC> 



« File: 10-0052 (b) Hasbrouck 



» 



b 5 



Peter Pietra 

Director, Privacy Policy & Compliance 

Transportation Security Administration 



b 6 



571.227 



(cell) 



From: 
To: 

Subject: 
Date: 



[ <TSA QCC> 
Plofker. Howard <TSA OC.C> 
Re: revised appeal letter 10-0052 
Tuesday, September 07, 2010 1:58:54 PM 



No I do not. 



From: Plofker, Howard <TSA OCC> 

To: Pietra, Peter ; Johnson, Robert S <TSA OCC>; 

OCC> 

Sent: Tue Sep 07 13:49:23 2010 

Subject: RE: revised appeal letter 10-0052 



<TSA-FOIA>;H3lG 



<TSA 



[g|yj do you have this file? 
Howard Plofker 



Acting FOIA Officer 

Office of Chief Counsel 
Transportation Security Administration 
howard.plofkerffidhs.gnv 
571-227-J^ 

QSEgBJKM (Mobile) 

571-227-1382 (fax) 

This communication might contain communications between attorney and client, communications that are part of the agency deliberative 
process, or attorney-work product, all of which are privileged and not subject to disclosure outside the agency or to the public. Please 
consult with the Office of Chief Counsel before disclosing any information contained in this email- FILE: 600.1 



From: Pietra, Peter 
Sent: Tuesday, September 07, 2010 12:15 PM 
To: Johnson, Robert S <TSA OCC>;| 
Subject: RE: revised appeal letter 1(R 



b 5 



<TSA-FOIA>; Plofker, Howard <TSA OCC> 



From: Pietra, Peter 
Sent: Monday, August 30, 2010 5:03 PM 
To: Johnson, Robert S <TSA OCC>; 
Subject: revised appeal letter 10-00" 



« File: 10-0052 (b) Hasbrouck 



b 5 




<TSA-F0IA>; Plofker, Howard <TSA 0CC> 



Peter Pietra 

Director, Privacy Policy & Compliance 

Transportation Security Administration 



(b (6 



571.227 



cell) 



From: 
To: 

Subject: 
Date: 



Plofker, Howard <TSA OCC> 
Pietra. Peter : Johnson. Robert S <TSA Of.C> : 
RE: revised appeal letter 10-0052 
Tuesday, September 07, 2010 1:49:00 PM 



<TSA-PQIA>; 



TSA QCC> 



[mgj, do you have this file? 
Howard Plofker 

Acting FOTA Officer 

Office of Chief Counsel 
Transportation Security Administration 

hpward.plpfker@dhs.gpv 
571-227-|g|2J 

^BH i ' V,oblle ) 

571 -227- 1382 (fax) 

This communication might contain communications between attorney and client, communications that are part of the agency deliberative 

process, or attorney-work product, all of which are privileged and not subject to disclosure outside the agency or to the public. Please 

consult with the Office of Chief Counsel before disclosing any information contained in this email- FILE: 600.1 



From: Pietra, Peter 
Sent: Tuesday, September 07, 2010 12:15 PM 
To: Johnson, Robert S <TSA OCC>;gg 
Subject: RE; revised appeal letter liR 



<TSA-FOIA>; Plofker, Howard <TSA OCC> 



b 5 



From: Pietra, Peter 

Sent: Monday, August 30, 2010 5:03 PM 



To: Johnson, Robert S <TSA OCC^CTOTJsjJ | <TSA-FOIA>; Plofker, Howard <TSA OCC> 
Subject: revised appeal letter 10-0052 

« File: 10-0052 (b) Hasbrouck Denial.doc » 



b 5 



Peter Pietra 

Director, Privacy Policy & Compliance 

Transportation Security Administration 



b) (6) 



571.227 



(cell) 



From: 
To: 

Subject: 
Date: 



Pietra, Peter 

Johnson, Robert S <TSA QCC>;( 

RE: revised appeal letter 10-0052 
Tuesday, September 07, 2010 12:14:36 PM 



<TSA-FOIA> : Plofker. Howard <TSA OCC> 



W 5 



From: Pietra, Peter 

Sent: Monday, August 30, 2010 5:03 PM 



To: Johnson, Robert S <TSA OCC>;|ia|gjJ | <TSA-FOIA>; Plofker, Howard <TSA OCO 
Subject: revised appeal letter 10-0052 



« File: 10-0052 (b) Hasbrouck Denial.doc » 



b 5 



Peter Pietra 

Director, Privacy Policy & Compliance 

Transportation Security Administration 



b 6 



571.227 



(cell) 



From: 
To: 

Subject: 
Date: 



Ploflcer, Howard <TSA OCC> 
Pietra. Peter : Johnson. Ro bert S <TSA OCC> 
RE: revised appeal letter 10-0052 
Monday, August 30, 2010 5:15:00 PM 



<TSA-FOIA> 



OK by me. 
Howard Plofker 

Acting FOIA Officer 

Office of Chief Counsel 

Transportation Security Administration 

howard.plofkertffidhs.g ov 

571-227-glgJ 

Bi^HI (Mobile) 

571-227-1382 (fax) 

This communication might contain communications between attorney and client, communications that arc part of the agency deliberative 

process, or attorney-work product, all of which are privileged and not subject to disclosure outside the agency or to the public. Please 

consult with the Office of Chief Counsel before disclosing any information contained in this email. FILE: 600.1 



From: Pietra, Peter 

Sent: Monday, August 30, 2010 5:03 PM 



To: Johnson, Robert S <TSA OCC>;[0|gj^ | <TSA-FOIA>; Plofker, Howard <TSA OCC> 
Subject: revised appeal letter 10-0052 

« File: 10-0052 (b) Hasbrouck Denial.doc » 



b 5) 



Peter Pietra 

Director, Privacy Policy & Compliance 

Transportation Security Administration 



b 6 



571.227 



(cell) 



From: pjetra, Peter 

To: Johnson. Robert S <TSA OCC> :[ 

Subject: revised appeal letter 10-0052 

Date: Monday, August 30, 2010 5:02:32 PM 

Attachments: 10-0052 flfl Hasbrouck Denial.doc 



tej Plotter. Howard <TSA QCC> 



(b) (5) 



Peter Pietra 

Director, Privacy Policy & Compliance 

Transportation Security Administration 



(b) (6) 

(b) (6) 



571.227 



(eel 



From: 
To: 

Subject: 
Date: 



Plofker, Howard <TSA OCC> 

Janet, Kevin <TSA FQIA> 

RE: TSA10-0052 Hasbrouck 

Monday, January 25, 2010 1:55:00 PM 



b 5 



Howard Plofker 

Office of Chief Counsel 

Transportation Security Administration 

hQward.plofker@dhs,gQv 

571 -227 -_ 

~ (Mobile) 

571-227-1382 (fax) 

This communication might contain communication* between attorney and client, communications (hat are part of the agency deliberative process, or attorney- tvoik product, a!'. 
I .1. .lie privileged V>i not wheel to disclosure outside the agency or to the public Please consult Willi the Office of Chief Counsel before disclosing any Information 
.: i ihls email HLE: 6O0.1 




From: Janet, Kevin <TSA FOIA> 
Sent: Monday, January 25, 2010 1:50 PM 
To: Plofker, Howard <TSA OCC> 
Subject: TSA10-0052 Hasbrouck 




Kevin J. Janet 

Freedom of Information Act Officer 
Office of Special Counselor 
Transportation Security Administration 



From: 
To: 

Cc: 

Subject: 

Date: 



Janet. Kevin <TSA FOIA> 



•Mdi**MiliW.]iM.|iVf.N\'i 



Re: FOIA 10-0052 and Screener SOPs 
Monday, November 16, 2009 4:49:46 PM 



:flgFEW <=TSA-FOIA:> : Plofker. Howard <TSA QCC- 



No that isn't the case re OCC and SDs. 



b (6 



b 6 



From 

To: Janet, Kevin <T SA FQIA>; 

Cc: [0I(3M B; [IDIGjJ 

Sent: Mon Nov 16 16:46:35 *009 
Subject: FOIA 10-0052 and Screener SOPs 

Dear Kevin, 



(b) (6) 



(b) (6) 



<TSA-FOIA> 



(b) (6) 




Please advise. 



b 6 



Program Analyst 

Sensitive Security Information (SSI) Office 

Office of Intelligence 

U.S. Tran sporta tion Security Administration 

(571) 227 WM 



From: 
To: 

Subject: 
Date: 



Newhouse. Victoria <TSA QCC>: Plofker. Howard <TSA OCC>: "robert.s.iohnson@dhs.gov" 
Re: (Fwd) violations of FOIA by TSA 
Tuesday, November 03, 2009 4:36:50 PM 




From: Newhouse, Victoria <TSA OCC> 

To: Pietra, Peter 

Cc: Johnson, Robert S <TSA OCC>; Plofker, Howard <TSA OCC>;[fj 

Sent: Tue Nov 03 16:21:15 2009 

Subject: FW: (Fwd) violations of FOIA by TSA 

Including Peter since this complaint discusses updates to addresses in SORNs too. 

From: Plofker, Howard <TSA OCC> 

Se nt: Tuesday, November 03, 2009 3:39 PM 

To: (J2IJ*9| ■ Johnson, Robert S <TSA OCC>; Newhouse, Victoria <TSA OCC> 

Subject: RE: (Fwd) violations of FOIA by TSA 



Why the delay from 10/15 - 10/23? 



Howard Plofker 
Office of Chief Counsel 
Transportation Security Administration 
howard, plQfker@dhs.gov 
571-227- 



(Mobile) 
571-227-1382 (fax) 

■!:t contain communication* between attorney 3r,d client communication* tliat arc part of the agency .telibeiative proceH, 01 9ttomey-v«rfc product »ll 
of which ire prMlegol am) not subject to ilftdoxite oubi4e the agency c to the public Pica* comult with the Office of Chief Coimwl before iadomg any 



contained in tin* email. FILE: 600.1 



(b) 6) 



From:_ 

Sent: Tuesday, November 03, 2009 3:37 PM 

To: Plofker, Howard <TSA OCC>; Johnson, Robert S <TSA OCC>; Newhouse, Victoria <TSA OCC> 

Subject: RE: (Fwd) violations of FOIA by TSA 

When we heard from the requester he was having problems with the mail we located his 
electronic version of the request in the FOIA mailbox. The requester's electronic version of 
the Oct 1 5, 2009 email was opened on the Friday 10/23 and acknowledged by the FOIA 
Office by letter dated Monday 10/26. In that letter we denied expedited processing but 
waived any fees associated with the request (none are anticipated). 



From: Plofker, Howard <TSA OCC> 

Sen t: Tuesday, November 03 , 2009 2:12 PM 

To: 33EJB H2IQI I Thompson, Mardi <T5A OCC>; Johnson, Robert S <TSA OCC>; 



Ne whouse, Victoria <TSA OCC > 

Cc: 33EM 

Subject: FW: (Fwd) violations of FOIA by TSA 
Importance: High 

Thanks,®E|. We're aware of Mr. Hasbrouck's complaint. 



Howard Plofker 

Office of Chief Counsel 

Transportation Security Administration 

howard.plofkertg)dris.gov 

571-227-jagJ 

■B (Mobile) 

571-227-1382 (fax) 

This eommuwaucm might contain coramuntcattons between attorney and client, communications that are part of the agency deliberative process, or attorney-work product, all 
of which are privileged and not subject to disclosure outside the agency or to the public. Please consult with the O^cc of Chief Counsel before disclosing any information 
contained in this email- FILE: 600.1 



From: JjJ^J [mailto|_ 

Sent: Tuesaay7November 03, 2009 1:40 PM 

To: Plofker, Howa rd TSA OCC 

Subject: FW: (Fwd) violations of FOIA by TSA 
Importance: High 

Howard, 

Our office received a phone call from the requestor below. I gave him a call back and he is not 
pleased, to say the least, with the FOIA notices that are updated in the Federal Register with regards 
to TSA's FOIA address being incorrect and many failed attempts to get his FOIA request acknowledged 
by TSA. 

Since the FOIA address at TSA is incorrect in the Federal Register and online, he was not able to 
send an appeal and he has filed a complaint with OIG regarding the inadequacy of the DHS FOIA 
process. Apparently, he needed FOIA documents for a Congressional hearing next week on November 
10th. Attached is the FOIA request and complaint that he filed. 

He also mentioned that he received a verbal confirmation from TSA, but he never received a written 
confirmation. 

Please see his request/complaint for action. 

Regards, 



33ES 

Staff Assistant 

Office of the General Counsel 

Depart ment of Homeland Security 

202. 282(2Ig] 

Original Message 

From: Edward Hasbrouck [mailto:edward@hasbrouck.org 
SentiTuesdav. November 03, 2009 11:03 AM 

SubjectT^uPwd) violations of FOIA by TSA 



Below is the complaint I have sent to the DHS Office of the Inspector 
General; attached is my original FOIA request, which was sent 15 October 
2009 by e-mail to FOIA.TSA@dhs.gov and by postal Express Mail. 

Time os of the essence. Thie material requested is needed in time for the 
public to learn about it and use it to formulate input to Congress for the 
confirmation hearings on the nominee for TSA Administrator, one of whihc 
has alreayd been held by the Senate Commerce and Transaportation 
Committee, and the second and probably final of which is scheduled by the 
Senate Committee on Homeland Security for 10 November 2009, as we have 
reported (noting our pending FOIA request) on our Web site at: 

http: //www. paper splease.org/wp/ 200 9/1 1 / 02 /tsa -nominee -up- f or -senate- 
question ing-november-1 Oth/ 

Any assistance you can provide would be appreciated. 

Sincerely, 

Edward Hasbrouck 

Forwarded message follows 

From: Edward Hasbrouck. <edward@hasbrouck.org> 

To: DHSOIGHOTLINE@dhs.gov 

Subject: violations of FOIA by TSA 

Copies to: foia.tsa@dhs.gov, foia@hq.dhs.gov, 

privacy@dhs.gov, TellTSA@dhs .gov, 

TSA -Con tacrCenter@dhs.gov, ogis@nara.gov 
Date sent: Mon, 02 Nov 2009 10:41:10 -0800 

The address of the TSA FOIA office (and, I suspect, the TSA Privacy Act 
office) , and the address for postal submisison of FOIA requests to the 
TSA, have changed without public notice. 

The TSA is not currently accepting delivery of FOIA (or, I suspect) , 
Privacy Act) requests sent to their officially designated address. 

To my knowledge, this has been the situation at least since October 16, 
2009, more than two full weeks ago, and it continues today. 

Because the TSA is not accepting delivery of these requests, it is 
impossible for requesters to obtain confirmation of receipt of their 
requests. Without evidence of the date of receipt, it is impossible for 
requesters to appeal constructive denial of their requests, or to litigate 
constructive denial of requests for expedited processing. 

TSA and DHS are required by FOIA and the Privacy Act to publicly 
designate, through notices in the Federal Register, addresses at which 
FOIA and Privacy Act requests are accepted. Failure to designate such 
addresses or to accept delivery at those addresses, or instructing the 
Postal Service not to deliver requests sent to those addresses, are 
violations of FOIA and/or the Privacy Act on the part of the responsible 
DHS and/or TSA officials. 

The most recent DHS FOIA regulations, as published in the Federal Register 
(60 FR 4056-4069, January 27, 2003) and codified at 6 CFR Part 5, list 
the TSA FOIA address as: 

Transportation Security Administration 
400 Seventh Street, SW . 
Washington, DC 20590 

I have been told by phone, on a rare occasion when the TSA FOIA or Pirvacy 
Act office answered their phone, that that address is obsolete. 

The DHS.gov and TSA.gov Web sites list a different, address: 

Transportation Security Administration 
Freedom of Information Act Office, TSA-20 
601 S. 12th Street 
11th Floor, East Tower 
Arlington, VA 22202-4220 

However, I believe that neither of these addresses is correct. The U.S. 
Postal Service has told me that they were unable to deliver my FOIA 



request sent by Express Mail to Che Arlington address above. 

According to the USPS, my Express Mail letter arrived in the Arlington 
Post Office on October 16, 2009. According to the USPS, the TSA zip code 
has changed to 20598, and the TSA has instructed the USPS not to deliver 
mail sent to that address and zip code 22202. Because the TSA has 
instructed the USPS not to attempt delivery of such mail, the USPS was 
unable to provide proof of delivery, proof of non-delivery, or proof of 
refusal to accept delivery, and my letter was not returned to me. 

Although this happened to my letter on October 16th, more than two full 
weeks ago, no new TSA or DHS FOIA notice, no new TSA Privacy Act SORN for 
any system of records, and no update to the TSA or DHS FOIA regulations in 
6 CFR Part 5 has yet been published in the Federal Register. 

I presume that TSA was aware that their address was to be changed, and 
that it had been changed, and could have published notices of changes in 
advance on their Web sites and in the Federal Register. Standard 
operating procedures for compliance with FOIA and the Privacy Act should 
have provided for the issuance and publication in the Federal Register of 
a new FOIA notice, updates to the FOIA regulations in 6 CFR Part 5, and 
new SORNs, *prior* to the effective date of the change of address, and 
special care in instructing the USPS and TSA mailroom staff to ensure that 
requests continued to be delivered without interruption. 

Since that was not done, and until it can be done, the USPS and other 
carriers should have been directed to continue delivery of requests sent 
to the officially designated addresses. The DHS and TSA have an 
affirmative legal duty under FOIA and the Privacy Act to promulgate valid 
addresses and ensure that they accept delivery of requests sent to those 
addresses. To direct that requests be sent to an address that, by TSA 
directive to the Postal Service, has been rendered a "black hole", 
constitutes de facto summary, secret denial of all such requests. 

My FOIA request — sent by e-mail and Express Mail on -October 15, 2009 -- 
included a request for expedited processing. Under FOIA, the TSA was 
required to make a a decision on that request for expedited processing 
within 10 days, that is, by October 25, 2009. Although I was eventually 
told by telephone that my request was received by the TSA FOIA office, and 
I have been promised postal and e-maii confirmation of receipt by the TSA 
FOIA office, I have yet to receive any written or electronic confirmation. 

Under FOIA, I was entitled to commence litigation to challenge the 
constructive denial of my request for expedited processing 10 days after 
the receipt: of my request. But since the TSA's refusal to accept delivery 
has made it impossible for me to prove when my request was received, it 
effectively bars the courthouse door, and prevents me from seeking 
judicial review of their constructive denial, or administrative review (if 
they had actually responded) , until rhey provide confirmation of when they 
received my request. 

This is an extremely grave due process violation. Until corrected through 
proper new federal register notices and instructions to the USPS and other 
delivery services, it categorically precludes FOIA and perhaps also 
Privacy Act requests and appeals or litigation of constructive denials. 

Instead of having been able to commence litigation October 25th (if they 
confirmed receipt of my e-mail on October 15th) or October 26th (if they 
signed for my Express Mail letter on October 16th) , I am still waiting for 
written confirmation of receipt of my request. 

I believe that these actions clearly constitute mismanagement by the DHS 
and TSA, and violations of FOIA and probably also the Privacy Act. 

I request that the Office of the Inspector General investigate this 
complaint and bring appropriate enforcement action for sanctions against 
the responsible DHS and/or TSA officials. 

Even if these violations were to be corrected by new notices in the 
Federal Register tomorrow, the damage of several weeks during which the 
TSA refused to accept properly addressed FOIA requests has been done, and 
I request that you proceed with your investigation of this complaint. 

Most requesters, of course, will not even know that their request was not 
delivered, and may never know why they never receive a response. As part 



of your investigation, I request that you attempt to determine how many 
other such requests may not have been delivered. And I urge that the TSA 
and DHS be required, as part of their mitigation of their violations of 
the law, to publish prominent notices -- through their usual press release 
distribution channels and on the DHS and TSA home pages and FOIA and 
Privacy Act Web pages -- that requests may not have been delivered, and 
advising past requesters of the need to re-send their requests. 

My request for expedited processing was made as a journalist, and I have 
reported publicly on this incident at: 

http: / /www. paper splease.org/wp/2009/ 10/27 /tsa -sends -our- foia- request -into - 
a-black-hole/ 

Please reply to confirm your receipt of this report and complaint, and any 
tracking or reference number assigned to this complaint and/or to your 
investigation. Please advise me of the outcome of this complaint and 
provide me with a copy of any report produced by your office in response 
to this compliant and your investigation. Please feel free to contact me 
if you need any additional information from me, or if I can be of any 
assistance to you in investigating and prosecuting this complaint. 

I am also copying this complaint to the TSA and DHS privacy offices, wich 
a request that it be logged in TSA and DHS complaint statistics, 
investigated, and acted on as a complaint of violation of FOIA and 
potentially the Privacy Act by TSA and DHS officials. 
Sincerely, 

Edward Hasbrouck 

1130 Treat Ave. 

San Francisco, CA 94110 

telephone 415-824-0214 

End of forwarded message 



Edward Hasbrouck 

<edward@hasbrouck . org> 

<http: //hasbrouck.org> 

1130 Treat Ave., San Francisco, CA 94110, USA 

+1-415-824-0214 

consultant to The Identity Project (IDP), 
a program of the First Amendment Project 
<http: //www . paper splease . org> 

"Congress shall make no law . . . abridging . . . the right of the 
people peaceably to assemble" (U.S. Constitution, Amendment 1} 

"Everyone has the right to freedom of movement and residence 
within the borders of each state. Everyone has the right to leave 
any country, including his own, and to return to his country." 
(Universal Declaration of Human Rights, Article 13) 

"Liberty of movement is an indispensable 
condition for the free development of a person." 
(United Nations Human Rights Committee, 
General Comment No. 27) 



From: 

To: 

Cc: 

Subject: 

Date: 



Newhouse. Victoria <TSA OC.C> 

Pietra. Peter 

Johnson. Robert S <TSA QCC>: Plofker. Howard <TSA OCT.; 

FW: (Fwd) violations of FOIA by TSA 

Tuesday, November 03, 2009 4:21:20 PM 



Including Peter since this complaint discusses updates to addresses in SORNs too. 



From: Plofker, Howard <TSA OCC> 

Se nt: Tuesday, November 03, 2009 3:39 PM 

To: [j5EDi B Johnson, Robert S <TSA OCC>; Newhouse, Victoria <TSA OCO 

Subject: RE: (Fwd) violations of FOIA by TSA 



b 5 



Howard Plofker 

Office of Chief Counsel 

Transportation Security Administration 

howard.plofkenffdhs.gov 

571-227^ 




(Mobile) 
571-227-1382 (fax) 

tain communications between attorney an4 client, communication* that are part of theaijcncy 4e!:rerative process, or attorney-woric projuct. 4II 
ind not subject to cfyfcloHlre outside the agency o- to the public Please consult with the Office of Chief Counsel befbm 4«doiing Ji imatian 

',.)': • i FILE: 600 1 



From: 

Sent: Tuesday, NovembeT0372009 3:37 PM 

To: Plofker, Howard <TSA OCC>; Johnson, Robert S <TSA OCC>; Newhouse, Victoria <TSA OCC> 

Subject: RE: (Fwd) violations of FOIA by TSA 

When we heard from the requester he was having problems with the mail we located his 
electronic version of the request in the FOIA mailbox. The requester's electronic version of 
the Oct 15, 2009 email was opened on the Friday 10/23 and acknowledged by the FOIA 
Office by letter dated Monday 10/26. In that letter we denied expedited processing but 
waived any fees associated with the request (none are anticipated). 



From: Plofker, Howard <TSA OCC> 

Se nt: Tuesday, November 03 , 2009 2:12 PM 

To: [OEM EEfflj B Thompson, Mardi <TSA OCO; Johnson, Robert S <TSA OCO; 

Ne wtouse^ictoria <TSA OCO 

Cc: [0IG)M B 

Subject: FW: (Fwd) violations of FOIA by TSA 

Importance: High 



Thanks,^B- We ' re aware of Mr. Hasbrouck's complaint. 



Howard Plofker 
Office of Chief Counsel 
Transportation Security Administration 
howard.plofkertffid hs.g ov 
571-227-J2E 



(Mobile) 
571-227-1382 (fax) 

rhr> eo-miurisalion niitjht contain communications between attorney jr.-! dleul XnnmunlQHtHjl thai arc pari of the agency .iciiberative proccii or jttorney-wark product, ail 
. ite privile9etl and not »ub|ect lo JucJomiw ouhi4e the agency or to the public P'eax: consult' with the Office of Chiet'Counie! before disclosing any information 
III RLE: 600.1 



From: J3ESI [mailto^ 

Sent: Tuesdayy November 03, 2009 1:40 PM 
To: Plofker, Howa rd TSA OCC 

Subject: FW: (Fwd) violations of FOIA by TSA 
Importance: High 



Howard, 

Our office received a phone call from the requestor below. I gave him a call back and he is not 
pleased, to say the least, with the FOIA notices that are updated in the Federal Register with regards 
to TSA's FOIA address being incorrect and many failed attempts to get his FOIA request acknowledged 
by TSA. 

Since the FOIA address at TSA is incorrect in the Federal Register and online, he was not able to 
send an appeal and he has filed a complaint with OIG regarding the inadequacy of the DHS FOIA 
process. Apparently, he needed FOIA documents for a Congressional hearing next week on November 
10th. Attached is the FOIA request and complaint that he filed. 

He also mentioned that he received a verbal confirmation from TSA, but he never received a written 
confirmation. 

Please see his request/complaint for action. 

Regards, 



SK3 

Staff Assistant 

Office of the General Counsel 

Departm ent o f Homeland Security 

202.282|g|g] 



Original Message 

From: Edward Hasbrouck [mailto:edward@hasbrouck.org; 
SentJ— Tuesday November 03, 2009 11:03 AM 
To: [QIGjB 

Subjec^^U^Tcu violations of FOIA by TSA 



Below is the complaint I have sent to the DHS Office of the Inspector 
General; attached is my original FOIA request, which was sent 15 October 
2009 by e-mail to FOIA.TSA@dhs.gov and by postal Express Mail. 

Time os of the essence. Thie material requested is needed in time for the 
public to learn about it and use it to formulate input to Congress for the 
confirmation hearings on the nominee for TSA Administrator, one of whine 
has alreayd been held by the Senate Commerce and Transaportation 
Committee, and the second and probably final of which is scheduled by the 
Senate Committee on Homeland Security for 10 November 2009, as we have 
reported (noting our pending FOIA request) on our Web site at: 

http: //www . paper spl ease . org/wp/2009/11/02/tsa-nominee-up-for-senate- 
questioning-november-10th/ 

Any assistance you can provide would be appreciated. 

Sincerely, 



Edward Hasbrouck 

Forwarded message follows 

Froir.: Edward Hasbrouck <edward@hasbrouck.org> 

To: DHSOIGHOTLINE@dhs.gov 

Subject: violations of FOIA by TSA 

Copies to: foia.csa@dhs.gov, foia@hq.dhs.gov, 

privacy@dhs.gov, TellTSA@dhs.gov, 

TSA-ContactCenter@dhs.gov, ogis@nara .gov 
Date sent: Mon, 02 Nov 2009 10:41:10' -0800 

The address of the TSA FOIA office (and, I suspect, the TSA Privacy Act 
office) , and the address for postal submisison of FOIA requests to the 
TSA, have changed without public notice. 

The TSA is not currently accepting delivery of FOIA (or, I suspect), 
Privacy Act) requests sent to their officially designated address. 

To ray knowledge, this has been the situation at least since October 16, 
2009, more than two full weeks ago, and it continues today. 

Because the TSA is not accepting delivery of these requests, it is 
impossible for requesters to obtain confirmation of receipt of their 
requests. Without evidence of the date of receipt, it is impossible for 
requesters to appeal constructive denial of their requests, or to litigate 
constructive denial of requests for expedited processing. 

TSA and DHS are required by FOIA and the Privacy Act to publicly 
designate, through notices in the Federal Register, addresses at which 
FOIA and Privacy Act requests are accepted. Failure to designate such 
addresses or to accept delivery at those addresses, or instructing the 
Postal Service not to deliver requests sent to those addresses, are 
violations of FOIA and/or the Privacy Act on the part of the responsible 
DHS and/or TSA officials. 

The most recent DHS FOIA regulations, as published in the Federal Register 
(60 FR 4056-4069, January 27, 2003) and codified at 6 CFR Part 5, list 
the TSA FOIA address as: 

Transportation Security Administration 
400 Seventh Street, SW. 
Washington, DC 20590 

I have been told by phone, on a rare occasion when the TSA FOIA or Pirvacy 
Act office answered their phone, that that address is obsolete. 

The DHS.gov and TSA.gov Web sites list a different address: 

Transportation Security Administration 
Freedom of Information Act Office, TSA-20 
601 S. 12th Street 
lith Floor, East Tower 
Arlington, VA 22202-4220 

However, I believe that neither of these addresses is correct. The U.S. 
Postal Service has told me that they were unable to deliver my FOIA 
request sent by Express Mail to the Arlington address above. 

According to the USPS, my Express Mail letter arrived in the Arlington 
Post Office on October 16, 2009. According to the USPS, the TSA zip code 
has changed to 20598, and the TSA has instructed the USPS not to deliver 
mail sent to that address and zip code 22202. Because the TSA has 
instructed the USPS not to attempt, delivery of such mail, the USPS was 
unable to provide proof of delivery, proof of non-delivery, or proof of 
refusal to accept delivery, and my letter was not returned to me. 

Although this happened to my letter on October 16th, more than two full 
weeks ago, no new TSA or DHS FOIA notice, no new TSA Privacy Act S0RN for 
any system of records, and no update to the TSA or DHS FOIA regulations in 
6 CFR Part 5 has yet been published in the Federal Register. 

I presume that TSA was aware that their address was to be changed, and 
that it had been changed, and could have published notices of changes in 
advance on their Web sites and in the Federal Register. Standard 



operating procedures for compliance with FOIA and the Privacy Act should 
have provided for the issuance and publication in the Federal Register of 
a new FOIA notice, updates to the FOIA regulations in 6 CFR Part 5, and 
new SORNs, *prior* to the effective date of the change of address, and 
special care in instructing the USPS and TSA mailroom staff to ensure that 
requests continued to be delivered without interruption. 

Since that was not done, and until it can be done, the USPS and other 
carriers should have been directed to continue delivery of requests sent 
to the officially designated addresses. The DHS and TSA have "an 
affirmative legal duty under FOIA and the Privacy Act to promulgate valid 
addresses and ensure that they accept delivery of requests sent to those 
addresses. To direct that requests be sent to an address that, by TSA 
directive to the Postal Service, has been rendered a "black hole", 
constitutes de facto summary, secret denial of all such requests. 

My FOIA request -- sent by e-mail and Express Mail on October 15, 2009 -- 
included a request for expedited processing. Under FOIA, the TSA was 
required to make a a decision on that request for expedited processing 
within 10 days, that is, by October 25, 2009. Although I was eventually 
told by telephone that my request was received by the TSA FOIA office, and 
I have been promised postal and e-mail confirmation of receipt by the TSA 
FOIA office, I have yet to receive any written or electronic confirmation. 

Under FOIA, I was entitled to commence litigation to challenge the 
constructive denial of my request for expedited processing 10 days after 
the receipt of my request. But since the TSA's refusal to accept delivery 
has made it impossible for me to prove when my request was received, it 
effectively bars the courthouse door, and prevents me from seeking 
judicial review of their constructive denial, or administrative review (if 
they had actually responded) , until they provide confirmation of when they 
received my request. 

This is an extremely grave due process violation. Until corrected through 
proper new federal register notices and instructions to the USPS and other 
delivery services, it categorically precludes FOIA and perhaps also 
Privacy Act requests and appeals or litigation of constructive denials. 

Instead of having been able to commence litigation October 25th (if they 
confirmed receipt of my e-mail on October 15th) or October 26th (if they 
signed for my Express Mail letter on October 16th), I am still waiting for 
written confirmation of receipt of my request. 

I believe that these actions clearly constitute mismanagement by the DHS 
and TSA, and violations of FOIA and probably also the Privacy Act. 

I request that the Office of the Inspector General investigate this 
complaint and bring appropriate enforcement action for sanctions against 
the" responsible DHS and/or TSA officials. 

Even if these violations were to be corrected by new notices in the 
Federal Register tomorrow, the damage of several weeks during which the 
TSA refused to accept properly addressed FOIA requests has been done, and 
I request that you proceed with your Investigation of this complaint. 

Most requesters, of course, will not. even know that their request was not 
delivered, and may never know why they never receive a response. As part 
of your investigation, I request that you attempt to determine how many 
other such requests may not have been delivered. And I urge that the TSA 
and DHS be required, as part of their mitigation of their violations of 
the law, to publish prominent notices — through their usual press release 
distribution channels and on the DHS and TSA home pages and FOIA and 
Privacy Act Web pages — that requests may not have been delivered, and 
advising past requesters of the need to re-send their requests. 

My request for expedited processing was made as a journalist, and I have 
reported publicly on this incident at: 

http: / /www. paper spl ease.org/wp/200 9/1 0/27/ tsa -sends -our- foia -request -into - 
a -black -hole/ 

Please reply to confirm your receipt of this report and complaint, and any 
tracking or reference number assigned to this complaint and/or to your 
investigation. Please advise me of the outcome of this complaint and 
provide me with a copy of any report produced by your office in response 



to this compliant and your investigation. Please feel free to contact me 
if you need any additional information from me, or if I can be of any 
assistance to you in investigating and prosecuting this complaint. 

I am also copying this complaint to the TSA and DHS privacy offices, with 
a request that it be logged in TSA and DHS complaint statistics, 
investigated, and acted on as a complaint of violation of FOIA and 
potentially the Privacy Act by TSA and DHS officials. 
Sincerely, 

Edward Hasbrouck 

1130 Treat Ave. 

San Francisco, CA 54110 

telephone 415-824-0214 

End of forwarded message 



Edward Hasbrouck. 

<edward@hasbrouck . org> 

<http: //hasbrouck. org> 

1130 Treat Ave., San Francisco, CA 94110, USA 

+1-415-824-0214 

consultant to The Identity Project (IDP), 
a program of the First Amendment Project 
<http: //www.papersplease. org> 

"Congress shall make no law . . . abridging . . . the right of the 
people peaceably to assemble" (U.S. Constitution, Amendment 1) 

"Everyone has the right to freedom of movement and residence 
within the borders of each state. Everyone has the right to leave 
any country, including his own, and to return to his country." 
(Universal Declaration of Human Rights, Article 13) 

"Liberty of movement is an indispensable 
condition for the free development of a person." 
(United Nations Human Rights Committee, 
General Comment No. 27) 



From: 

To: 

Date: 



Plotter, Howard <TSA OCC> 

Tuesday, November 03, 2009 3:45:19 PM 



(b) (5), (b) (6) 



Freedom of Information Act Officer 
Office of Special Counselor 
Transportation Security Administration 



From: 
To: 

Subject: 
Date: 



Plofker, Howard <TSA OCO 

SS^j^^HH^B; Johnson, Robert S <TSAQCC>; Newhouse. Vic toria <TSA oc.c> 
RE: (Fwd) violations of FOIA by TSA 
Tuesday, November 03, 2009 3:38:00 PM 



Howard Plofker 

Office of Chief Counsel 

Transportation Security Administration 

howard.plofker@dhs.gov 

571-227-||^ 

|^^^^B(Mobile) 

571-227-1382 (fax) 

imumation might contain communications between attorney .ic! dieirt, sommuntations that .impart of the agency deliberative process, or attorney-work product 
o! winch are privileged and nut subject (o disclosure outside the agency or to the public Please consult with the Office of Chief Counsel before disclosing any information 

-I in thu email FILE: 60O.1 



b) (6 



From: 

Sent: Tuesday, November 03, 2009 3:37 PM 

To: Plofker, Howard <TSA OCC>; Johnson, Robert S <TSA OCC>; Newhouse, Victoria <TSA OCC> 

Subject: RE: (Fwd) violations of FOIA by TSA 

When we heard from the requester he was having problems with the mail we located his 
electronic version of the request in the FOIA mailbox. The requester's electronic version of 
the Oct 15, 2009 email was opened on the Friday 10/23 and acknowledged by the FOIA 
Office by letter dated Monday 10/26. In that letter we denied expedited processing but 
waived any fees associated with the request (none are anticipated). 



From: Plofker, Howard <TSA OCC> 

Sen t: Tuesday, November 03 , 2009 2:12 PM 

To: g3EJ2| S3I©I l ; Thompson, Mardi <TSA OCO; Johnson, Robert S <TSA OCC>; 

Newhouse, Victoria <TsA OCC> 

Cc: Janet, Kevin <TSA FOIA> 

Subject: FW: (Fwd) violations of FOIA by TSA 

Importance: High 



Thanks, 



We're aware of Mr. Hasbrouck's complaint. 



Howard Plofker 
Office of Chief Counsel 
Transportation Security Administration 
howard.plofkeng)d hs.g ov 
571-227-J2g] 

571-227-1382 (fax) 

nmunicatton r'ligbt contain communications between attorney and client, communications that are part of the agency deliberative process op attorney-work product, all 
IM privileged and not subject to disclosure outside the agency or to the public Please consult with the Office of Chief Counsel belore dbcloswg Iny information 
n . FILE: 600.1 



From:HaB3H[mailtc_ 

Sent: Tuesday, November 03, 2009 1:40 PM 



b 6 



To: Plofker, Howa rd TSA OCC 

Subject: FW: (Fwd) violations of FOIA by TSA 
Importance: High 

Howard, 

Our office received a phone call from the requestor below. I gave him a call back and he is not 
pleased, to say the least, with the FOIA notices that are updated in the Federal Register with regards 
to TSA's FOIA address being incorrect and many failed attempts to get his FOIA request acknowledged 
by TSA. 

Since the FOIA address at TSA is incorrect in the Federal Register and online, he was not able to 
send an appeal and he has filed a complaint with OIG regarding the inadequacy of the DHS FOIA 
process. Apparently, he needed FOIA documents for a Congressional hearing next week on November 
10th. Attached is the FOIA request and complaint that he filed. 

He also mentioned that he received a verbal confirmation from TSA, but he never received a written 
confirmation. 

Please see his request/complaint for action. 

Regards, 



mm 

Staff Assistant 

Office of the General Counsel 

Depart ment o f Homeland Security 

202.282(g[g] 

Original Message 

From: Edward Hasbrouck [mailto:edward@hasbrouck.org] 
Sen t: Tuesday, November 03, 2009 11:03 AM 

Subject: (twdj violations of FOIA by TSA 

Below is the complaint I have sent to the DHS Office of the Inspector 
General; attached is my original FOIA request, which was sent 15 October 
2009 by e-mail to FOIA.TSA@dhs.gov and by postal Express Mail. 

Time os of the essence. Thie material requested is needed in time for the 
public to learn about it and use it to formulate input to Congress for the 
confirmation hearings on the nominee for TSA Administrator, one of whine 
has alreayd been held by the Senate Commerce and Transaportation 
Committee, and the second and probably final of which is scheduled by the 
Senate Committee on Homeland Security for 10 November 2009, as we have 
reported (noting our pending FOIA request) on our Web site at: 

http: //www. paperspIease.org/wp/200 9/1 1/02/ tsa -nominee -up- f or -senate- 
quest ioning-november- 10th/ 

Any assistance you can provide would be appreciated. 

Sincerely, 

Edward Hasbrouck 

Forwarded message follows 

From: Edward Hasbrouck <edward@hasbrouck.org> 

To: DHSOIGHOTLINE@dhs.gov 

Subject: violations of FOIA by TSA 

Copies to: foia.tsa@dhs.gov, foia@hq.dhs.gov, 

privacy@dhs .gov, TellTSA@dhs .gov, 

TSA-ContactCenter@dhs .gov, ogis@nara.gov 
Date sent: Mon, 02 Nov 2009 10:41:10 -0800 



The address of the TSA FOIA office (and, I suspect, the TSA Privacy Act 
office), and the address for postal submisison of FOIA requests to the 
TSA, have changed without public notice. 

The TSA is not currently accepting delivery of FOIA (or, I suspect), 
Privacy Act) requests sent to their officially designated address. 

To my knowledge, this has been the situation at least since October 16, 
2009, more than two full weeks ago, and it continues today. 

Because the TSA is not accepting delivery of these requests, it i.s 
impossible for requesters to obtain confirmation of receipt of their 
requests. Without evidence of the date of receipt, it is impossible for 
requesters to appeal constructive denial of their requests, or to litigate 
constructive denial of requests for expedited processing. 

TSA and DHS are required by FOIA and the Privacy Act to publicly 
designate, through notices in the Federal Register, addresses at which 
FOIA and Privacy Act requests are accepted. Failure to designate such 
addresses or to accept delivery at those addresses, or instructing the 
Postal Service not to deliver requests sent to those addresses, are 
violations of FOIA and/or the Privacy Act on the oart of the responsible 
DHS and/or TSA officials. 

The most recent DHS FOIA regulations, as published in the Federal Register 
(60 FR 4056-4069, January 27, 2003) and codified at 6 CFR Part 5, list 
the TSA FOIA address as: 

Transportation Security Administration 
400 Seventh Street, SW . 
Washington, DC 20590 

I have been told by phone, on a rare occasion when the TSA FOIA or Pirvacy 
Act office answered their phone, that that address is obsolete. 

The DHS.gov and TSA.gov Web sites list a different address: 

Transportation Security Administration 
Freedom of Information Act Office, TSA-20 
601 S. 12th Street 
Ilth Floor, East Tower 
Arlington, VA 22202-4220 

However, I believe that neither of these addresses is correct. The U.S. 
Postal Service has told me that they were unable to deliver my FOIA 
request sent by Express Mail to the Arlington address above. 

According to the USPS, my Express Mail letter arrived in the Arlington 
Post Office on October 16, 2009. According to the USPS, the TSA zip code 
has changed to 20598, and the TSA has instructed the USPS not to deliver 
mail sent to that address and zip code 22202. Because the TSA has 
instructed the USPS not to attempt delivery of such mail, the USPS was 
unable to provide proof of delivery, proof of non-delivery, or proof of 
refusal to accept delivery, and my letter was not returned to me. 

Although this happened co ray letter on October 16th, more than two full 
weeks ago, no new TSA or DHS FOIA notice, no new TSA Privacy Act SORN" for 
any system of records, and no update to the TSA or DHS FOIA regulations in 
6 CFR Part 5 has yet been published in the Federal Register. 

I presume that TSA was aware that their address was to be changed, and 
that it had been changed, and could have published notices of changes in 
advance on their Web sites and in the Federal Register. Standard 
operating procedures for compliance with FOIA and the Privacy Act should 
have provided for the issuance and publication in the Federal Register of 
a new FOIA notice, updates to the FOIA regulations in 6 CFR Part 5, and 
new SORNs, *prior* to the effective date of the change of address, and 
special care in instructing the USPS and TSA mailroom staff to ensure that 
requests continued to be delivered without interruption. 

Since that was not done, and until it can be done, the USPS and other 
carriers should have been directed to continue delivery of requests sent 
to the officially designated addresses. The DHS and TSA have an 
affirmative legal duty under FOIA and the Privacy Act to promulgate valid 



addresses and ensure that they accept delivery of requests sent to those 
addresses. To direct that requests be sent to an address that, by TSA 
directive to the Postal Service, has been rendered a "black hole", 
constitutes de facto summary, secret denial of all such requests. 

My FOIA request -- sent by e-mail and Express Mail on October 15, 2009 -- 
included a request for expedited processing. Under FOIA, the TSA was 
required to make a a decision on that request for expedited processing 
within 10 days, that is, by October 25, 2009. Although I was eventually 
told by telephone that my request was received by the TSA FOIA office, and 
I have been promised postal and e-mail confirmation of receipt by the TSA 
FOIA office, I have yet to receive any written or electronic confirmation. 

Under FOIA, I was entitled to commence litigation co challenge the 
constructive denial of my request for expedited processing 10 days after 
the receipt of my request. But since the TSA's refusal to accept delivery 
has made it impossible for me to prove when my request was received, it 
effectively bars the courthouse door, and prevents me from seeking 
judicial review of their constructive denial, or administrative review (if 
they had actually responded) , until they provide confirmation of when they 
received my request. 

This is an extremely grave due process violation. Until corrected through 
proper new federal register notices and instructions to the USPS and other 
delivery services, it categorically precludes FOIA and perhaps also 
Privacy Act requests and appeals or litigation of constructive denials. 

Instead of having been able to commence litigation October 25th (if they 
confirmed receipt of my e-mail on October 15th) or October 26th (if they 
signed for my Express Mail letter on October 16th) , I am still waiting for 
written confirmation of receipt of my request. 

I believe that these actions clearly constitute mismanagement by the DHS 
and TSA, and violations of FOIA and probably also the Privacy Act. 

I request that the Office of the Inspector General investigate this 
complaint and bring appropriate enforcement action for sanctions against 
the responsible DHS and/or TSA officials. 

Even if these violations were to be corrected by new notices in the 
Federal Register tomorrow, the damage of several weeks during which the 
TSA refused to accept properly addressed FOIA requests has been done, and 
I request that you proceed with your investigation of this complaint . 

Most requesters, of course, will not even know that their request was not 
delivered, and may never know why they never receive a response. As part 
of your investigation, I request that you attempt to determine how many 
other such requests may not have been delivered. And I urge that the TSA 
and DHS be required, as part of their mitigation of their violations of 
the law, to publish prominent notices -- through their usual press release 
distribution channels and on the DHS and TSA home pages and FOIA and 
Privacy Act Web pages -- that requests may not have been delivered, and 
advising past requesters of the need to re-send their requests. 

My request for expedited processing was made as a journalist, and I have 
reported publicly on this incident at: 

http: / /www. paper spl ease . org/wp/ 200 9/ 10/27 /tsa -sends -our-foia -request -into - 
a-black-hole/ 

Please reply to confirm your receipt of this report and complaint, and any 
tracking or reference number assigned to this complaint and/or to your 
investigation. Please advise me of the outcome of this complaint and 
provide me with a copy of any report produced by your office in response 
to this compliant and your investigation. Please feel free to contact me 
if you need any additional information from me, or if I can be of any 
assistance to you in investigating and prosecuting this complaint. 

I am also copying this complaint to the TSA and DHS privacy offices, with 
a request that it be logged in TSA and DHS complaint statistics, 
investigated, and acted on as a complaint of violation of FOIA and 
potentially the Privacy Act by TSA and DHS officials. 
Sincerely, 

Edward Hasbrouck 



1130 Treat Ave. 

San Francisco, CA 94110 

telephone 415-824-0214 



End of forv/arded message 



Edward Hasbrouck 

<edward@hasbrouck.org> 

<http : //hasbrouck. org> 

1130 Treat Ave., San Francisco, CA 94110, USA 

+1-415-824-0214 

consultant to The Identity Project (1DP), 
a program of the First Amendment Project 
<http: //www.papersplease.org> 

"Congress shall make no law . . . abridging . . . the right of the 
people peaceably to assemble" (U.S. Constitution, Amendment 1) 

"Everyone has the right to freedom of movement and residence 
within the borders of each state. Everyone has the right to leave 
any country, including his own, and to return to his country." 
(Universal Declaration of Human Rights, Article 13) 

"Liberty of movement is an indispensable 
condition for the free development of a person." 
(United Nations Human Rights Committee, 
General Comment No. 27) 



From: 
To: 

Subject: 
Date: 



Plotter, Howard <tsa o cc> 

fl?IE?^1^^^B : Johnson. Robert S <TSA OC.C> 
RE: FOIA request acknowledgement letter 
Tuesday, November 03, 2009 2:22:00 PM 



b 5 



Howard Plofker 
Office of Chief Counsel 
Transportation Security Administration 
howard. plofke r@dhs.gov 

571-227-1382 (fax) 

This communication might contain communications between attorney and client, communications that 
are part of the agency deliberative process, or attorney-work product, all of which are privileged and 
not subject to disclosure outside the agency or to the public. Please consult with the Office of Chief 
Counsel before disclosing any information contained in this email. FILE: 600.1 



O riginal Message 

From : [QIQB |> 

Sent: Tuesday, November 03, 2009 2:21 PM 

To: Plofker, Howard <TSA OCC>; Johnson, Robert S <TSA OCC> 

Subject: FW: FOIA request acknowledgement letter 



(b) (5) 



Original Message 

From: Edward Hasbrauck [mailtQ;edwardPhast?roucK,c>rg] 

Sent: Tuesday, November 03, 2009 12:53 PM 

To: Janet, Kevin <TSA FOIA> 

Subject: Re: FOIA request acknowledgement letter 

Thank you for your message. 

I'm puzzled, however, by three things about your message: 

(1) When I spoke with you yesterday, and specifically asked about the 
status of my request for expedited processing, you told me specifically 
that no decision had yet been made concerning that request. But your e- 
mail message today includes a scan of a letter dated 26 October 2009 that 
says that my request for expedited processing was denied as of that date. 

Please clarify which is correct, and why, if my request for expedited 
processing had already been denied, you told me specifically, in response 
to a direct question yesterday, that it was still under consideration - 
thereby further delaying my ability to appeal or litigate the denial. 

(2) The letter attached to your message says that my request "was received 
in this office on October 23, 2009". But it says nothing about when it 

was received by anyone else at TSA, which is the only date that is 
relevant since it was sent to the address in your FOIA notice as 
promulgated in the Federal Register and codified in the Code of Federal 
Regulations. My e-mail request was sent to "foia.tsa@dhs.gov" on 15 
October 2009. What office receives e-mail sent to that address (or is it a 
black hole?), and what did they do with my message? Why did the TSA 



instruct the USPS not to attempt delivery of my Express Mail letter, or 
refuse to accept delivery of it, on October 16th? Where was it from then 
until October 23rd - a full week after it arrived at the delivery Post 
Office in Arlington -- when you say it was received in your office? 

If it is necessary for me to file a formal FOIA and/or Privacy Act request 
in order to obtain your records of the TSA's receipt and handling of my 
mail and e-mail, please so advise me ASAP, so that I can do so before mail 
server and mailroom logs and other records might routinely be deleted. 

I look forward to receiving copies of the Express Mail envelope and 
receipt, as promised, so that I can pass them on the the DHS Office of the 
Inspector General and the Postal Inspector investigating this matter. 

(3) My request was for expedited processing, was sent by e-mail, and 
included both an e-mail address and a telephone number. When the USPS 
told me that my Express Mail had disappeared, and that they had no record 
of delivery or return to sender, I left daily voicemail messages at 1-866- 
FOIA-TSA and 571-227-2300, and sent several follow-up e-mail messages, 
inquiring as to the receipt and status of my request. It should have been 
obvious that time was of the essence. Why, in such a case, did you send 
notice of your decision only by postal mail (which could be expected to 
take a week to reach the West Coast, in the normal course of business, and 
has not yet in fact arrived) rather than also by e-mail and/or phone? 

I'm particularly curious whether this is a matter of policy or standard 
procedure, and if so, who has authority to put in place more appropriate 
practices, particularly with respect to action on requests for expedited 
processing. A requester can neither appeal nor litigate a decision until 
they receive notice of it, or unless they have evidence of receipt of a 
request in order to establish constructive denial. Delay of notice or 
receipt or denial thus also amounts to delay of appeal or judicial review. 

In the case of an urgent matter that is the subject of a request for 
expedited processing, delay of review is likely to be tantamount to denial 
- a "pocket veto" of the substantive request. In this instance, for 
example, the Senate Homeland Security Committee hearing on the nomination 
of a prospective TSA Administrator, for which we and the public need the 
requested information in order to formulate informed questions and 
opinions, is scheduled for 10 November 2009. The delay from 25 October 
2009 (ten days after the TSA received, I presume, my e-mail request) and 
today, when I finally received notice of receipt and denial of my request 
for expedited review, is likely to be decisive in determining whether I 
can obtain review of that decision before the hearing on November 10th, 
and thus will deny the public the benefit of the requested information. 

Sincerely, 

Edward Hasbrouck 



On 3 Nov 2009 at 11:31 , "Janet, Kevin TSA FOIA 
n> wrote: 
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Subject: FOIA request acknowledgement letter 

Date sent: Tue, 3 Nov 2009 11:31 :02-0500 
From: "Janet, Kevin <TSA FOIA>" 
To: <edward@hasbrouck.org> 



b (6) (b) (6) 



> Mr. Hasbrouck, per your request I am forwarding you a copy of our 

> acknowledgement letter. For your information, the TSA FOIA Office 



> received your USPS Express Mail letter. I will forward copies of the 

> receipt, envelope and FOIA request in a separate e-mail. 

32X31H1 

> 

> Freedom of Information Act Officer 
> 

> Office of Special Counselor 
> 

> Transportation Security Administration 



Edward Hasbrouck 

<edward@hasbrouck.org> 

<http;//hasbrQuck,Qrg> 

1130 Treat Ave., San Francisco, CA 94110, USA 

+1-415-824-0214 

consultant to The Identity Project (IDP), 
a program of the First Amendment Project 
< http; //www,paperspiease,Qrg > 

"Congress shall make no law ... abridging ... the right of the 
people peaceably to assemble" (U.S. Constitution, Amendment 1) 

"Everyone has the right to freedom of movement and residence 
within the borders of each state. Everyone has the right to leave 
any country, including his own, and to return to his country." 
(Universal Declaration of Human Rights, Article 13) 

"Liberty of movement is an indispensable 
condition for the free development of a person." 
(United Nations Human Rights Committee, 
General Comment No. 27) 
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LInKS Matter Detail Report 



Run Date: January 28, 20 1 1 



Counsel Group: Information Law 
Matter Owner: Johnson, Robert 



Matter # 107001670 - TSA10-0248 Security Directive 1544-09-06 



Matter Type: Information Law 
Issue Type(s): FOIA - Review 



Location: HDQ 



Matter 
Description: 



Request for the most recent version of Security Directive 1544-09-06 



Disposition: FOIA Review - Concurrence 



Disposition 
Description: 



closed 



Trans Mode: Multimodal 
Record Series: 600.5 Freedom of Information Act (FOIA) 
Legal Advice Files 



Status: Closed 

Incident Date: 2010-03-25 

Open Date: 2010-03-25 

Closed Date: 2010-06-23 

Last Update: 2010-06-23 



ADDITIONAL INFORMATION 



TASKS/EVENTS 



Location: 

Record Series: 

Trans Mode: 

Media Request?: 

Due 



HDQ 

600.5 Freedom of Information Act (FOIA) Legal Advice Files 

Multimodal 

Yes 



Completed 



Owner 



ASSOCIATED PARTIES 

Role Name 

Requestor Edward Hasbrouck 



Primary Phone e-Mail 



Fax# 
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This record contains attorney-client communications, agency deliberative process, and may contain attorney work-product, which are privileged and 
not subject to disclosure outside TSA. Privacy Act-protected information may be disseminated only to those within DHS with a need to know in the 
course of their official duties. Consult with the Office of Chief Counsel before disclosing any information. 
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Run Date: January 28, 201 1 




NOTES 


Note Type Entered By 


Matter Description 


Kb) (6) (b) (6) BM8IDM 




Note: Request for the most recent version of Security Directive 1 544-09-06 


Disposition Description 


Plofker ) Howard(HOWARD.PLOFKER@DHS.GOV,69659) 


Note: closed 



ATTACHMENTS 

Filename Description 



Type 



Last Updated By 



RELATED MATTERS 

Matter No. Matter Type 



Matter Name 
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This record contains attorney-client communications, agency deliberative process, and may contain attorney work-product, which are privileged and 
not subject to disclosure outside TSA. Privacy Act-protected information may be disseminated only to those within DHS with a need to know in the 
course of their official duties. Consult with the Office of Chief Counsel before disclosing any information. 



From: 
To: 

Subject: 
Date: 



Johnson, Robert S <TSA OCC> 

Plotter. Howard <TSA OCC> 

10-0248 

Wednesday, November 17, 2010 5:19:56 PM 



Howard 




Thanks 



Bob 

Robert S. Johnson Jr. 

Assistant Chief Counsel for Information Law 

Transportation Security Administration 

Office 57 i-227-(g|gJ 
Cell 



b 6 



ATTORNEY-CLIENT PRIVILEGED/ATTORNEY WORK PRODUCT. This 
communication might contain communications between attorney and client, communications 
that are part of the agency deliberative process, or attorney-work product, all of which are 
privileged and not subject to disclosure outside the agency or to the public. Please consult 
with the Office of Chief Counsel before disclosing any information contained in this mail. 



From: Plotter, Howard <TSA QCC> 

To: Johnson. Robert S <TSA OCC> 

Subject: FW: Acknowledgment of Receipt of Appeal to FOIA Request TSA10-0248 

Date: Thursday, September 23, 2010 7:04:00 PM 

Attachments: 10-0248 8.16.10 appeal ack Itr sianert.nrif 



fyi 

Howard Plofker 



Acting FOIA Officer 

Office of Chief Counsel 
Transportation Security Administration 
howard.plofkerffidhs.gov 
571-227-H0 

gjfl^BHBc Mobile) 

571-227-1382 (fax) 

This communication might contain communications between attorney and client, communications that are pari: of the agency deliberative 

process, or attorney-work product, all of which are privileged and not subject to disclosure outside the agency or to the public. P'.ease 

consult with the Office of Chief Counsel before disclosing any information contained In this email. FILE: 600.1 



From: Ha 

Sent: Thursday, September 23, 2010 5:16 PM 

To: edward@hasbrouck.org 

Subject: Acknowledgment of Receipt of Appeal to FOIA Request TSA10-0248 



Mr. Hasbrouck: 



Please find attached an acknowledgment of receipt of your recent FOIA appeal. 
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Office of the Special Counselor 
Transport ation S ecurity Administration 

(571) 227 fl3IEfl 



